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EXEOTIVE SUMMARY

Ly GKS 02y (GSEG 27F (K SveistedbeRadshe piandate to ieplrg theiuselof/ A G A |
9f SOGNRBYAO LRSYUGAFAOFIGAZ2Y 6SL50 F2NJ GKS 9 dzNB LIS
research on the existing solutions and previous studies has been carried out, and Member States

were consulted lrough questionnaires. Departing from the ground work presented in the
Assessment of ICT impacts of the Regulation (EU) No 211/2011 of the European Parliament and of
GKS /2dzyOAf 2F mMc CSONHzr NB Hnmm 2V ededikiflentBedi AT Sy a.
several suitable solutions that can be divided into three main categories:

1 Solutionsconsideringhe use of electronic signatures:

0 Solution 1 foresees the submission of statements of support through an
electronically gined PDF that the usarploads tothe Online Collection System
(0OCs).

0 Solution 2 comprises a direct integration ofsignature solutions into the OCS,
allowing citizens to sign statements of support online.
1 Solutions based on electronic identification:

0 Solution 3 provides a dict integration ofnationalelDinto the OC$n order to allow
citizens to authenticate themselves and support initiatives online.

0 Solution 4 also provides an integration of elD through the elfish$ework

1 Complementary solutions, aiming at easing the sigsion process and attracting more users
to the ECI tool:

0 Solution 5 could allow EU Login users (formerly ECAS) {illghe data fields with
the data stored in their accounts.

0 Solution 6 foresees a connection with a social network, namely Facebook)ibly
users would prdill the data requirements.

From a legal point of view, several changes, both to the ECloath@ Implementing Regulation, are
necessary for the implementation of the different solutions. Those changes are summarised in the
following table. Morernformation can be found in the legahalysis of the respective solutions.

Change Required

Solution ECI Implementing Descrption
Regulation Regulation
L (=) ves gg\)\?cz(rtljliLg of Article 5.2 is advisable but not mandatory
2 Yes Yes Article 8. and Ann_ex 11 . _
Rewording of Article 5.2 is advisable but not mandatory
3 Yes Yes Articles 5 & 8 and AnndK
4 Yes Yes Articles 5 & 8 and Annex llI
5 No No n/a
6 No No n/a

! European Commission (201A%sessment of ICT impacts of the Regulation (EU) No 211/2011 of the European Parliament
FYyR 2F GKS /2dzyOAf 2F mc CSOoNHzZ NBE wnmm 2y GKS OAGAT SyaQ Ay
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SOLUTION 1: PDF document

Solution 1considersthe use of a PDF document that citizens could download from the OCS, sign
electronically in their local computer or device, and upload hadke system. The OCS would store
the signed statements of support that would be sent for verification once tileatmn phase comes

to an end.The ECI Regulation already foresees the possibility of asirgectronic signature for
supporting an initiative. Therefore, only Annexes lll and V should be modified to include a more
specific mention to the use of such thed to submit a statement of support. Moreover, a-re
wording of Article 5, updating the reference to the use of advanced electronic signature to qualified
electronic signature is advisable.

The main advantage of this solution relies on the expected smiogiementation, as this solution
does not require major changes in the OCS, and no direct connection sigin&ture access points
from Member States are needed. Furthermoneerifying authoritiesare proposed to check the
validity of the certificateonly when the statement of support is submitted, simplifying their current
tasks. According to the information provided by Member Statesjgpature seems to be at a
suitable maturity level for interface with the OCS.

On the other hand, the main drawback thfis solution is that it might negatively impact the user
experience, as it requires additional steps to be completed.

SOLUTION 2: Integration ofsignature

In contrast with the previous alternative, this solution could allow users to access the systensen
their e-signature online in the OCS. Tbaital Signature Servicé®SSprovided undereSignature
CEF Building Block is used to establistoanection with the corresponding Member St&Xe-
signature services allowing users to authenticate themlses and retrieve data form their
certificates. Such data shall be stored with an indicator that accounts for validated information,
which would, in theory, not require further verification from the competent authorities. If this
implementation path is fially not agreed on, another alternative would be to store the certificates
and send them for validation at the end of the collection phase.

Contrary tosolution 1, this solution providesas main advantages, to allofer an automatic
validation of the statment of support, ando create a smooth and fast procedure for users to
support an initiative. These changes in the system would require a specific modification of Article 8,
as a new procedure for the validation needs to be established. Consequentlyath&equirements

of Annex Ill might be also modifielh addition,a similar change in Article 5 of the Regulation tiran
solution1 (specific metion to qualified certificates) is advisable.

This solution presents the advantages of allowihg online validation of the esignature and of
limiting the implementation costsas it reuses an IT solution that hides the complexity of the
interactions with the national signature solution.

As solution 1 and 2 cagasilybe compared, the table hereundgrovides an overview of the results
based on a set of the identified evaluation criteria.
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cvaluaton Crteria,_Souton1 | Soonz |

Solution 2 requires an amendmentof Article 8 and a modification of

ECI Regulation Annex Il while no change in the regulation is necessaryfor the
implementationof solution1.

elDASRegulation Both solutionscomplywith the elDASRegulation

Member States' Thecomparisonof the responsess not relevantasthe questionsfocused

responses on different aspectsof eachsolution

Comparedto solution 1, the data retrieved from e-signatureis trustful
Ease of use andthe validationtaskis therefore easier Moreover, the processfor the
citizensis smoothanduserfriendly.

By implementingsolution 2, the quantity of data to be inserted by the
useris reducedto zeroand the number of statementsof supportto be

Quantity of data validatedby verification authoritiesis reducedwhile for solution 1, they
still needto verify the identity of signatories
Only50% of the Member Statesconsultedcan assurethat eSignatures

[ issuedto the majority of adult population However,for both solutions,
the data is retrieved from trustworthy sources, easing the task of
verificationauthorities

Operational aspect: Thetwo solutionare mainlysimilarregardingoperationalaspects

Security Thetwo solutionsare mainlysimilarregardingsecurity

Integration Solution2 ismore complexto integratethan solution1

SOLUTION 3: Direct integration with national elD

This solution is based on the use of elD in order to establish a connection with the elD access points
of the different Member States, by which users could authenticate themselves and support the
selected initiative. Similarly teolutions 2 and 4a firstoption would consistri storing the data with

an indicator that accounts for the statements of support submitted via elD. Given the fact that the
dzZaSNDa RIFEGF ¢g2dzZ R 6S O2YAy3d FNRBY lwouldNémdtdibé 2 NI K &
performed. The Regulation might need to be adapted to provide a sound legal ground when
implementing this solution. A specific reference to the use of elD might need to be included in Article

5. Besides, Article 8 may need to be modiféedwell,to account for a nevprocedure to validate the
statements of support when they are submitteinnex Ill should also be modified accordingly.

The fact that citizens could go through a fast and ddendly process andhat statements of
suwpport would bevalidated on the spotvhen users authenticate themselvese the main added
values of this solution.

However, the complex technical implementation of this solution is seen as one of the main
drawbacksand is the main reason for the creation of elDAS in the first pleacieed,at least one
specific module per Member State needs to be integrated into the OCS. In addition, at the moment
of writing this report, not all Member States have implemented compatible elD schemes, although
according to the responses received, in many casdb, is issued to a majority of the adult
population in countries where it is implemented.

SOLUTION 4: Integration with eIDAS

Solution 4 is similar to the previous one, as it is also based on elD, although the connection between
the OCS and the Member Stat would be established through the elDAS network. Given the
similarity of both elD solutions, the required legal changes are equivalent. However, in this case
specific mention to the use of the elIDAS network is advisable. It is important to mention tha
solutions 3 and 4 are not exclusive, B integration through elDAS could be activated fhe
Member States whose elDAS node is ready, while direct integration with national elDs could be
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implemented temporarily for the other countries/hile they acieve a successful implementation of
their eIDAS node.

This solution would also bring an added value regarding-nggrdliness of the OCS and-time-spot
validation. Furthermore, given the elIDAS architecture, implementation efforts would be much lower
than in solution 3, as it requires an integration with a single elIDAS node in order to interact with any
national elD scheme already available through eIDAS.

Although this solution is very promising should be noted that the eIDAS network is still under
implementation in most Member States. At the moment of writing this report, only three elD
schemes (Germany, Austria and the Netherlands) have interconnected their nodes, and Spain is the
only country that has successfully completed the EC acceptance tests

As solution3 and 4can be easily compared, the table hereunder provides an overview of the results
based on a set of the identified evaluation criteria.

In addition to the changesecessanyor both solutions,solution

20 IREgm ) 4 alsorequiresa specificmentionto the eI DASRegulation

This criterion is not applicable for solution 3. The
elDASRegulation n/a implementation of solution 4 falls within the scope and is
compliantwith the eIDASRegulation

Member States' Thecomparisonof the responsess not relevantasthe questions

responses focusedon different aspectsof eachsolution

Ease of use Regardinghe easeof use,the direct integration of elD and the
integrationwith the eIDASrameworkare similar

Quantity of data Thequantity of datais comparablefor both solutions
Thepenetrationlevel of both solutionsis similar However,some

Penetration elDASnodes are still in preproduction phase and will be fully
operationalby 2018

While the scalabilityand maintainabilityof solution4 shouldnot
Operational aspect: causeany problem, a lot of changesand effort are required
regardingsolution3.

For solution 4, the attribute of the SAMLresponse"InReplyTo
must have the samevalue as the ID of the request Thisis the
only slight difference between solutions 3 and 4 regarding
security

Security

The integration of solution 3 is more complexthan solution 4.
Regardingthe maturity, solution 3 is more advancedthan the
Integration elDASframework integration In addition, even though the two
solutionsare similar from a portability point of view, solution 3
requiresmore costsand efforts to be implemented

COMPLEMENTARY SOLUTIONS

The scopeaunder which slutions 5 and 6 might operate is different than the previous ones, as they
are to be used as complements for the online collection of statements of support. Both Facebook
and EU Login could provide a source to-fillethe data fields, easip the process from a user
perspective. In addition, both platforntdfer the possibility to remove th€ APTCHA functionality.

Regarding the préilling of the data, both solutions provide divergent outcomes. EU Login is a
relatively new platform, not widgl spread across the EU. Besides, the data stored in the external
I O02dzyia A& NBRAzOSR his/herainkilSimitiizg i Ndded vafudzfusersyhight S I Y R
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still have to enter the rest of the data manualioreover, due to the lack of a dediesl EU eIDAS
node, severe limitations in its integration possibilities with OCS provided by third party prevent a

wider use of this solution.

In contrast, Facebook is the most used social network, with a high degree of penetration in the EU.
Although the @ta stored in Facebook accounts is not sufficient to cover the data requirements
established in Annex Il of the Regulation, implementing a connection with this social network could
potentially expand the reach of the ECI tool, attracting a wider numbeitizens and creating an
additional campaigning platform for organisers. On the other hand, it should be noted that,

F O0O2NRAY3I (2
services (Log in, share, like, et€acebook stores information about the usage of such services.

CF0S06221Qa LINAGIOe LRftAOeI 6KSY

Thetable hereunder provides a comparisohthese two similar solutions

Data Privacy

Member States'
responses

Ease of use

Quantity of data

Penetration

Operational aspects
Security

Integration

n/a

0000
00 0C

n/a

0000
0000C

EU Login presents security features that make it a suitable
solution for a potential integration with the OCS. On the
contrary, regarding Facebook’s privacy agreement, there is a
concern regarding what specific information would Facebook
have access to, and where this would be stored, regarding
citizens and also organisers of any given initiative

n/a

For both solutions, once the user authorises his/her data to be
retrieved, the statement of support is automatically prefilled.
There is a possibility to remove the CAPTCHA before submitting
the statement of support.

With EU Login external accounts, the user still need to enter
most of the data manually. With Facebook, the quantity of data
to be input by the user depends on each Member State’s
requirements.

While EU Login is a fairly new service that is not currently used
by a significant part of the EU population, Facebook has a
penetration rate of 39.5% in Europe, meaning that over 307
million people have a Facebook account

The operational aspects are similar for both solutions
Both solutions presents similar score regarding security.

Both solution are easy to integrate, mature, portable and don’t
require a lot of effort or cost to be implemented.
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1 INTRODUCTION

1.1 EUROPEANL ¢ L YIRIDIATVE

The European Citizens' Initiative (ECI) is one of the major innovations introduced by the Lisbon
Treaty and aims at involving citizens more closely in agesetting at EU level. The rules and
procedures concerning thEuropean itizens'initiative are setout in Regulation (EU) N2il1/2011

(the ECI Regulatiomereinafter: the Regulatior?, which was adopted by the European Parliament
and the Council in February 2011 and entered into effect on 1 April 2012.

As described in the Regulation, the whole EGtgsscomprisessevensteps (see Figure) Inamely:

Examination,

_— public
Submission to hearing and
Commission answer

Verification of and follow-up
statements of

Collection of support
statements of
Certification support
of the OCS
Registration
with
Set up Commission

citizens’
committee

Figurel: The ECI process

1. t NBLI NF GA2y FyR {Si{dAYy 3n adel teRldunchi &0 ECI,igdinksdrsS y 4 Q
have to createa committee of at least seven citizens, who are residents of at least seven
different Member Statesof the age to be entied to vote in the elections athe European
Parliament(Article 3)

2. Registration of the proposed initiativBeforelaunching thecollection of the statements of
suppat from signatories, the orgargss have to registethe proposed initiativewith the
Commission, providing the information as required in Annex Il of the Regu(&titicle 4)

3. Certification of the Online CollectiogsBm.Organisers have to set up an Online Collection
System that fully complies with the security and technical requirements set out in Article 6(4)
of the Regulation on the citizens' initiative as well as with TeehnicalSoecifications set out
in Comnission Implementing Regulation (EU) No 1179/20Qfce it is done, they should
request the competent national authority where the data will be stored to certify the OCS.
The authority has one month to verify if the specifications and requirements ardiesatis
Once the system has been certified, the organisers receive a certificate.

2 Article 11(4) of the Treaty on European Union and Article 24 of the Treaty on the Functiotliegznfropean Union,

which pertains to Union Citizenship

3 Regulation (EU) No 211/2011 of the European Parliament and of the Council of 16 February 2011 on the citizens' initiative
(OJ L 65/1,11.03.2011)

“ http://ec.europa.eu/citizensinitiative/public/how-it-works
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4. Collection ofstatements ofsupport Once the initiative has been approved by the EC, the
organisers can start collecting the statements of support, both on paper and online. In order
to be successful, the initiative has to reach (1) the threshold of a total of one million valid
statements & support, (2) the national threshold for each Member States in at least (3) a
minimum of one quarter of the Member States needed. This phase of the process is the main
focus of the studywith the verification of statements of suppg@rticle 7)

5. Verifiation of statements ofsupport Once the collection phase has been completed and the
one million threshold has been reachemiganisers need to send the collected statements of
support to the competent national authorities for verification and certificatférticle 8).

6. Submission of thanitiative to the Commissioi\fter verification of the signatures, and given
that the number of statements of support is still compliant with the Regulation, organisers
can submit their initiative to the European Commissfor evaluation. Within three months,
the Commission is required to examine it and provide its legal and political conclusions on
the initiative, including the action it intends to take (or the reasons for not taking action).

7. Examination, Public Hearingnd the Answer from European Commissit¥ithin three
months following Article 10the organisers meet the Commission representatives to explain
the details of the initiative they launchedhey also have the opportunityollowing Article
11,to presenttheir initiative during a public hearing at the European ParliamEimtally the
European Commission answers by adopting a formal response detailing the actions it will
propose and, if any, the reasons for doing or not doing so.

This study focuses on pbes 4 & 5 of the ECI process, and dnlghe context ofthe online
collection process

1.2 OBJECTINAAND £OPE

In the five years of applyinthe Regulation, various ideas and studies have been expressed for
improvement ofthe existing situation in particular the report COM(2015) 145 on the application of
the ECI RegulatidnFurthermore, lilding on the results of thetudy on ICT Impactsand more
specifically recommendation N° @olutions to facilitate data entry and validation should be
investgated, this study aims at assessing the potential use of elD in the context af $@plifying

the online collection of statements of support and making it more efficient and-ussrdly.

Recentprogress in the field of eldentification could provide new technical possibilities in the process
of the ECIA substantialstep towards a Europeanide use of elD has beethievedsince theelDAS
Regulation(Regulation (EU) No 910/20B8opted on 23 duly 2014). According to the Regulation,
electronic identification and trust services for electronic tracions in the internal market must be
recognised by all Member States. Accordingly2®Beptember 22018, all Member Sates have to

> European Commission, report from the European Commission to the European Parliament and the Council, Report on the
application of Regulation (EU) No 211/2011 on the citizens' initiative, COB)(2@5 final

® European Commission (2015) Assessment of ICT impacts of the Regulation (EU) No 211/2011 of the European Parliament

FYR 2F GKS /2dzyOAf 2F mMc CSoNHzZ NBE uwnanmm 2y GKS OAGAT SyaqQ Ay
" The eIDAS Regulation creates a European internal maoke¢TS- namely electronic signature, electronic seal, time

stamp, electronic delivery service and website authenticatibg ensuring that they will work across borders and have the

same legal status as traditional paper based procedures. Only by prowieirtainty on the legal validity of all these

services will businesses and citizens use the digital interactions as their natural way of interaction.
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recognise anynotified elD from any other Member State in all their eGovernment applications
accepting their national elDs.

The Miline Qollection System (OCS¥ the part of the ECI process where the use of elD can have the
greatest impact as it provides a secure and reliable stream of data that could ease the task of
organises andverifying authorities It can improvehe user experience for citizens by hayia major

impact on the simplification of the process of supporting an initiatBesides the use of elD in the

ECI might generate various advantages, such as increased chances for validation or simplified
(eliminated) verification pcess of statement®f support. r this reasonthe use of the elD to
support an ECI should be taken into consideration and properly assessed.

Thusthe main objectives of the study are as follows:

1. Assess théegal, business and technical feasibility of using electrideictificationto support
an ECI (various scenarios and combinations of possible revisions of Annex Il EZIthe
Regulation and/or Commission Implementing Regulation (EU) M6/2011 are taken into
account);

2. Assessseveralimplementation options in paticular direct integration with national elD
schemes anthe use of theeIDAS framework

3. Evaluateother options such aselectronic signature EU Login, and integration with social
networks;

4. ImplementProofs of Concept (POCsgJemonstratingthe technicalfeasibility of the solutions
analysed in the study.

The analysis of each elD solution in the study cothemee layersas depicted in Figure 2the legal
and businessanalysis (1)provide the basis for the elaboration of theolutions.In parallel, the
technical analysi€2) is performedto assess the technical feasibility and later develop téehnical
specificationdeading to the implementation of thBoCg3).

Legal and
Business Analysis

Technical Analysis

Technical Specifications
&
Tests
- POCs

Figure2: The three layers of the analysis
In order to assess the potential use of et following aspects havalsobeen analysed:
1. The challenges in the online collection process and systems for the ECI

2. The benefits from the use of elD solutions.
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As identified in the objectives, the study cos¢he analysis dfixdifferent solutions:

1 Solution 1¢ Electronically signed PDEpplying electronic signature on a statement of
support in PDF format before uploading the document back into the OCS

1 Solution 2¢ Integration of esignature: sing online electronic signature ggn a statement
of supportand perform theimmediatevalidation ofthe signature

1 Solution 3¢ Direct integration of elDdirect connection between the OCS and thagional
elDsa g aitSya Ay 2NRSNdeityoef ARl (S GKS dza SNDR&a A

1 Solution 4 ¢Integration with the elDAS framewarkindirect integrationof elD via a
O2yySOiGA2Y GKNRdIdzZAK GKS SL5!{ AYTNI &dNHzOG dzNB 7

f Solution 5¢ Prefilling with EU Login:B F A f £ A y 3n thiiz&t&tevdant of Buppibrt by
NBEGNASPGAY3I RIFEGIE FNBY GKS dzaSNna 9! [23Ay | O0:

1 Solution 6¢ Prefilling with Facebook: 8B FA € f Ay 3 dzaSNDa RIFGF Ay GK!
NBEGNASOAY3I RIGFE FNBY GKS dzaSNna Cclk 0So221 | 00+

I |

o o (Objective 2 (Objective 2 (Objective 3) (Objective 3)
g%?’i‘g;e[ﬁ: (Sg‘er‘]’g;’jz eID Direct cIDAS Prefillingwith | Prefilling with
9 9 Integration Integration EU Login Facebook

Solution 1 Solution 2 Solution 3 Solution 4 Solution 5 Solution 6

Business

Technical

Figure3: Breakdown of solution analysis
Correspondingly, each solution analysis breaks down as follows:
1 First,a shortdescriptionof the solution is provided

1 Then the main findings of thelegal business and technical feasibilignalysisare
summarised

1 Finallythe final assessment of the solutipaccording to the evaluation criteri& provided

1 In addition, as all solutions come two by two, a comparison of the pros and cons of both
alternatives is madevery two chapters
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1.3 STRUCTURE OF TSHIRUDY

Thesequenceof activities ofthe studyis portrayedin Figure 4

Phase 1: Data

Collection

$

( R
& J

Phase 3: Evaluation ’

( )
e-signedPDF s-signature .EID D'r.eCt eIDAS EU Login Facebook
integration Integration
S J

¥

e N
Evaluation . . Conclusions and
- J

¥

Phase 4: Proof of
Concept

’ Selection of elDs Obtanj Integration and Test plan and Execution of
credentials development test cases tests

Figure4: Ssquence of the processes

Consequentlyto achievethe general and specific objectivesveris structured the study as follows:

f

=2 =4 =4 =4 =4 -4 -4 =2

E ]

Chapter Xtates everisapproachto achievethe general and specific @dxtives following the
three layersstructure Figure 4 andpresents themethodology used throughout thegdy;

Chapter 3yoes through three main components identified fbis study: OCS, elD and elDAS;
Chapter 4assessesadution 1: Electronically signed PDF document

Chapter 7 assesses solution 2: Integration-sfgmature;

Chapter Sassessesadution 3 Direct integration of elp

Chapter6 assessesaution 4: Integration with the eIDAS framewark

Chapter &ssessesadution 5: EULoginasa pre-filling option;

Chapter 9 assesses solution 6: Facebook as-iliimg option;

Chapter 10 providethe key conclusions drawn by everis, based on the key findings from the
sixsolutions

Chapter 11 lists alhe referencesused in this report; and

Chaptes 12 to 20 provide the support material and supplementary informatioas
appendixes.
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2 APPROACAND METHODOLOGY
2.1 APPROACH

everisapproach to achieve the objective portrayed irFigure 5

Solution
6

Solution
5

Solution
4

Solution Solution

1

Solution :
2 : 3

1

1

Study Request

Proposal

Desk Research

ent: Questio

v
=
i
-
i
u
+—
1=

Analysis

4+
c
(]
£
]
an
1+]
o
1]
=
3]
2,
o]
L=
[a

Technical DELAILILE ECI Workshop

S engagement: :
Specifications gag presentation

Shared study

Conclusion - Evaluation

Figure5: Approach

The identification othe methodology (see more detailed descriptiamthe following section) has

been strongly influenced by the multifaceted analysis, covering legal, business and technical aspects
of the aSt SOGSR az2fdziAz2yaQ AYLI SYSyidalFdAz2ydthe. I &SR
guestionnairethat, coveringthe main questions for the solutions implementatigimas served as a

JdARAY3 OKSO1t A&l F2N (ckitBe E8NedsedStategleRel. SOSNA & Q 02y &

TheECI Expert Groupstablished under Article 15 of the Regulation in conjunction with Article 6(3),
has served as a platform for Bmber Sates and EC discussison the ECI instrument, covering
various aspects athe ECI and a number of areas for improvement. Selecpeesstions from the
questionnaire and the study itself have been presented during the mgetiith the ECI Expert
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Group on22 November2016 A consolidated version of the questionnaire was prepared following
the comments made in the workshop and later shared with the ECI Expert Group. In parallel, given
the highly technical content of several thie questions, the same questionnaire wasared withthe

elDAS technical experts group collect valuable information about the status of the technical
solutions at Member Statglevel In the meantime, everis continued with desk research, interviews
aswell aslegal, business and technical analysis.

The first phase consists in data collection, based on various desk research techniques, to identify the
different elD solutions. In the second phase, the evaluation criteria are then guiding the analysis of
the five identified elD solutions. Based on the analysis, the solutions are evaluated and conclusions
and recommendations are drawn. Finally, based on those three phases, Proofs of Concept are

developed and implemented.

Legal Business Technical Proofs of _
Analysis Analysis Analysis Concept T
* Analysis of the main * Evaluation of the * Analysis of the » Benchmarking of the ~ * Selection of « |dentification of
legal texts covering impact of each technical specifications  proposed solutions credentials to support  panefits and
]Ehe ECl, thke e\gAS solution in user Veﬁi're‘lj ttO implement  based on matrix POCs constrains in each
ramework an ) ) .
. interface, organisers gach solution technology ar.md * Achievement of test scenario
eSignatures . A f th SWOT analysis 3
and Member States ssessment of the credentials ) )
* Analysis of MS scalability and ) * Main conclusions are
. - T * Integration and
national legislations maintainability of the development drawn
for elD, verification OCS for each of the P
and etc. proposed solution * Elaboration of a test Assessment of each

plan and test cases solution

* Execution of tests

Figure6: Components of the study

In order to assess the feasibility of using electronic identification to support an ECI, the study consists

of six main elements. As defined previously, each solution is presented from legal, business and
technical poins of view, and its assessment is provided width evaluation matrix criteria ana

SWOT analysis.dditionally, this assessmenis based ona comparative analysisvith the ASIS

situation. Each solution assessment is followed by its technical prototypallyf-ithe conclusions

LINE ARS O2YLI N GAQGS Ftylrfteara olFaSR 2y ARSYUGATFAS
matrix.

Legal aalysis:
The kgal analysis includefor every solutionthe legal assessmemnd an insighto Member SatesQ

legislation relevant in each case. In addition, where relevant, the existing-si@faturelaws and
elDAS regulation are analysed.

In respect tahe Regulation, the particular emphasis is givertle online collection of statements of
support (Articles5 and 6), the verificatiomnd certificationof the statements of support (Article 8)
andthe protection of personal data and liability for organisers of citizens' initiatives (Articles 12 and
13). Where applicable, the eIDAS Regulation analysis coversdbge of applicationthe mutual
recognition of elDs and thesignaturestandards

Methods applieddesk research, legal analysis, analytical method, micro analysis of a legal rule, case
analysis, qualitative analysis, survey (questionnaasjlinterviews.
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Businessnalysis

The lusiness analysis sections provide the functional view of each solution in both phasestioé ECI:
collection andhe verification of statement®f support It elaborates on the ease of ugége quantity

of data (input), and the exploration of the penetration of the solution and existmgreness.

Methods applieddesk researchanalytical methoddocument analysis, qualitative analysis, use case,
workshop, interviews and survey (questionnaire).

Technical aalysis

The echnical analysis two-fold. First, the quality of the elDs and/ersignatures are analysed in
regards tothe data available in them and its compatibility with the ECI requirements. Seeaiti,
solution is explored based omewen selected evaluation criteria, hamelgase of integration,
scalability, maintainability, performance, security (data stordggud prevention data transmission
and session managemeéntandcosts/efforts.

As eachsolution might have different implementation alternatives, some involving different
architectures, otherémplying different scopes or procedureal thesealternatives arddentified and
analysed alonghe study.

Methods applied: desk research, document analysigiterviews and survey (questionnaire),
qualitative analysis, analytical method

Evaluation:
Each solution is assesskeased ortwo different techniques: ealuation matrix andSWOT analysis.

Methods appliedEvaluation matrix criteria, SWOT, analytical method, comparative analysis

Proofs of ConceptDisdaimer: not published with the sudy report)/Technical integration

In order to validate the analysis, Proofs of Concept are developed. For the setsttdidns the
required software is integrated into the OCS and tested with a set of national elDs. The purpose is to
detect any problem not foreseen in the analysis. As a consequence, the quality of the documentation
YR RS@St2LISR O2R®OIXRY WALISYS & I ¢ RNINRGZ

Evaluation/Finalconclusions

Two by two, the solutions arevaluated and compared, covering the main aspects of SW¢OT
analysis andhe evaluation matrix. The final conclusions and recommendations are drawn for the
possiblefuture elD integration ito the ECI.

Methods appliedcomparative analysis, analytical method, evaluation matrix
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2.2 METHOI3 AND TECHNIQUES

To carry out this study, gather information and conduct a qualitative analysis of the different elD
solutions to support afECl, the following methods are used:

1

Interviews: Qualitative and indepth interviews were conductedwith key stakeholderdo
collect additional data and information, also as a folopvof questionnaires.

Workshop(s): The main objective of the workshojs to facilitate knowledge, information
and insights sharing. The ECI Expert Group Méetifigred the possibility to meet most of
the representatives of the Member States and to start the discussion on the implementation
of elD solutions for the ECI. Thallowing ECI Expert Group Meeting might facilitate the
forum for the discussion dhe results of this study

Questionnaire: A prefilled questionnaire, summasing the data collected and indicating
missing information has been shared with Member Stat@srepresentatives. This
guestionnaire brings an important contribution to the study as the answers received from
the Member States are used to develop and completeahalysis.

Document analysis The identification of relevant sources (literature revieprevious
studies, reports, legislations, general papers, articles etc.) regarding the ECI and elD is the
main output of desk research. During this phase, documents, including legal, were analysed
to gather data and information related to trstudy.

Use cae: The use cases are used to illustrétte user requirements by describing sequences

of interactions between the user and the ECI platform. It captures the visible functions in
LI N> £ fSf gAGK GKS dzaSNRa +OGA2ya NBf SOy
impact of each proposed soloh on the user interface, use cassgystematically describe in
details the steps and procedures the user will follow.

BenchmarkingThe evaluation of each eldentification solution is structured along three main
domains: legal, business and technical.ohder to evaluate the success of each solution
against every domain, a set of evaluation criteria is developed. Each criterion addresses a
specific element that needs to be considered during the analysis. The benchmarking analyses
the various proposed sdiions, as well as the already existing one, based on two methods:
Matrix technologyand SWOT analysis

Evaluation Matrix

To develop theEvaluation Matrixfor each elD solution,
the following steps are followed:

1. Based on the three domains, a list of exation
criteria, determining the success of the solution,
constructed.

2. A score is assigned to every evaluation criteriédn
weakness is represented by a low scdfe or 2) Figure7: Evaluation Matrix
while advantages are repsented by a high scoi@ or 5) A TO BE situation similar to
the AS IS situation will usually get a median score of 3.

8 ECI Expert Group Meetimg22 November 2016
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3. By summing thescores of all the criteria, theotal resulting score of the solution is
obtained.

The score of each evaluatiarriterion can vary from 1 to 5. It is calculated based on a
comparison between the ideal situatiarefined for each criteria and the current situation.
The closer the ASsituation is from the ideal one, the better the score.

SWOT nalysis

The SWOT algsis focuses on the strengths,
weaknesses, opportunities and threats of each elDc
solution. It aims at identifying the internal drexternal
criteria influencing, in a helpful or harmful wathe
solution. The internal criteria represent the strengths
and weaknesses internal to the elD solution while the
external criteria represent the opportunities and threats
coming from the externatnvironment.

Helpful Harmful

Weaknesses

Internal Orig

Threats

External Origin

When conductinga SWOT analysis, them is to list,
within the table, both the internal and external factors
The final objective beingo identify the impact of the
different evaluation criteriaon eachelD solution.

Figure8: SWOT malysis

Technical integration The implementation of the Prosfof Concept, demonstrating the
feasibility of the proposed solutions, is divided into five main steps

1. Selection of elDs to support the prototypeBased on the available and usable elDs,
Member States are invited to participate in the PoCs. From the vearimtg Member
States, a selection is made in order to achieve the maximum representation of the EU
population, while not increasing the required efforts.

2. Achievement of test credentialsThe Member States participating in the PoCs are
requested to provideeIDs valid in their preproduction environment. These elDs are
necessary for performing tests on the integration of their national elDs into the OCS,
according to the solution. These elDs are similasrtesissued to thecitizens, the only
difference beinghat they are only valid in their preproduction environment and not in
production.

3. Integration and development The solution, as described conceptually in this study, is
detailed with a functional and technical design before developing and integrating the
O2NNBalLRYyRAY3I az2Fiol NBd® ¢KS RSarAdIya oAt
including all essential contents for development and integration, but not oriented
towards the maintenance of the solution.

4. Elaboration of a test plan and test casefhetest plan describes the procedure and
responsibilities for testing, mostly oriented towards testing tasks and responsibilities
for different organisations. Testing tools may be recommended, as far as their use is
considered very beneficial for this projed@he test cases enumerate the alternatives
scenarios to be tested, the conditions under which they should be performed and the
expected results. Test cases can be positive or negative. Negative tests include cases in
which the input should be rejected.llAest cases determine the functioning of the
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modules integrated into the system under normal circumstances: they exclude
performance tests, penetration tests, etc.

5. Execution of testsFor each test case, the circumstances under which the test should
be performed are produced and the test is carried out. An internal test status report is
maintained, indicating the results of the tests for each test case. If the expected results
are not produced, a description of the results is included, containing infoomat
allowing the deeloper to reproduce the errorAfter finalizing the tests, the last
version of this reports delivered to the EropeanCommission

The abovementioned criteria selected for both thdatrix Technology and the SWOTadysis
methods, as wll as their respectivdomains, are listed as follows:

ECI Regulation

Conformity with the Regulation is assessed taking into account possible
modifications to fit the implementation of the solution

©
a0 elDAS Regulation Conformity with the rules and standards of the elDAS regulation is assessed
)
Member States’ responses The responses from the Member States are analysed regarding each solution
Ease of use Is it easier to support an ECI thanks to the solution?
wvy
G Quantity of data (input) How much data needs to be filled in by the user?
c
@ ) Does the solution have a positive impact on the awareness level of the ECI tool?
> Penetration level/awareness . . -
(=] Does it help to improve the penetration level of ECI?
Scalability Will the solution present scalability issues?
Maintainability Is the maintainability of the solution demanding or not significant?
Performance and usage .. . f i
How big is the impact of the solution on the performance of the ECl website?
of resources
) What is the level of security regarding the data storage of the solution?
Security on Data storage . .
Are the data stored according to the EC requirements?
What is the level of security regarding the fraud prevention of the solution?
Fraud prevention To which extend is the solution “protected” against fake/multiple
= accounts/users/signatories?
kS ) L Are the integrity and confidentiality of the data guaranteed during their
c Security on data transmission .
< transmission?
o
& If the statements of support are transmitted in more than one session, how is

Session Management

Ease of integration

the relation between the sessions secured?

How complex is the integration: is an APl available, what is the complexity of the
integration software, etc?

For how long has the solution been working, is used by many people and

Maturit

v portals?
Portability Is the solution portable to different operating systems and Internet browsers?
Costs/efforts How much costs and effort does the implementation of the solution require?

Table5: Description of the evaluation criteria
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3 OVERVIEWWF THE MAIN COMPONEN
3.1 THEONLINE COLLECTIOSTEM (OCS)

The ECI Regulation as well as the Implementing Regulation 1179/2011 set out the conditions, legal
requirements and technical specifications for the Online Collection System in the context of the ECI.
The Online Collection System is intrinsically linketh&othird step of the ECI process: collection of
signatures. Indeed, in order to collect the statements of support online, it is required that the
organisers have:

1 A server to store the data of the signatories

1 A software allowinghe online collection of statements of support

Once registration is confirmed, the organisers have 12 months to collect the one million signatures,
both on paper and online, through an OCS certified by the Member State in which it is located.

As organises were facingsubstantial difficulties to find appropriate Online Collecti®ystems and
hosting providers, hte Commission provided servers of its own in Luxemholige EC also
developed, maintained and improved its own opswurce Online Collection Systemvhich was
temporarily offered free of charge to the organisers. Later, the European Commission committed
itself to continue its hosting practice for free as long as neéded

3.1.1 Challenges and opportunities

Studies, reports and recommendations from the ECI expert group acknowledge the main issues that
the ECI is currentlfacing. The current framework provides an operational ECI, although there is
room for further improvement.Figure 9 provides an overview of the main challenges and
opportunities to improve the online collection of signatu@ecess

Low effectiveness of the collection

process + improve the current online Simplifying the support of an ECI
collection software

Strong security and technical Reducing the data that signatories
features for data stored in OCS provide

Divergent personal data required by (11D Facilitating verification. Use of elD
different Member States considered de facto verified

Reducing complexity as regards
management of the online collection
systems

Complex technical specifications for
OCS regarding security, processing
and management of the data

Reducing liability for organisers by
limiting the quantity of personal

Complex legal framework :
data, converging to a more

homogeneous set of data

Figure9: Challenges and opportunities

o http://ec.europa.eu/citizensinitiative/public/hosting
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Within the scope of this study, some key challenges canmididighted

1 Need to increase the effectiveness of the collection process and to improve the current
Online Collection System.

1 Storage of personal data through the Online Collection Systems, thus requiring to meet
high security and technical standards.

1 Important divergencegsin regards to the personal data required by the different Member
States make the support of an initiative and the verification of the identity of the
signatories tedious and time consuming.

1 Complexity of the current legal framework, aide Member States are responsible for the
implementation of many requirements.

1 Complex technical specifications for the Online Collection Systems related to the
security, processing and management of the data during the ECI lifecycle.

In light of those chi¢genges, the following specific objectives and evaluation criteria were set:

T

Legal compliance with regards to the applicable legislation (ECI RegulatiorlRASb
Regulation when relevant.
Criteria ECI RegulatioandelDAS Regulation

Simplified, moreefficient and more usefriendly process for the signatories for supporting
the ECI online
Criteria ease of usendpenetration

Reduction and/or elimination of the data that needs to be provided by signatories
Criterion quantity of data

Facilitation(elimination) of the verification process of statements of support, as using the elD
in the ECI online could be considered as de facto verified by Member States

Criteriona SYO SNJ { 1 4S4aQ NBalLkRyaSa

Liability reduction for the organisers by limiting the qtity and sensitivity of the collected

personal data
Criterion security

Technical feasibility
Criteria operational aspectsandintegration

Furthermore the following opportunities can be seized in case the elD solution is implemented:

1 Simplifying the pcess of supporting an E@iline and making it more usdriendly for
the signatories.

1 Reducing or eliminating some data that the signatories need to provide.
i Facilitating the verification process of statements of supporthi®Member States.

1 Thecitizens using elD options to access the signing process could be considered as being
de facto verified.

T Reducing complexity for organisers in regards to setting up and managing the Online
Collection Systems.
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1 Reducing the liability for the organisers byiting the quantity of personal data, thus
converging to a more homogeneous set of data required across all Member States.

3.2 EIDQURRENTBTATEOVERVIEW
3.2.1 Introduction

Regarding the possible implementation of the national eID into the current ECI legislathewfork,

the research carried out so far shows that many Member States have already deployed functional
elD schemes. However, the system chosen might vary to a great extent. Investments were made in
different technologies at diérent times, and consequély, national governments chose the most
suitable national elD scheme among the different alternatives. The current situation shows that
there are several parallel elD tools living together at the same time, and that thestbatsd in those
credentials iglifferent.

Furthermore it is important to mention that although some countries have chosen a publicly
managed systeme(g., Belgium, Benia, Germany, Spairgnd Portugg, most countries tend to
develop a systemelyingon private entities that, under public authorisation and supervision, issue
valid elDs that can be used to access both private and public services.

In this context, leveraging electronic identification to support an ECI aims to achieve two main goals
1. Citizens would be able to reduce the quantity of sensitive personal data that they have to
SYGSNI 2yftAyST IyR Ay GKS 06Said OlFaSsy (KSe g2y«
2. The statements of support could be automatically verified on the spot and vatidatehe
Member States, only requiring to check for duplicates. This innovation in@g#aseatio of
valid statements of support and enharstbe overall efficiency of the system.

The integration of national electronic identification means of the Memi&tates into theonline
collection systemss also to be assessed, with the possibility to make it consistent with the elDAS
regulation framework.

General concepts about electronic identification and electronic signatuanes explainedin the
following secions in order to provide the background information needed for apprehending the
analysis that have been carried out.

3.2.2 Electronic dentification

The evolution of Information Technology (IT) derived into a wide array of services and tasks that
users can makese of. Besides, certain elements require specific permissions to be accessed. This
requirement created the need to differentiate the users via electronic identification (elD), especially
when dealing with sensitive data and private communications.

Threefactors for authentication of a user can be distinguished, from the most complex to process to
the least:
1 The characteristic of the person, or biometrics: fingerprints, photos, etc.
1 The objects or tools that users have in their possession: mobile phorsgtcard, code card,
security token, etc.
1 The information only known by the users: especially passwords

It is considered that authentication systems based on only one of these three factors are not secure
enough; at least two factors are required fgptimal security.
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The purpose of the remaining of this section is to define and explain the key concepts with regards to
elD and e Signature, which will be discussed in the assessment of the different solutions.

Username / password schemes

The oldest elD autheitation method is based on the combination of a username and a password:
the user introduces his username and password, and the system looks up the user and compares the
introduced password with the stored password. As this method is only based on tldefalgior
(information only known by users), it is not considered secure enough in this context.

Several variations have been invented on this scheme, includingtimee passwords (OTP)
generated by a special uskeld devicé’ or sent by SMS. These variations aim to reinforce the
quality of authentication by including additional factors.

PKI and certificates

A somewhatdifferent approach on elD is offered by PKI (Public Key Infrastructure): this technique is
based on informatin under control ofthe user, allowing the verification of ifsrivate key without
disclosing it.

PKI is based on a collection of algorithms and two keys: a private and a public oqpaitkeyhe
public key is designed to be available to any interegtexson while the private one is only available

to its owner. These keys are created in a way that what is encrypted with one key can only be
decrypted with the other oneThe main difference with username / password schemes is that while
the private key isimilar to a password, it does not have to be stored in a central database and sent
across the network at eacuthentication

The algorithms are designed to process any data with either key. If the process is performed with one
key and the original datahese data results are encrypted. If it is performed with the other key and
the encrypted data, these data results are decrypted.

Therefore, a message encrypted with the public key can only be decrypted with the private key,
ensuring the confidentialitypf the exchanged data. Similarly, a message encrypted with the private
key can only be decrypted with the public key, ensuring both the integrity of the data and the fact
that the owner of the private key is the author of these data.

PKI managemenCertificates & Certifications Authorities

In order to make sure that a keyair belongs to a certain person, this kesir is certified by a
Certification Authority (CA) to belong to the subscriber. The certifitateludes:

1 The personal data:
0 ¢KS & dzocodrhdh safeN)
0 The organisation (O)
0 The organisational unit (OU)
0 The country (C)

¢CKSaS F2dz2NJ RIGF AGSYa F2N¥Y GKS OAGAT SyQa
within the setof certificates issued by a CA.

10 https://www.rsa.com/enus/products/identityand-accesananagement/authenticatiorand-identity-assurance
" RFEC5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile
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¢KS adzoAONAROSNRE Lzt AO (Se@

A serial nmber: The serial number of the certificate must also be unique within the

collection of certificates issued by one CA.

1 Thename and optionally thedentifier of the issing CA

The validity: it includes two timestampsotBeforeand notAfter, limiting the \alidity period

1 The extensions: there are two main relevant extensions, developed in the next section: the
key usage and the object ID (OID).

1 The Certification Authority signature

= =

E|

The certification authority can be held responsible for the data being accurate and belonging to the
identified person. This responsibility is usually difficult to enfdoreaninternational usage, inter alia

due to language problems. However, if the tdferate is used through the elDAS framework, the
national eIDAS authority can enforce this responsibility basing itself on the eIDAS Regulation.

The natural lifecycle of a certificate is given by its expiration datetAfter of the validity). However,

if the certificate has been stolen or if the subscriber suspects that the private key has been
compromisedjt can be revoked before the expiration date in order to prevent any impersonation of

GKS OSNJI A T.ARBVocatosa are 2pabyisBeJby the CA fy any other authorised
organisation) in a Certificate Revocation List (CRL). The scope of the CRL is indicated in this list, which
O2dA R 68X F2NJ SEFYLX Sz Ittt OSNIATAOFGSaA 2F GKS
certificates. Another dierence between CRLs is its completeness: CRLs can be complete or partial
(delta).

Key usage

As described in the previous section, the algorithms are designed to process any data with either key.
As the user should be aware what operation is being peréatnthe keyusage attribute is included

in the certificate, limiting these operations. The key usage limits the operations which can be

performed with the keypair of the certificate, in order to allow the subscriber to know which
operation is being perfaned on his behalf.

Values for key usage, which are relevant in the scope of this document are:
1 digitalSignature
1 contentCommitment (formerly nonRepudiation)
1 dataEncipherment
T id-kp-clientAuth

It is common practice to allow only the creation of digital signe$ with one certificate, and
perform other functions with another one. In cases two certificates are issued to the same person,
one for the signature and the other for the authentication and/or the encryption, only theusage
keypairs and the serialumber are different. All other data of the certificates are the same. For
instance, expiration date and personal data are identical in both certificates.

Object ID (OID)

Certificates are issued under certain conditions, for a specific part of the papuland for a
particular purpose: this is summarised in the certification policy. One CA may issue certificates under
different policies, but each certificate is issued under one policy only. This policy is indicated in the
Object ID (OID).

Some relevant ®mies which can be understood from the certification policy are:
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Is the certificate stored in a cryptographic device?

Is the subscriber a natural person, acting on behalf of himself?

Is the subscriber a natural person, acting on behalf of another person?
Isthe subscriber a legal person?

¢KS hL5Qa&a F2NXIG A& F AGNAY3I 2F ydzYoSNAR aSLI NI 48
up to the number which identifies the CA. Each CA may personalise the rest of the string. In order to

know the relevan elementsYSYy A2y SR | 02@S> (GKS gNRGGSY /! Qa
interpreted by human beings

= =4 -4 -

Authentication with certificates

The most common authentication methadth certificates use either Secure Sockets Layer (SSL) or
Transport Layer Security (TLS) technologies. TLS is the updated, more secure version of SSL, but all
these methods are commonly referretb as SSL. SSL Certificates, sometimes called digital
certificates, are used to stablish a secure encrypted connection between a browser (user's
computer) and a server (website). The SSL connection protects sensitive data exchanged during each
visit (session). This is the minimum requirement to ensure server authentic#tduitionaly, a user
authentication can be configured, which implies that the browser will request the user to select an
available certificate. Together with the request from the server to the browser, a random number, a
GaSSReéx Aa AyOf dzRS R deediwittSihe priv@eskiySoNthe SiseO Nk ledicripted K S
SSR: G(G23SGKSNJ gAGK GKS dzaSNRa OSNIAFAOFGSET Aa
KS SYONEBLIISR aSSR ¢gAGK GKS dzaSNRa LldzmtAO0 (S& |
SSR® ! FiSNBI NR & TentyifronSthelctttfic@®e.a ( KS dza SN

N QX

ax

Authentication server
FigurelO: Process of athentication with certificates

Quality of authentication

Within the wide variety of elDs, there is also a wide varietauathentication qualities: a simple
username / password method is less reliable than a certificate stored on a cryptographic device. Even
within the username / password method, different quality requirements on the password will lead to
different qualitiesof authentication.

In 2008, the STORK project studied the authentication quality and then proposed and implemented
an internal standard, called QAA (Quality of Authentication Assurance), taking into account the basic
factors for quality of authenticatioriThe first four factors defined by STORApply to the registering

and issuing procedure, the next three criteria apply to the elD itself and its usage.

2|1 its deliverable 2.3 Quality Authecditor Scheme
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In 2010, the OASIS workgroup published its own vetsafna scheme for simplifying the quality of

the authentication process, similar to the STORK standard, naming the quality of authentication

G S@St 2F ! 44dz2N>r yOSé o0[ 2! 0d ¢KAA OSNEAZ2Y g6l a I R2
The elDAS regulation based its definition for the quality of authentication on the KSTO&ity
RSTAYAGAZ2YAaS AYLINROGSR Al 6A0GK GKS h! {L{ O2y N«
Whereas STORK and OASIS numbered these levels from 1 to 4, elDAS uses only three levels: low,
substantial and high, more oeds corresponding with lels 2 to4 of the previous standards. Once

the user is authenticated, these LoAs are sent to the portal which issued the authentication request.

Whereas the previous paragraphs refer to the quality as a result of the authentication prdoess, t
elDsthemsdvesmay also have a quality indicator: qualified certificates meet the criteria specified in
Annex | of the eIDAS Regulation and are issued by a qualified and trusted service provider, i.e. a
service provider which is granted to be qualified by the suigery body, and which offers qualified
services. No#tj dzt t AFASR OSNIATAOIFI(GSasxs ¢gKAOK R2y Qi YSSi
level. While certificates can be qualifiadcording to the requirements of the eIDAS regulatiother

elDs cannat However, these elDs can be of substantial level of assurance if they meet the
requirements for this level.

3.2.3 Electronicsignatures

Considering the algorithms, assignaturecan be produced using a private key on any original
dataset. In practice, the whole dataset is not encrypted with the private kayasuld be atime-
consumingprocess: several minutes for a normal 100k file. Instead, a hashing function is applied to
the dataset, summarising it into 160 or 512 BitsThe hashing mechanism makes sure that it is
virtually impossible to generate a file which results in the same hash value.

Thishashvalue is encrypted witla private key; the encrypted value is then storemjéther with the
certificate in thee-signature This way, the-signatureprovides a unique link to the signed dateth
the encrypted value of the hash, while the signatorigdentified with the certificate.

Standardised signature formats

The first stadard signature format was PKCS#7; in essence it included the encrypted hatte and
certificate as described in previous paragraph. More recent signature standards now fully integrate
the signature with the signed data in a common structure. Three ingusséndard formats exist:

1 Signed PDF documents: PAdES, or PDF Advanced Electronic Signature

1 Signed XML data: XAdES or XML Advanced Electronic Signature

1 Signed any other data: CAJES or CMS Advanced Electronic Signature; CMS is Cryptographic
Message Syntax

These formats have been adopted by the EC by means of the Commission Implementing Decision
(EU) 2015/1508.

13 https://www.oasisopen.org/committees/download.php/44751/285%7 Attach1.pdf

1 SHA1 used 128 to 160 bits. The more modern SHA2 normally uses 256 or 512 bits.

%S0 standard 32060: https://www.iso.org/standard/51502.html and ETSI standard 05 778:
http://www.etsi.org/deliver/etsi_ts%5C102700_102799%5C10277801%5C01.01.01_60%5Cts_10277801v010101p.pdf
'8 http://eur -lex.europa.eu/legatontent/EN/TXT/PDF/?uri=CELEX:32015D1506&from=EN
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Typical signature creation environments and methods

Most PDF readers allow the creation of PAdES signatures, allowing the sstedtihe certificate,

whichis to be used for creating the-signature After the signature is created in the document, it
needs to be saved as a signed documents Phocess is executed offineyo G KS dza SNR& t /
device.

The most widely used environment for theeeation of XAdES signatures is a welge, e.g. in a
banking application for money transfer. The data to be signed is sent to the browser, usually in a
hidden HTML field in a form, reserving another field for providing the signed data as the response
Wil K G§KA&a RFEGEFZ Fy FTOGAGS StSYSyid Ay (KS dzaSNDa
an applet was used for this purpose. However, since Google announited it would stop
supporting applets in Google Chrome, such applets have beestitsuied by other solutions.

Those solutions retrieve the XML data to be signed, display them to the user, request the user to
select a certificate with which to produce a signature, and produce a XAdES signature. This signature
is returned to the browsein the field reserved for the signature. The browser finally sends the data

of the HTML form, including the XAdES signature, to the server.

CAdES signatures can be produced online as well as offline, with any data and without any
requirements on the formatf these data. Consequently, there is no typical environment for creation

of CAdES signatures, as this is the least used format for signatures. Regarding offline documents,
PAdES is the most used format, while for online@dXAdES is the most used one.

The European Commission, through the Connecting Europe Facilitytsategeg Building Block,
providesthe DSS opesource library, whichsupportsthe creation and validation of electronic
signatures (as well as electronic seals) in line with the elIDASlaReguand related standards,
including XAdES, PAJES and CAdES

Quality of signatures

Although all industry standards fog-signatures are based on certificates, other theds can
produce e-signatures. Nonetheless,hieir quality is lower, as no othanethod than PKI currently
allows proof that the user has agreed with the signed data, without including his secret information:
password or private kegsthe proof of his identity.

In that sense, the eIDAS regulation establishes in Article 26 thatheemced signature is a signature
which meets the following requirements:
1 Itis wiquely linked to the signatory.
1 Itis capable of identifying the signatory
9 Itis created using electronic signature creation data that the signatory can, with a high level
of confidence, use under his sole control.
1 Iltis linked to the data signed therewith in such a way that any subseqbanige in the data
is detectable.

In practice, the only known method for creating such signatures is using PKI certificates. Previously
mentioned methods such asusername / password schemedp not comply with the elDAS

H https://blog.chromium.org/2013/09/sayinggoodbyeto-our-old-friend-npapi.html
'8 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature
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requirements for advance@-signatures. The last requirement is especially hard to fulfil without
using the PKI technology.

The eIDAS Regulation additionally establisheddtiel of a 'qualified electronic signature'. Qualified
electronic signatures are advanced electronic signatures which additionally are:

i Created by a secalled 'qualified electronic sighature creation device'. Qualified electronic
signature creation deviceare certified as such by Member States according to a set of
defined standards.

1 Based on a soalled 'qualified certificate’'. Qualified certificates can only be issueddy
called qualified trust service providers, which are made public by Member Statmsgh
TrustedLists.

The elDAS Regulation stipulates that qualified electronic signatures shall be sedogmiequivalent
to handwritten signatures across the European Union.

3.2.4 Overview of national elD schemes

This study summarises information abouttioaal elD systems in each Member State based on the

input received from the Member States.

9 OK aSYO6SNI {ilriSQa SL5 &az2fdziazya INB olFlaSR 2y
I dzi K2NAGASEQ RSIANBS 2F ONHzaAG GKFIG GKS dzZaSNJ K &
which refers to his/her identity. In this case, the assuraiscgefined as (1) the degree of confidence

in the registrationand issuingprocess used to verify the identity of the individual to whom the
credential was issued and (2) the degree of confidence that the individual who uses the credential is

the individua to whom the credential was issued. In the eIDAS message fbrnaat part of the

technical specifications, the LoA is defined as: Low, Substantial orTHighdetails of thanain elD

solutionin each Member State can be foundAppendix A

¥ eIDAS SAML message format availabletats:/joinup.ec.europa.eu/sites/default/files/eidas_message format v1.0.pdf
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3.2.5 Overview of the elD availabldata Legend
X Data present on the elD
Data not present on the el[]
Missing information
Name Fathers' Name Residence Date Place Nationality Personal
ECI Personal ECI Personal ECI Personal ECI Personal ECI Personal ECI Personal ECI Personal ECI Personal
data elD Datd data elD Datg data elD Datg data elD Datd data elD Datg data elD Datg data elD Datg data elD Datg
requirements requirements requirements requirements requirements requirements requirements requirements
. with full addres
Austria X X . X X X X X X
details
Belgium X X X X X X X X X X X
Bulgaria X X X X
. with full addresg
Croatia X . X X
details
Cyprus X X X
Czech
Sl X X X X X X X X
Denmark X X X X X
Estonia X X X X X X X
Finland X X Only the country X X X X X X
with full addres
France X . X X X X
details
Germany X X (x) X X X X X X X
Greece X X X X X X X X
Hungary X X X X X X X X X X X
Ireland X X X X
Italy X . with full addresg X X . X X x X with issuing X
details authority
Latvia X X X X X X X X X X
Lithuania X X X X X X X
with full addres
Luxembourg X X A X X X X X X X X
details
Malta X X X X X X X X X
Netherlands X X X X X X X X X X X X
Poland X with full gddres. . N
details
Portugal X X X X X X X X X X
. with full addres
Romania X K X X X
details
Slovakia X X X X X X X X X X X X
Slovenia X X X X
Spain X X X X X X X X X X X
Sweden X X X X X X
UK X X X X
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3.3 HDAS CURRENTAEOVERVIEW

The Regulation (EU) 910/201% (eIDAS Regulation) establishes the Electronic Identification
Authentication Serviceshe legal framework for accepting elDs and trust services across the EU. It
wasadopted in July 2014 arehtered into on 17 September 2014.

The 52Articles of the new Bgulation cover different aspects of electronic transactfons
1 Electronic identification
1 Trust services, comprising:
o Electronic signatures, seals and time stamps
o Electronic registered deliveservices
o Certificates for website authentication
1 Electronic documents

Although eIDAS has already entered into force, the Regulation foresees different legal deadlines in
order to give all Member States time to prepare and adapt their regulationsrdraftructures.

In regard to authentication (verification of the identity of a signatory), the established deadline is
set on 28 September2018. By that time, all Member States should accept all foreign elDAS
credentials in all their eGovernment applicatiotieat requireaccess to national credentials. Some
countries are quite advanced and are already able to notify and receive information, but until all
Member States achieve integration into the framework, eIDAS full potential will not be maximised.

On the other hande-signatureis an already existing technology that has been present in Member
States since theElectronic Signature Directive of 1999. Regarding this specific aspect of the
Regulation, according to some Member State representatives interviewed, the interoperability
frameworkcan be considered detally functional.

Member States are currently working to adaptthe eIDAS regulation by performing the following
actions
1 (Pre)notifying their national elDs to be used within the elIDAS network according to the
agreed procedure
1 Establishing their national eIDAS node, integrated withrthational elD infrastructure

1 Connecting existing eGovernment services to their elDAS node

A few Member States already have their eIDAS node available in production, integrated with their
elD infrastructure. As a matter of fact, recently, countries like Aais@ermany and the Netherlands
have managed to connect their identification and authentication systems via their (technically

compliant) eIDAS nodes in productfér ! yGAf Fff aSYOSNI {GFrdiSaqQ SL54
those nodes camot be considerd as being fully operationalt can however be expected that some
additional nodes will be available for use within the coming  month.

%% http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=uriserv%3A0J.L_.2014.257.01.0073.01.ENG

I Bender, Jens (2015) eIDAS RegulationGgpportunitiesand Risks. Fraunhof&esellschaft, session V: Standardisierung.
p.156-166; https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/ElekAusweise/SmartCard_Workshop/Workshop_20
15_Bender.pdf?__blob=publicationFile
“https://ec.europa.eu/cefdigital/wiki/display/€FDIGITAL/Key+Milestone+Reached%21+First+Cross+Border+Connections+
Between+%28technically++compliant%29+elDAS+Nodes+in+Production
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3.3.1 Overviewof the eIDASlataset and ECI personal data requirements

Fathers' NEDS
Name name at Residence
birth
ECI Pgrsonal datg cIDAS ECI Pgrsonal dat cIDAS ECI Pgrsonal dat cIDAS ECI Pgrsonal dal cIDAS
requirements requirements requirements requirements
. with full addres:
Austria X X .
details
Belgium X X X
Bulgaria X X X
. with full addres:
Croatia X X .
details
Cyprus X X
Czech Republic X X
Denmark X X X
Estonia X X X
Finland X X Only the count
with full addres
France X X :
details
Germany X X X
Greece X X X X
Hungary X X
Ireland X X X
with full addres:
Ital .
taly x X details
Latvia X X X
Lithuania X X
with full addres:
Luxembourg X X .
details
Malta X X
Netherlands X X X X
Poland X X with full gddres
details
Portugal X X
. with full addres:
Romania X X .
details
Slovakia X X X X
Slovenia X X
Spain X X
Sweden X X
UK X X X

Legend
X Present/Required
Not required/not present
Present in the elDAS
Optional Data Set
Date Place Personal
of of Nationality Identification
birth birth Number
ECI Pgrsonal dat cIDAS ECI Pgrsonal dat] cIDAS ECI Pgrsonal dat cIDAS ECI Pgrsonal datg cIDAS
requirements requirements requirements requirements
X X X X X X
X X X X X
X X X X
X X X X
X X X X
X Planned| X X X
X X X X X
X X X X X
X X X X
X X X X X X
X X X X X X
X X X X X
X X X X
X X X X
with issuing
X X X X : X
authority
X X X X X X
X X X X
X X X X X
X X X X X
X X X X X X
X X X X
X X X X X
X X X X X
X X X X X
X X X X X X
X X X X X
X X X X
X X X X

Table7: Overview of the eIDAS datasets and ECI personal data requirements
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4 SOLUTION 1: ELECTROMNLLY SIGNED PDF
4.1 DESCRIPTION
4.1.1 Introduction

The proposed solution is based on the uselettronicsignaturefor signing a statement of support
in a DF format document that contains the personal data of the signatory and a specific reference to
the initiative supported.

Electronic signatures are the digital equivalent of the handwritten signature on the traditional paper
version of statements of suppprand definitely prove the intent of a signatory to support a specific
ECI. Thestatus of electronic signaturesestablished 15 years ago in all Member States with the
transposition of Directive 1999/93/EC, has been reinforced by Regulation (EU) 910R0KS
Regulation). In particular, the elIDAS Regulation states that, for all Member States, qualified
electronic signatures have the equivalent legal effect of a handwritten signatirécle 25).
Nonetheless, thesolution evaluated in this chapter is alsapplicable toadvanced electronic
signature.

This solution brings one main advantage to the systelectronic signatures usuallycontain data

identifying the signatories as well as a link to the signed document. Thus, the use of an electronic
signatureprovides an exclusive commitment to a specific initiative, with the added value of having

the exact samevalueas a traditional papesigned statement of suppdtt In contrast, according to

a2YS O2yé&adzZ 6SR aSYoSNI { il it isSigretbtndugh the gurrdhK S F A &
Online Collection Systenthe IT system does not guarantee that tipersonal datacollected in

relation to a specific ECI is linked strictly to #pecific EG1.

The possibility of signing a statement of suppaingan electronic signatures specifically foreseen
within the current framework (Article 5, paragraph @nder which the ECI operatddowever, this
feature has never been implemented in the current online collection systémsaddition, the
Regulation also includes a specific reference to electronic signatures when establishing the
verification procedure (Article 8, paragraph. Also within the reach of this solutiorglectronic
signaturecould also be used by organisers in order to send the statesnehsupport collected to

the competentverifying authoritieof each Member State.

23According to the eIDAS Regulation, oglalified electronic signature is strictly equivalent to paper signature. However,
Article 5 of the ECI Regulation says that statements of support signecgtimcedelectronic signature is treated in the
same way than a paper statement of support. This is atgoirconsider for clarification in case of a future revision of the
ECI Regulation.

% Le Gouvernement du Grasluché de Luxembourg (201Bptential Benefits Of Electronic Signatures in The Context of
European Citizen Initiativep.1
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4.1.2 Functional view

Citizen Organiser Member
PDF with PDF with State’s

eSignature eSignature Verification
(Annex 1) (Annex V) Authority

Creating the statement of Sending the statements of

support support for validation

The two different flows of information that will include the use e$ignatures are detailed in the

previous graph. On one hand, the statement of support could be submitted by uploading an
electronically signed PDF document that will be stored in the @fdSalidated by Member Stat@s

verifying authorities On the other hand, when organisers of a successful initiative have to send the
statements of support collected to theorrespondingverification authority, they could do so
electronically in a form b KA OK (G KS NBLINBaASYy(ilGdABS 2F (KS 2NH
his/her e-signature

Use Casé: Collection of statements of support

For this business process, in combination with the verificatimo alternatives existegarding the
validation of tle certificate used for signingg may be validated

1. online during the collection phase

2. offline during the verification phase

As the first alternative implies a change in t8€1 processand therefore in the Regulation, it falls out
of the scope of thischapter. Furthermore, this alternative would be very similar to the direct
integration of elDs, which is another reason for not considering it in this chapter.

This business process considerslioi signing of the PDF document. An alternative could bénen
signing: viewing the PDF (or any other format) in the browser and creating the signature in it. This
variation has two dravbacks: in the first place, dine signing is not supported in all EU Member
States; in the second place this variation woaltail that the user would need to (automatically)
install a signature creation tool, which would cause users to be surprigeatt from these draw
backs, such variation would be very similar (except for the validation) to soluticaighaure.

The artitectural view with dataflowss described ithe following diagram:
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—  MembersState  — —1 Hosting Organisation —
1. The citizen (user) accesses the EC OCS
m n web page to support an initiative and
______ _o____________. select the option “Download PDF form”.
é m- ------ -----o-- ----- B Aoolicati e 2. The OCS sends the information to
. R o' """"" og “PPication generate the PDF on the device of the
¢ user.
Tl 3. The user selects the option to use
her/his electronic signature, then picks
-“ up the right certificate and enters the

PIN code if the certificate is stored on a
cryptographic device.

4. The user uploads the digitally signed PDF
in the OCS.

5. The OCS saves either the complete PDF
or only the electronic signature in the
OCS database.

Figurel2: Architecture of electronically signed PDF documermbllection phase
At SR RSAONALIIA2Y 2F GKS ¢l & §KSduBon &t SYSy i

l R |
NEYyAOFffe& {A3AYyI8BR t5C R20dzySyiiésx aSoOirzy

S
9f SO

This integratin implies the following changes in the OCS:

1 The navigation of the OCS requires changes, such as the inclusion of two buttons, for
download and upload.

f 2KSy (GKS dzaSNJ Oft A01a (GKS odzid2y a52¢6yf2FR t5
0 KS dza $iediiéd, aR farlas introduced by the user.

1 When the OCS receives the signed PDF, the certificate is extracted. This must be checked for
validity; an elementary check is performed. The extracted certificate is stored and validated

for revocation by theMember States after closing the collection phase; which is the
considered use case.

Detailing the new components, the PDF manipulation library is installed in the application server
together with the existing OCS software. This software is updated to osupghe modified

navigation, as well as the inclusion of certificate validation module. The database will need an update

with two additional columns, one would be the flag indicating that the support statement is
produced with a signed PDF, the other onid eontain the signed PDF document.

¢CKS dzaSNRa t/ 2N Y20AfS RS@OAOS Attt ySSR (2 LINE
this software is already present. A list of links to download free PDF reading software could be
foreseen to ease the user experience.

Use Cas@: Verificaion of statements of support

Once the collection phase of an initiative comes to an end and the number of statements of support
gathered has reached both the total and the national thresholds, the verification phase begins and
organisers must send the $ements of support to the correspondingerifying authorities The
statements of support will be sent according to Article 8 of the Regulation, using the form set out in
Annex V.
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A variation on this process could be thought of: instead of sending the ledenptatements of
support, only the used certificates could be sent. However, this would require a change in the
Regulation. Furthermore, the difference in size between a PDF document and a certificate is around
5 kb; if compressed this difference is eviam less. One more benefit of sending the signed PDF
documents is that the viewer is present in most PCs, which is not the case for certificate viewers

This procedure could also be expedited by the use-sigrature, easing the identification of the
representative of the organisers committee and fostering the use of an electronic format in order to
complete this phase of the ECI process. déiailed description of theise case is included section

13.2

4.2 LEGAL ANALYSIS

The legal analysis is threefoldir$t, the assessment of th&Cl Regulation is developethen it is
followed by an analysis of the aspects of eIDAS Regulation that are relevant to this solution (scope of
application,e-signaturestandards and their legatatug. Finally, an overview of theurrent state of
e-signature across the Union is presented, leals on the responses received from to the
guestionnaires made available to Member States representatives.

4.2.1 Overview of the ECI Regulation

As mentioned, one of the main advantages of this solution is that the use of electronic signatures is
already foreseenni the ECI Regulation (Article 5, paragraph 2, and Article 8, paragraph 1). However,
the research carried out so far proves that this option has not yet been developed by organisers nor
national verifying authorities At this moment of time, the OCS does sapport the inclusion of €
signatures in the statements of support. This overview of the Regulation centres its attention on key
aspects of the regulation that need to be assessed when attempting to implement this solution.

The following table providessummary of the critical legal points regarding fRegulation, focusing

on three main pillars: submission of statements of support (Articles 5 and 6), verification of
statements of support (Article 8) and protection of personal data (Article 12). A nam@ugh
analysis can be found Appendix B.

Submission of statements of support Critical Legal Point

Article 5.1 and 5.2 Use of esignature is foreseen in the Regulation, but tl
reference is made to the definitions in the Directi
1999/93/EC, now repealed by elDAS. A newyre secure

Annex Il standard (qualified eignatures) has been introduced.
modification of the wording of Article 5.2 is advisab
including a specific mention to elDAS and the use
qualified esignatures.

Avrticle 6

If such certificates are to be usefinnex Il will need to be
modified accordingly.

Verification of statements of support = Critical Legal Point

Article 8 Statements of support will be sento the corresponding
verifying authoritiesof each Member State, following th
procedure set out in Article 8. No modification is therefc

Annex V
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needed.

Nonetheless, the form that organisers must use to sub
the different statements of support for validation (Annex
could be modified, including apscific mention to those
statements of support that are based orsgnatures.

Article 5.3 When statements of support are submitted via P
. documents, the data stored in the will in no case be m
Article 12

than the one established by each Member State in Anr
Il

As long as the established requirements regarding sect
in the OCS and data protection are met, this solution d
not require additional features to be implemented in tt
system, or the regulation to é modified regarding this
aspect.

In essence, this analysis concludes that there are no major impediments for this solution to be
carried out within theECI regulatory framework. The submission and validation of statements of
support that include esignatures is foreseen in the Regulation, so no major roadblocks can be
identified when aiming at implementing this solution. Only a modification of AnnelxasdI|V could

be taken into consideration, in order to include a more specific mention to the usesighature. In
addition, a rewording of Article 5, updating the reference to the use efignatureto the qualified
e-signature provided in elDAS.

4.2.2 Compaison on the esignature standards established in the eIDAS Regulation

Regarding the use of-gignature, the elDAS regulation provides definitions for the different
categories of esignature availableln principle, twomain categories are relevant for thsolution:
advanced electronic signature and qualified electronic signatures.

Given the direct effect this Regulation has on the EU territories, all Member Stategrghiathent

the establishede-signature standardsThe following table providea compehensive review onhe
technical features oboth the advanced and the qualified electronic signature within the elDAS
Regulation:

Scope

Art. 1: With a view to ensuring the proper functioning of the internal market while aiming at an adequate lseeluoty of
electronic identification means and trust services this Regulation:

¢establishesa legal framework for electronic signatures, electronic seals, electronic time stamps, electronic docum
electronic registered delivery services and certificate services for website authenticétion

Definitions (esignature standards)
Advancecklectronic signatures Qualified electronic signatures

I NI® o OMMOYAal ROFYyOSR St|!I NI® o 6mMHOY Qljdz t ATASR St
electronic signature which meets the requirements set ou electronic signature that is created by a qualified electro
signature creation device, and which is based on a quali
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Article 26:
wlt is uniquely linked to the signatory;
wlt is capable of identifyinghe signatory;

wlt is created using electronic signature creation data the
the signatory can, with a high level of confidence, us
under his sole control; and

wlt is linked to the data signed therewith in such a way the
any subsequent change in the dais detectable.

certificate for electronic signaturedrticle 28 tates that the
qualified certificate shall comply with the requirements la
down in Annex I

1 An indication, at least in a form suitable for automatec
processing, that the certificate has been issued as
qualified certificate for electronic signature;

1 A set of data unambiguously representing the qualifie:
trust service provider issuing the qualified certificate
including at least, the Member State in which tha
provider is established and:

fC2NJ I yIlddaNI & LISNa2YY (KS
1 At least the name of thesignatory, or a pseudonym; if &

pseudonym is used, it shall be clearly indicated,;

1 Electronic signature validation data that corresponds t
the electronic signature creation data;

158G Ata iKS

period of validity;

27 60S3IAYyyAy3

1 The certificate identity code, which must be unique fc
the qualified trust service provider;

1 The advanced electronic signature or advanced electroi
seal of the issuing qualified trust service provider;

1 The location where the certificate supporting the
advanced electronic signature or advanced electronic se
referred to in point (g) is available free of charge;

1 The location of the services that can be used to enqu
about the validity status of the qualified certificate;

1 () Where the electronic signaturereation data related to
the electronic signature validation data is located in |
qualified electronic signature creation device, a
appropriate indication of this, at least in a form suitable
for automated processing.

In light of the information presentedboth categoriescould besuitablefor implementation within
this solution.AlthoughArticles 5 and 8 of the ECI Regulation specifically mention thefealvanced
e-signatures for the purpose of submitting anérifying statements of support, this solution will
focus on the utilisation of qualified-gignatures, due to the enhanced security features and the
highest degree of confidence in the identity the signatory that they provide. Moreover, qualified
certificates are based on Trust Lists undee control of Member Stats thus providing a more
reliable source for the data needed to submit a valid statement of support

As mentioned in sectiod.2.1, a modification of Annex Il is to be considered, in order to include the
possibility to use the -wignature for the purpose of signing a statement of suppading the
qualified certificate. Moreover, Annex V could also be modified in order to allow for the use of e
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signature when organisers deliver the statements of support to tlerespondingverifying
authorities

423 1 ylrfteara 2F GKS aSYoSNI {iFdGSaqQ NBaLkRyaSa
The analysis of the situation of elD in the EU Member States is based on the information gathered

through desk research as well as on the responses obtained from the questionnaires made available
to representatives of each Member State. In total, 12 MemBetes shared their information:

1 Austria 1 Greecé®

1 Belgium 1 Luxembourg
1 Czech Republic 1 Netherlands
i Estonia 1 Portugal

1 Finland 1 Slovakia

1 Germany 1 Spain

Key questions regarding the functioning of the ECI process and the current staséggobéure across

the European Union were selected, extracting and processing the information in order to provide
useful insights, aiming at assessing any possible roadblocks that this solution might face when
implemented.

The responses from Member States regarding thistsmi can be grouped into two main areas:
1 Change in the Regulation and data requirements (Annex 1)
1 Penetration and use of-signature

wS3IFNRAY3I GKS FANRG FaLSOGsz (KS NBrdylnpaitactites a K2 ¢
will prefer to recdve the statements of support and perform the appropriate checks for validity and
duplicates, following the procedure established in the current regulatory framework. Moreover, in

order to simplify the process of submitting a statement of support wheneémpinting this solution,

30% of the consulted Member States are inclined to consider some data of Annex Ill as optional.

In addition, the responses from Member States received show a penetration level that is optimal for
implementation, given the fact thatalf of the sources consulted report thatsggnature certificates

are issued to a majority of population, while in other countries thd 8 3y I G dzNB Q&  LJ2 LJdz
growing, as more users are getting access to it. However some Member Stathsad-ranceissue

certificates to their citizens only if they are representatives of legal persons, other Member States do

not issue any certificates, so in practice the citizens of these Member are excluded from using this
solution.

4.3 BUSINESSNALYSIS

The implementa A 2y 2F (KAa &az2ftdziaAzy ONRYy3I& YveB@nyJ AYLINE
authorities as it simplifies the verification of the statements of support. Indeed, thanks to the

> DISCLAIMER: the infisation obtained from Greece was provided by a former representative that is awaiting to be
replaced by the next appointed official. Therefore, the data regarding Greece cannot be considered as official.
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implementation of esignature, the certificates can be directly checked adaiasional databases.
Moreover, the qualified certificate enhances the security and accuracy of the data.

Ly OF a$sS a Svweihihhauthdriiesa@e&ptito consider the statements of support based on
e-signatures as validated with the information cairted in the esignature certificate, this solution
would also reduce the amount of data they manage as well as ease their task and the overall
efficiency of the system.

Regarding the penetration level of the solution, it will have a positive impagedfying authorities
as the esignatures certificates used in this case are usually the most widely used, increasing the
confidence in the data retrieved and there®easing the verification task.

Regarding the citizens, implementing this solution lengthbesprocess as more steps (downloading
the PDF, uploading it, etc.) are required to finalise the submission of a valid statement of support.
However, the quantity of data to be inserted manually by the user is reduced to zero as the data
contained in thecertificate is sufficient to validate the statements of support.

In countries where elD cards containing certificates allowing for the usesignatures have been
issued, the impact of this solution will be higher. Despite the heterogeneous penetratitimiso
solution across the Member Statessignature and PDF documents are widely used across the EU
and the overall penetration of this solution can thus be considered as remarkable. Indeed, the
responses from the Member States show that, in many cabese-signature has been issued to a
majority of the populationThe difference between the penetration level and the actual usage of e
signatures should however also be taken into consideration when assessing the impact of this
solution. The amount of pgie using esignatures can indeed be significantly lower than the number

of certificates delivered.

CAylLfftes FNBY GKS OFYLIAIYy 2NHIYAASNBQ LRAYI
major impact on the ease of use and management of both @CS and the data they collect.
However, esignature brings added value to the delivery process of the statements of support as it
serves its automation.

Moreover, as campaign organisers are considered as data controlleader Regulation (EU)

27

2016/679, (repealing Directive 95/46/EC, mentioned in the ECl RegulaRoldNA y3 (G KS Ay Al

collection phase (Article 12, paragraph 2 of the ECI Regulation), they are responsible for any damage
they cause. The integrity of the data contained isignatures enhances the security and reduces
therefore the legal risks thairganisers are currently facing. This solution also helps the organisers in
their planning and managing of the campaign as they are currently recommended to obtain an extra
20% statements of support in order to account for invalid éhess the statementsf support based

on esignatures provide a higher confidence in their later validation, thanks to this solutions
organisers can have better idea of the number of valid statements they collected so far.

% Le Gouvernement du Graruchéde Luxembourg (201%)otential Benefits Of Electronic Signatures in The Context of
European Citizen Initiativep.2
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The high penetration level of this solutions can dlawe a positive impact on campaign organisers as

it might make the ECI process more attractive to the population, helping them to raise awareness
and collect a larger number of statements of support. Those effects are however indirect and
therefore difficut to assess.

The abovementioned informationis summarised in the following table:

Evaluation Criteria | Stakeholder I L

Ease of use Simplification of the verification of statements of support thanks
Verification Authorities to e-signature
* Enhanced security and trustful data thanks to qualified certificates

* More steps are required to complete the submission of a valid

Citizens statement of support
* No change to the current OCS and data management
Organisers * Serves the automation of the statements of support delivery
process
Quantity of data * Positive impact on the amount of data managed by the verification

authorities in case they accept to consider the statements of
support based on e-signature as validated with no additional data
requirements

* The identity of the signatories can be established only on the e-
signature certificate

Verification Authorities

Citizens * The quantity of data to be inserted manually is reduced to zero

* e-signature enhances the data security and therefore reduces the
legal risks campaign organisers are facing as data controllers

* A higher confidence in the later validation of the statements of
support helps organisers in planning and managing the campaign

Organisers

Penetration Verification Authorities * High trust in the data retrl_eyed_ from e-signature (widely
penetrated) eases the task of verification

* High penetration of e-signature and PDF documents, which are

Citizens widely used across the EU

* The ECI process is more attractive to citizens. A higher awareness
Organisers level of the ECI can lead to the collection of a larger number of
statements of support

4.4 TECHNICALNRLYSIS

The main benefit of this solution, compared with the cutreiiuation, is the fact that the signature
avoids certain cases of fraud: the statements of support cannot be copied from one initiative to
others without being detected. However, citizens whose nationality is from outside the EU can
support initiatives,without being detected automatically. The major drdack is the fact that the
certificates used for signing are not checkedlioe for their (revocation) status, so this must be
checked during the verification phase.

This solution presents a good scaldi new elDs can be introduced without any effort. Equally the
maintainability is good, as no changes can be foreseen in the underlying technologies, and changes in
the supported elDs do not affect the solution. Also the ease of integration is good: many
organisations have experience with the integration of the PDF manipulation libraries; as a
consequence the cost/efforts are little.

Compared with the current OCS, an increase of CPU and disk usage can be foreseen, but these
increases can easily be suppeatby modern servers.

The overall security improves the current implementation of the OCS, not only in the already
mentioned aspect of fraud prevention, also the session management is improved with the
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transmission in only one http session of the statermeh support, and the integrity of the data

during transmission and storage is guaranteed with the signature.

The abovementioned information is summarised in the following table:

Scalability
Maintainability

Performance
& usage of resources

Security on data storage

Fraud prevention

Security on data
transmissions

Session management

Ease of integration

Maturity

Portability

Cost/Efforts

Considering that citizens are completely identified by their qualified signature,
in principle the Member States’ specific modules could be omitted. New elDs
are accepted without any effort.

No changes are foreseen in the TSLs and PDF/PAdES specifications.

The CPU usage will increase in an important percentage (around 70%) because

of the resources needed for the certificate and signature verification, but the

CPU throughput of a modern server is more than enough to support many

initiatives in parallel.

The current security measures comply with the requirements from the

Regulation and the EC security policy.

As a statement of support is linked to a specific initiative, copying statements of

support from one initiative to another is detected. The signature binds the

statement of support to one specific initiative.

The integrity of the data transmissions is improved, because changes in the data

during the transmission can be detected as the signature would become invalid.

The statement of support is transmitted in one http session. The management

of the relation between this session and the conformation of the support uses

standard mechanisms.

PDF manipulation libraries are easy to integrate; the creation of signatures is

located outside of the OCS, therefore needing no integration effort.

*  PDF is the most commonly used standard for document exchange on the
Internet

* PAdES is the commonly accepted standard for signatures on PDF documents

* Most PDF readers support producing advanced signatures on documents

Considering that this solution will be implemented in Java (back-end), and in

HTML and Angular (front-end), it is portable with little effort

The cost/effort estimations are around 4-5 man-months

4.5 ASSESSMENT

Solution 1 introduce a PDF manipulation library in order to manage and store the statements of

support that includee-signatures. Given the fact that those PDF documeatts signed offline and

uploaded on the OCS, the systenes notA Y4 SANI (S | y @& cenifffatecvalididtiop G | § S Qa
service The statements of supporare then notvalidated until they are sent to theerifying
authoritiesonce the collection phase has ended. The user interfemeld includer at 5C R2 gyt 2|
and a6Signed PDEzLJ 2fundti@nsin order to allow citizens to complete the process.

The ECI Regulation already foresees the possibility of edéwgronic signature for supporting an
initiative. Therefore, only Annexes Il and V should be modifigddade a more specific mention to

the use of such method to submit a statement of support. Moreover, -woeding of Article 5,
updating the reference to the use of advanced electronic signature to qualified electronic signature is
advisable. Thigvould improve the trust in electronically signed documents asduld use the most
reliable methods for signindesides, the proposed certificates (qualified electronic signatures) are
compliant with the eIDAS Regulation, which is applicable to the ECI fratewor

Finally,in most Member Statesthe level of penetration ofe-signature seems optimal from an
implementation point of view, according to the data providéste sectiond.2.3. However, even
though the availability of wignature is high, their actual usage by citizens may remain limited.
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Moreover, in some Member States such as France, hardly any qualified certificates have been issued
to the citizens.

The assessnmt carried out through the construction of the evaluation matrix is presented in the
following radar chartdiagram Detailed information about the assessment evaluation criteria can be
found inAppendix B; Solution 1: Electronicallyghed PDF document

Solution 1: Electronically signed PDF document

ECI Regulation

5.00 4
Security 4400 welDAS Regulation
g 300
70 Member S
. ember States’
Operational aspects g 1.00
: g responses
0.00
Integration ™ Ease of use
s
-
Penetration Quantity of data

From a technical point of viewhis solutionachieveshigh scoes regarding the ECI Regulation and
the eIDAS Regulation (all the technical componeresscompliant). In addition, the integration and
operational criteriaare also assessed with a high punctuatiorarks as no integration of Member
States nodes is foreseen and the validation of ghgignaturecertificatesis not carried out at the
moment the user uploads the statement of suppoftherefore the costs associated to the
implementation and maintenance of the new version of the OCS are relativeited when
compared to other solutions. Likewisthis solution will have enhanced security features, due to the
limited transmission of information thas required to finalise the process.

Nonetheless, the process might require some additional time to be completed, as theaessto
download, sigrand upload the PDF document. The point where this solution presents more hurdles
is regarding the possibilities of reducing the quantity of data required by each country in Annex lll, as
the analysis ofthe Men®ONJ { G 1SQa NBalLlRyaSa KIFIa akKz2gyo®
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5 SOLUTION 2NTEGRATION OF SESNATURE
5.1 DESCRIPTION
5.1.1 Introduction

Solution 2 is based on the integration déetronicsignature for the purpose of signing a statement

of supportonline. The main advantage of this solution is tfedd: (1) be able to automatically verify

the identity of the signatoriesand (2) obtaira more specific commitment to a single initiatitaus
reducing the possibility of fraudThis change in the verification process will ease the task of
validation byverifying aithorities, as a systenfior storing the indicator resulting of this activity
proposed, in order to account for the automatically validated statement of support. This would
enhance the overall performance of the ECI process in general and may attractisess to support

any given initiative Therefore, the use of an electronic signature will enhance the overall
performance on the OCS, simplifying the process and potentially attracting citizens into the ECI
context by providing them with a more secureyva share their data and support an initiative.

There is, however, an important prerequisite for the optimal use of this solutioparticular since

the Digital Signature Services (DSS) provided under CEF Digital eSignature Building Block is
consideredor implementation in the OC®SS is designed in a way that it should normally be able to
handle all eIDASompliant esignatures. Thus, this solution is only applicable to countries whose
electronic signatures are already compliant to eIDAS.

5.1.2 Functional \tew
Use Casé: Collection of statements of support
The following diagram shows the architecture and dataflows.

- — 1. The citizen (user) accesses the EC OCS web page
Member State Hosting Organisation to support an initiative, selects her/his country

and the option to sign the SoS with his electronic

2082340 signature.
______ a 2. The OCS contacts the Digital Signature Creation
* | Tool {DSCT) in the user’s browser.
i 3. The DSCT requests the user to sign the displayed
! XML.
1

4. The user picks up the right certificate and enters
the PIN code if the certificate is stored on a

H cryptographic device.

1

1

H 5. The DSCT creates the signature and sends it back

to the OCS.
Digital Signature il st o the
Creation Tool | IREEEEE — 6. The OCS sends the signature to the DSS for
validation.

7. The DSS replies with the validation result.
8. The OCS stores the result in the database.

9. The OCS confirms to the user that the SoS was
successfully signed.

QO
0“'“’

Figurel4: Architecture and dataflows for &ignature

A detailed description of thénteractionsbetween these elements is provided section14.1 The
OCS would require the following changes:

Changes in the navigation in the OCS

The navigation in the OG8Il require some changes such as thelusion of a button to sign the
statement of supportonline and acknowledge the validation of the signaturddditionally, the
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FOlAzya O2NNBalLRyRAy3 (2 (G(KS dzaSNna Odngidorgda 2y
minor changes.

Inclusion of DSS validation service

When the OCS receives a signed statement of support, the certificate used for signing is extracted
and passed to the DSS validation service. This module verifies:

1

If the certificate is qualifiechgainst the Trusted List: The check verifies if the issuer of the
certificate (Certification Authority) is mentioned in the Trustedt2 ¥ G KS OAGAT Sy Qa
State. More details about the Trusted List mantsm are explained in section .44®, as

theseare relevant for the scalability.

If the certificate is valid: The checks on the validity period of the certificate entail the
comparison of the current date/time with the timestampm®tBefore and notAfter of the
OAGAT SyQa OSNIATA omjii&eed th dheclh i thekceri#iGd SasIbeére NB
NEZ2]1 SR 2NJ 4dzaLJISYRSRY (KAA& AYLIX ASA O2yadzZ Ay
e-signature certificate. This validation may use the Trusted lstghanism. The EC
published alist of Trusted ists, which provides links to the Trusted Lists of each Member
State. These national trusted Lists specify all qualified CAs and for each of them the location
(URL) and mechanism of the revocation validation service. As a consequence, the Member
{ G G Saes woal not need to be configured with the parameters of the location and
mechanism of the revocation validation service; instead it would acquire these parameters
from the Trusted List.

If the certificate was issued to a natural person: In most Mem8&tes, certificates

mentioned in this study are issued ¢mly natural persons. However, in some Member States

like the Netherlands and Franceertificates werel f a2 A aadzSR G2 €S3lt LIS
have the right to vote. For these Member Statd® validation module should verify that the

used certification policy (OID) is included in the policies for natural persons of the issuing
organisationsThis issue will only last for a limited period of time because since the entry

into force of elDAS, tgal persons should not be issued certificates fesignatures (they

should receive certificates forgeals instead).

Inclusion and configuration of a signature creation tool

A signature creation tool should be integrated with the OCS. Such a tool ceuldebsignature
creationservice2 ¥ (G KS 5{{ az2fdziiA2y Lldzd.fintegr&iRf siichi soliitikrS 9/ Qa
implies basically three steps:

1 The html page must include the code to activate the tool with the (XML) text to be signed as

a parameter

The tool must be configured to view the text to sign and to produce a XAdES signature. This
tool (and also other tools) is designed ttoav multiple signature formatsSince ormal users

have insufficient knowledge of signature formats and their implcej the signature tool

must be configured to hide this complexity for the end user.

" https://joinup.ec.europa.eu/software/setlss/release/all
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1 The tool and the page must be prepared to transmit the signature produced by the tool to
the browser.

¢KS dzaSNDRa t/ 2NJ Y20At S RSGA CbitwsrSiSuRually installed Hyl JLIJ2 NIi
RSFldzZ G YR A& dzZaSR Ay GKS OdaNNByid GOSNEA2Y 27F
OCSP) will also remaiimchanged.

For certificates not held by the citizen, like the Austrian and Estonian mobile sautioa user is
redirected to the corresponding signature creation service. In this case, the link to the service
includes the data to be signed. The reply by the creation service is sent through the browser to the
OCS application. In this case, the valimais not required anymore, as these services only allow the
creation of signatures with valid and qualified certificates.

As only qualified signatures are allowed, the Member States may consider not requiring the full
dataset as specified in Annex Ii,the citizen is identified by his data in the certificate.

Use Cas& Verification of statements of support

The business process verification of statements of support is equal to the process descdtied in
but replacing the signed PDF documents with signed XML structures. The viewer is also replaced by
any XAdES signature viewer.
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5.2 LEGAL ANALYSIS

5.2.1 Overview of the ECI Regulation

The following table provides a summary of the critical legal points regarding the ECI regulation,
focusing on three main pillars: submission of statements of support (Articles 5 and 6), verification of
statements of support (Article 8) and protection ofrpenal data (Article 12). A more thorough

analysis can be found in secti@d.2.1

Submission of statements of support Critical Legal Point

Article 5.1 and 5.2
Article 6

Annex Il

Verification of statements of support
Article 8

Annex V

Data protection
Article 5.3

Avrticle 12

The use of signatureis foreseen in the Regulation, bt
this reference is made to the definitions in the Directi
1999/93/EC, now repealed by elDAS. A new, more se
standard (qualified esignatures) has been introduced.
modification of the wording of Article 5.2 is adside,
including a specific mention to eIDAS and the use
qualified esignatures.

If such certificates are to be used Annex Il will need to
modified accordingly.

Critical Legal Point

Validation of the information contained in the certificate
would be performed when the statement of support
submitted. Therefore, Article 8 should be modified in orc
to include the new procedure for verification and tt
flaggingof the information that has been already validatec

Nevertheless, in caseerifying authoritieswish to perform
further checks, the statements of support would still |
delivered following in accordance to Article 8.1.1.

Critical Legal Point

When statements of support are submitted via tF
solution, the data stored will in no case be more than 1
one established by each Member State in Annex lll.

As long as the established requirements regarding sect
in the OCS and data protection are met, this solution d
not require additional features to be implemented in tt
system, or the regulation to be modified regarding tk
aspect.

5.2.2 Analysis of the eIDAS Regulation

Regarding the use of-@ignature elDAS establishes a whole new regulatory framework, substituting

previousdirectives.

This solution fogsees the possibility to allow the use of qualified electronic signatures, given the fact
that they provide the highest level of assurance regarding the identity of the person signing an

Pageb2of 210



Final Assessment Report

initiative. The elDAS Regulation also establishes an unambiguolisdggmfor electronic signatures
that is different for the various categories.

All Member States shall follow this standard, as the eIDAS Regulation has direct effect on their
territories. The following table provide a comprehensive review on qualifiedt@nic signatures,
trust services and the legal value e§ignatures:

Scope

Art. 1: With a view to ensuring the proper functioning of the internal market while aiming at an adequate level of sect
electronic identification means and trust sensdis Regulation:

CEstablishes a legal framework for electronic signatures, electronic seals, electronic time stamps, electronic docut
electronic registered delivery services and certificate services for website authenticétion

Definitions (e-signature and trust services)

Qualified electronic signatures Trust services

INI® o 6MHOY QljdzZ t ATASR St
electronic signature that is created by a qualified electro
signature creation device, and which is baseda qualified
certificate for electronic signaturegrticle 28 states that the
qualified certificate shall comply with the requirements la
down in Annex I:

1 an indication, at least in a form suitable for automatec
processing, that the certificate hadeen issued as &
qualified certificate for electronic signature;

1 a set of data unambiguously representing the qualifie
trust service provider issuing the qualified certificate
including at least, the Member State in which tha
provider is established and

TF2NI I yFddzNI £ LISNE2YY G(GKS

1 at least the name of the signatory, or a pseudonym; if
pseudonym is used, it shall be clearly indicated;

1 electronic signature validation data that corresponds ti
the electronic signature creation data;

1 detailsofF G K S

of validity;

6S3IAYyYyAYy3d FyR $§)
1 the certificate identity code, which must be unique for th
qualified trust service provider,;

1 the advanced electronic signature or advanced electror
seal of the issuing qualified trust seioe provider;

1 the location where the certificate supporting the
advanced electronic signature or advanced electronic s¢
referred to in point (g) is available free of charge;

1 the location of the services that can be used to enqui
about the validity staus of the qualified certificate;

() Where the electronic signature creation data related t
the electronic signature validation data is located in
qualified electronic signature creation device, a
appropriate indication of this, at least in a fornsuitable
for automated processing.

I NI & @ Ollz& G Y  &n@ahsddan Ogdeltronic  servic
normally provided for remuneration which consists of:

(a) the creation, verification, and validation of electronic
signatures, electronic seals or electronic time stas)
electronic registered delivery services and certificate
related to those services

(b) the creation, verification and validation of
certificates for website authentication; or

(c) the preservation of electronic signatures, seals
certificates related tothose services;

I NI @ oqualified ttust seldic® Y SI ya |
meets the applicable requirements laid down
Regulation

I NI © (oNtexhd Y& SINIdedhs a riaiti®l @rja ReGe
person who provides one or more trust servicéther as a
qualified or as a nowualified trust service provider;

OH M@z WATFASR i NHzirdeana & Kt sebvite
provider who provides one or more qualified trust servic
and is gr

G N
in th

Art. 22.1: Each Member State shall establish, maintaid |
publish trusted lists, including information related to the
qualified trust service providers for which it is responsib
together with information related to the qualified trus
services provided by them.;

2. Member States shalktablish, maintainand publis, in a
secured manner, the electronically signedsmaled trusted
lists referred to in paragraph 1 in dorm suitable for
automated processing.

3. Member States shall notify to the Commissipmwithout

undue delay, information on the bodyesponsible for
establishing, maintaining and publishing national trusted li¢
and details of where such lists are published, the certifica
used to sign or seal the trusted lists and any changes there
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As mentioned, this solution foresees the use of qualified signatures, since they provide the highest
degree of confidence in the identity of the person signing the statement of support. Besides,
qualified certificates are only issued by qualified servioeviglers, who are under strict control of
Member States through national laws and trusted lists. Therefore, these are ideal tools to be
integrated into the OCS, providing secured and trustworthy data teaifying authoritieswill be

able to validate witlbut further checks.

The research carriedut has concluded that all Member States have published and updated trusted
lists, and therefore qualified electronic signatures are issued all across the EU. The fact that the
selected elDs are already penetratadross Member States increases the probability of a successful
implementation and the establishment of a new procedure to create statements of support that is
secure and compliant with the elIDAS Regulation. However some Member States do not issue
signature certificates to their complete population, e.g. France and the Netherlands only issue
certificates to representatives of legal persons; other countries have other limitations to issuing
certificates to their population.

Besides, the legal value granted tpialified electronic signatures provides safe grounds for
organisers anderifying authoritiedo comply with their task with no legal risks associated.

5.2.3 Analysis of Member State responses

The analysis of the situation of elD in the EU Member States ésl lmasthe information gathered
through desk research as well as on the responses obtained from the questionnaires made available
to representatives of each Member State. In total, 12 Member States shared their information:

1 Austria 1 Greecé®

1 Belgium 1 Luxembourg
1 Czech Republic 1 Netherlands
I Estonia 1 Portugal

1 Finland M Slovakia

1 Germany 1 Spain

As mentioned, a key component of the proposed solution is the corresponding flag that will be
stored in the OCS as a sign that the statement of support is produbed data is retrieved from the
certificate. Regarding the format and security features of the flag were presented, obtaining in
general positive responses.

The responses received can be summarised under two main points:

1 Member State generally agree to ilement the responses from Member States. Especially,
the possibility of flagging the data retrieved from the certificates has received great support
from the sources consulted. However, it is important to note the reluctance of certain
Member States towats the use of the -signature certificates, mainly due to the costs that
would need to be incurred.

8 DISCLAIMER: the information obtained from Greece was provided by a formeseetative that is awaiting to be
replaced by the next appointed official. Therefore, the data regarding Greece cannot be considered as official.
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1 The penetration level of-signature seems to be optimal for implementation in several
Member States, while other countries do not provide such figureshatv a positive
growing trend in the penetration of-signature. Both this facts are proof of the suitability of
the implementation of this solution.

5.3 BUSINESSNALYSIS

This soluibn, similar in many points tatution 1, brings the added value of an-tre-spot validation

of the statement of support when the users sign the statement of support in the ECI entry point. This
fact could certainly ease the validation task from the corresponderdying authorities as the data

will be flagged indicating thatt iwas already validated. Furthermore, the fact that qualified
certificates are the ones to be used, and that such certificates are under supervision of Member
States through Trusted, increases the possibility that no further verification is required en trd
validate statements of support collected from this source. As mentioned, the penetration level would
provide a suitable implementation, assggnature is issued to a major part of the population in
several countries, while the number of certificatesed is growing in many others.

In addition, the possibility to sign online would improve the submission procedure from a user
experience perspective, as the time devoted to complete the process will be reduced compared to
the current situation and the soario of solution 1. Provided that users are allowed to use their
qualified certificates, the amount of data that they need to introduce manually will be reduced to
zero.

Regarding organisers, no major changes are expected in the way they manage tmeestat®f
support gathered. Given the enhanced security features of the qualified certificates, the legal risk
they face as data controller would be reduced. Besides, they could benefit from the overall
improvement of the OCS and the possibility to attradarger number of citizens to the ECI tool.

The abovementioned information are summarised in the following table:
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Ease of use Simplification of the verification of statements of support thanks
Verification Authorities @ @ @ @ @ to e-signature
* Enhanced security and trustful data thanks to qualified certificates

o000 * Reduction of the time devoted to submit a valid statement of

- PY
bzt support. The process would be more user-friendly.

* No change in the current way data is managed
Organisers o000 * Serves the automation of the statements of support delivery
process

Quantity of data * Positive impact on the amount of data managed by the verification
authorities in case they accept to consider the statements of
Verification Authorities ©® @ ® @ support based on e-signhature as validated with no additional data.
* Only checks for duplicates would be necessary in case authorities
wish to perform any further validation.

Citizens o000 0O * The quantity of data to be inserted manually is reduced to zero

* e-signature enhances the data security and therefore reduces the
legal risks campaign organisers are facing as data controllers
A higher confidence in the later validation of the statements of
support helps organisers in planning and managing the campaign

Organisers o0 00O

On-the-spot validation and high trust in the data retrieved from e-
signature (widely penetrated) eases the task of verification.

Penetration Verification Authorities @ @ @ C

* Although all countries issue qualified certificates, only 50% of the
MS consulted can assure that e-signature is issued to the majority
of adult population. Some MS have indicated a growing trend
regarding its use.

Citizens e

The ECI process would be attractive to citizens. A higher awareness
Organisers 000 level of the ECI can lead to the collection of a larger number of
statements of support

5.4 TECHNICAL ANALYSIS

The main benefit of this solution, compared with the current situation, is the fact that the used elD is
validated, thus releasing theerifying authoritiesof the burden to check the statement of support.
Another benefit can be found as the signature aeocertain cases of fraud: the statements of
support cannot be copied from one initiative to others without being detected. However, citizens
whose nationality is from outside the EU can support initiatives, without being detected
automatically.

This soltion presents a good scalability: new elDs can be introduced without any effort. However,
the maintainability may suffer from introduction of new elDs, if those affect the connection with the
DSS solution.

Compared with the current OCS, an increase of @i disk usage can be foreseen, but these
increases can easily be supported by modern servers.

The overall security improves the current implementation of the OCS, not only in the already
mentioned aspect of fraud prevention, also the session managenienimproved with the
transmission of the statement of support in only one http session, and the integrity of the data
during transmission and storage is guaranteed with the signature.

The abovementioned information is summarised in the following table:
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The e-signature service provided by the Commission (DSS) is scalable as it
Scalability 00000 performs the validation of the signature itself and does not rely on Member
State's specific modules to validate the certificate or extract the user's data.
The maintainability is considered moderate due to the number of Member

Malntainaplliny Soee States’ modules and their complexity.
Performance o000 The CPU usage will increase in an important percentage, but the throughput of a
& usage of resources modern server is more than enough to support several initiatives in parallel.

The current security measures comply with the requirements from the
Regulation and the EC security policy.

Fraud prevention is improved, as citizens can't support on behalf of other
persons. Statements of support cannot be copied from one initiative to others.
However, most elDs don't include the nationality of the citizen, so citizens from
outside the EU could vote.

Security on data storage o000

Fraud prevention o0

Security on data This solution provides a secure transmission mechanism, the data transmissions

transmissions 9'ee between the OCS and the citizen use a secure channel (SSL or TLS).
The statement of support is transmitted in one http session. The management of
Session management 000 the relation between this session and the conformation of the support uses
standard mechanisms.
: : The 28 Member States' specific modules are complex due to the validation and
Ease of integration eoeo P P

extraction functions.

e-signature has been present in the EU for some years and the penetration level
Maturity [ N N ) is optimal for implementation. On the other hand, the DSS solution has been
recently developed, and might still face some operational issues.

The solution with Java is portable with little effort. Java can be ported to other

Portability o000 operating systems, mostly even without recompiling. It can also be ported to
different appservers.
Cost/Efforts [ N N ) The cost/effort estimations are around 12 man-months.

5.5 ASSESSMENT

This solution foresees the use obignature, but in contrast with solution the OCSvould establish

a connection with thea S Y 6 S NJ ¢-sighafu® @raatiortool and a seamless online validation
would be performed ly the DS$nodule For that purpose, the OQ@®uld redirect the user towards
the homepage of the -signature creation tool (this page should hide the complexity of the national
implementation in casenultiple esignature solutions are available in a Member Statden, the
OCS will be performing the validatiofthe esignatureand it will extract the information contained

in the esignature certificates. The data will be flagged and stored in th&,Qas proof of the
automatic validation carried out when retrieving the information from the certificate.

A revision of the ECI Regulation is required to achieve a successful implementation of the proposed
integration of online esignature into the ECI pcess. Firstly, Article 8 should be modified to include

the new verification method (extraction and validation of the information in the certificates carried
out by the OCS) anthe indicator proving thathe information that has been already validated.
Secondly, Annex Il should be amended to include thsigmature method, with the subsequent
reduction of the data requirement that it entails.

The assessment and scoring performed for this solution is summarised in the following diagram that
groups the mai assessment criteria in order to provide a general view of the results obtained.
Detailed information about the assessment evaluation criteria can be fouAgpendix & Solution

2: e-signature

Pageb7of 210



Final Assessment Report

Solution 2: e-signature integration

ECI Regulation
5.00

Security

Operational aspects

Integration

Penetration

eIDAS Regulation

Member States'
Responses

Ease of use

Quantity of data

Figurel5: Assessment ofolution 2

As shown in the graph, this solution presents generally high scores in all the legal criteria, especially
regarding the responses obtained from Member Statelsp showed a favourable opinion towards

the flagging systm and the automatic validationGiven the reduction of data required and the
improvement in the process to submit the statement of support, this solution is also assigned high

scores in ease of usad quantity of data.

Nevertheless, and even though the technology is in a suitable penetration level, integrating and
maintaining the new custorbuilt will be complex and costly. Therefore, the integration and

operational aspects of this solution are kaad with the lowest scores.

5.6 COMPARISON OF SOIQNS 1 AND 2

The following table provides a comparison of the SWOT analysis between solution 1 and solution 2.

Solution 1: Electronically signed PDF Solution 2: Integration of e-signature

Ease of implementation
Penetration of the solution (PDF and e-signature)
Presence in the Regulation: e-signature is mentioned in Article 5
and 8 as part of the ECI process

+ Data security: information related to eSignature is stored in the
PDF, therefore more difficult to be tampered or used for other
purposes

* The solution is mature (it has already been put in place in
Member States, does not need to be connected to elDAS)

+ No shift of responsibility regarding the online validation of
statements of support. Members States remain the responsible

Strengths

Ease of use: the process will be simple and short to complete

Data quality for organisers: data will be retrieved from national elD
databases

Automatic validation: data retrieved from a Member State elD
service will be flagged

Penetration of the solution: elD is available to a significant
percentage of the population

Scalability and maintainability (if DSS is used for implementation of
the solution)

Ease of use: the statement of support has to be downloaded,
signed offline, and then uploaded: it would create a more time-
consuming process

No automatic validation is foreseen, as statements of support will
be stored and sent to the verification authorities after the
collection phase

Regulation mentions advanced electronic signatures, however
qualified electronics signatures are preferable

Weaknesses

Costly integration: This solution would require the integration with
every single Member State elD nodes

*  Verification authorities could consider statements of support as
pre-validated

Simplification of Annex lll: inclusion of a form that only requires
the use of eSignature

*  Possibility to use qualified electronic signatures (enhanced LoA)

Opportunities

A change in Regulation will lead to a simplification of the process
This solution will raise awareness / commitment / consciousness
towards the ECI tool

Possibility to shift the responsibility of the online validation of
statements of support to the EC

If Annex Il is not madified, the user will have to complete the
additional data manually, adding time and complexity to the
process.

A modification of Annex Ill and Annex V is advisable.

Threats

This solution foresees a change in Regulation, therefore making it
difficult to get all the Member States on board

elDAS (alternative connection approach) is going to be in place by
2018

Figurel6: SWOT analysis of solutions 1 and 2
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As those two solutionsan be easily compared from several points of view, thdadiereunder
provides a comparison based on a set of the identified evaluation criteria.

ECI Regulation 00000

elDASRegulation o000 0O
Member States'

00 0O
responses
Ease of use 00000
Quantity of data AL
Penetration 00 OO

Operational aspectt © @ ® @ ©
Security 00000

Integration 00000

000090

00000

00009

00009

00 00O

00000
00060
00000

Solution 2 requires an amendmentof Article 8 and a modification of
Annex Il while no change in the regulation is necessaryfor the
implementationof solution1.

Both solutionscomplywith the eI DASRegulation

Thecomparisonof the responsess not relevantasthe questionsfocused
on different aspectsof eachsolution

Comparedto solution 1, the data retrieved from e-signatureis trustful
and the validationtaskis therefore easier Moreover, the processfor the
citizensis smoothanduserfriendly.

By implementingsolution 2, the quantity of data to be inserted by the
useris reducedto zero and the number of statementsof supportto be
validatedby verification authorities is reducedwhile for solution 1, they
still needto verify the identity of signatories

Only 50% of the Member Statesconsultedcan assurethat eSignatureis
issuedto the majority of adult population However,for both solutions,
the data is retrieved from trustworthy sources, easing the task of
verificationauthorities

Thetwo solutionare mainlysimilarregardingoperationalaspects
Thetwo solutionsare mainlysimilarregardingsecurity

Solution2 is more complexto integratethan solution1
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6 SOLUTION: DIRECT INTEGRATIONEID
6.1 DESCRIPTION

6.1.1 Introduction

This solution consists in the integration of the most widely used national elD solution into the OCS:
direct integration of elD. Within this scenario, the personal data requested for a signatory to support
an initiative will be retieved from the national elD database of each Member State.

This bapter discusses the advantages and drawbacks of direct integration; the OCS will be extended
GAGK GKS Y2RdzZ Sa NBIldzZANBR (2 | 00Saa (KRdatai SNDa !
gAtt 0SS NBIUINARSOSR FTNRY aSYOoSNI {GFdiSQa Slos L3k NI
indicator that will account for the statement of support that have been already validated.

Once the collection phase comes to an ewekifying authoriteswill be delivered thecorresponding

set of statement of support, separating all the different kinds. This solution proposes certain
regulatory changes in order to give the elD integration a more solid and stable legal ground.

6.1.2 Functional View
Use Casé: Collection of statements of support

The architecture and dataflows of this solution is shown in the following diagram.

—1__ Member State  |— — Hosting Organisation [—
1. The citizen (user) accesses the EC OCS web page
MM to support an initiative, selects her/his country
m_ and the option to authenticate with her/his
= =

- ""'""'o' _____ ——— electronic identification.
Citizen ettt N s JPEMEN Application SRR i
p— ). -+ 2. The OCS requests the user to present his

certificate.

3. The user selects the right certificate and enters
the PIN code if the certificate is stored on a
cryptographic device

6
=+ =
Database

. The OCS sends a validation request to the
National elD Provider through the MS connector

5. The National elD provider performs the online
validation of the identity and sends back the

MS A connector

National elD "--"““‘o" ——— N confirmation to the OCS through the connector
Sl . S MS B connector
vt °' 6. The OCS saves the response to the database

MS C connector 7. The OCS confirms to the user that the SoS was
successfully submitted

—

Figurel?: Architecture and dataflows for direct integration of elD

A detailed description of the interactigrbetween these elements is provided in sectiénl

The OCS is updated to support the changed navigation and the included Member States specific
modules one foreach supported Member State, in charge of:

# n case Member States do not accept to modify Annex Ill and reduce the personal data requirements, aivatern
option would be to take advantage of this solution to retrieve the data coming from the national register of natural
persons. This data would then be used to partially fill the statement of support (asordpdields). The user would then
enter marually the missing data. This alternative provides advantages todhéying authorities which thus benefits from
trustworthy data, as well as to the users as it shortens the submission process and increases fniendigress of the
system.
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9 The validation of the used certificate
I The extraction of the data from the certificate

When the OCS receives a certificate, this certificate is passed to a first validation module, before
passing it to the correspding Member State specific module. This validation module is in charge of
the first validation of the used certificate. This validation entails the checks that:
1 The certificate is already valid, comparing the timestamp notBefaith the current
date/time.

1 The certificate is not expired, comparing the timestamp notAfter with the current date/time.
1 ¢KS /2dzyGNB 6d4/ é0 2F Aaaddz2SNI 2F GKS OSNIATFTAOL
1 The issuer of the certificate is mentioned irethationalTrust list (TSL); this means that the

issuer is a qualified authentication service provider.

The Member Statspecificmodulechecks:

1 If the certificate is valid: if the certificate has been revoked or suspended as is determined by
consultingtf O2 NNB &aLRYRAY3A a@lfARIFIGA2Y &SNWDAOSE 27
used in the authentication. Two parameters are important for this validation: the method to
be used and the location where this method should be applied; these parameters are
expained in sectiori5.4.1

1 If the certificate was issued to a natural person: In most Member States, certificates
mentioned in this study are issued to natural parsoHowever, in some Member States, like
France and the Netherlands, certificates are also issued to legal persons, which do not have
the right to vote. For those Member States, the validation module should verify that the used
certification policy (OID)siincluded in the policies for natural persons of the issuing
organisations.

¢KS SEGNIOGA2y 2F (GKS RIFGlF A& y2i &aGNIAIKIEF2NBI
data. Apart from the changes in the OCS, other changes can be found in skt itwill be

updated to add two columns: the first one is the indication (flag) that the statement of support is

I OKAS@PSR dzaAy3a 'y SL5Z GKS &aSO2yR 2yS ¢g2ddZ R oS
authentication, the user will not neethtroduce the data specified in Annex Il manually, in case

Member States decide to accept such statements of support.

¢KS dzZaSNDRa t/ 2NJ Y20AfS RSOAOS gAtft ySSR (2 adzl
already present, and it is alsoad in the current version of OCS. The Member State validation

service (CRL or OCSP) will not suffer any changes as these services exist and are already available on
the Internet.

Use Cas@: Verification of statements of support

Once the collection phasemes to an endyerifying authoritieswill be delivered the corresponding

set of statements of support, separating all the different kinds. This solution proposes certain
regulatory and technical changes in order to give the elD integration a more salidtable legal
ground.
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Theverification of statements of support with directly integrated elDs is the same as with signed PDF
documents, 4.1.2 except for theformat of these statements: instead of the PDFs, now the

certificates are sent.

6.2 LEGAL WALYSIS

6.2.1 Overview of the ECI Regulation

The following table provides a summary of the critical legal points regarding the ECI regulation,
focusing on three main pillarsubmission of statements of support (Articles 5 and 6), verification of
statements of support (Article 8) and protection of personal data (Article 12). A more thorough

analysis can be found in secti®b.2.1

Submission of statements o

support
Article 5.1 and 5.2

Avrticle 6

Annex Il

Verification of statements of
support

Article 8

Annex V

Data protection
Article 5.3

Avrticle 12

Critical Legal Point

A specific mentiorio the use of elD when submittingsaatement
of support is advisable.

In order to omply with Article 6.1, paragraph 2, the model f
creating the statement of supporthouldbe modified to include
only the data present ithe elD.

A marker or flag will be added in the databaseindicate that
certain data fields were retrieved from the elD, and can
considered as automatically validated.

Accordingly, a modification in Annex llrécommended in order
to includethe possibility to use elD for the purpose of submitting
statement of spport.

Critical Legal Point

It isrecommendedo amend Article 8 in order to include a speci
mention to the automatic validation of data coming from ell
with a flag/indicator that will account for the statements
support that have been already validated.

The Annex Il should also be modifieg ddding a specific criteri
for the statements of support submitted via elDhose should be
sent to the country issuing the elD, in case national authori
wish to carry out further validation or checks for duplicates.

Critical Legal Point

In accordance to Article 5.3, this solution does not require citiz
to provide any extra information, and only the relevant data -
validating the identity of a signatory will be stored in the OCS.

Article 12 does at have to be modified, as the data stored is s
protected against unlawful uses or losses, as long as the
complies with the security requirements stated in Article 6.4.

This solution can therefore be implemented with no change in
Regulation regrding data protection.
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In brief, certain aspects of the Regulation require a modification in order to make the proposed
integration of elD fits theegulatory framework under which the ECI operates:

1 Regarding the collection phase (Article 5), a specific mention to the possibility of using elD to
submit a statement of support is recommended. The model for creating the statements of
support will bemodified @Article 6.1, paragraph 2as well as the Annex .

1 As far as the verification of the statements of support is concerned, Article 8 should be
amended, adding a mention to the automatic validation when using elD for creating a
statement of suppd. The Annex lll should also be modified in order to include a specific
criteria for the statements of support submitted via elD.

1 Finally, no change in the Regulation is required regarding data protection (Article 12).

622 ' yrteara 2F GUKS neeSYOSNJ {iGFdSaqQ NBaLR
The analysis of the situation of eID in the EU Member States is based on the information gathered

through desk research as well as on the responses obtained from the questionnaires made available
to representatives of each Member State. In total, 18rmvber States shared their information:

1 Austria 1 Greecé®

1 Belgium 1 Luxembourg
1 Czech Republic 1 Netherlands
i Estonia 1 Portugal

1 Finland 1 Slovakia

1 Germany 1 Spain

The information gathered from Member States can be summarised in two main points:

1 In general,Member States share a positive opinion towards an implementation of an elD
connection to the OCS. Positive feedback has been received regarding the flagging system
and the possibility to consider certain data requirements from Annex Ill as optional,@n cas
the Regulation was to be modified, enabling validation with the data present on the
signatory elD.

1 Legal and technical constraints such as being able to distinguish natural and legal persons
through the elD solution and having in place an interactivefigation that allows for
automatic validation of the data can be overcome. This aspect signals the desirability and
FSFraAoAftAGe 2F GKS AYLIXSYSyidlidAzy 2F (GKA&A a2
national legislation point of view.

% DISCLMER: the information obtained from Greece was provided by a former representative that is awaiting to be
replaced by the next appointed official. Therefore, the data regarding Greece cannot be considered as official.
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6.3 BUSINESSNALYSIS

LYLX SYSyGAy3d GKS RANBOUGU AyGSaANI A2y 2F ylFGA2YyIf
verifying authorities It indeed eases the verification of statements of support as the integrity and
O2NNBOiGySaa (GKS &aA3y!l ihe nhBomnlelDRdatabhsa/evifying autmrities y 1 S S R
receive the statements of support with a flag signalling the ones already validated. They thus only
need to validate the ones signed in paper or submitted online through the OCS, by entering the data
manually The impact on the amount of data to be managed is thus positive for the Member States.

The direct integration of elD therefore eases the task of verification by creating an automatic
procedure to validate an important portion of the statements of suppedeived, in a shorter period

of time, leading to an enhancement of the overall performance of the system. Howeverjfifing
authoritiesstill want to, additional posverification and checks for duplicates can still be carried out.
Verifying authorities will benefit the most from theise d elD as the information is retrieved from

the officialelD database and can thus be trusted.

The user interface of the ECI entry point will be slightly modified, in the page where the citizen is
supposed to fill ithe data, to include a support button for the use of elD. On condition that the
users are in possession of a valid elD tool and the specific hardware that might be required, citizens
will benefit from a more secure system and a less time consuming progessfrieving the data

from the elD is faster than typing it in. Veiiig authorities should be able to recognise the identity

of the signatories from the data retrieved from the elDs, as this information is normally consistent
with the one stored in thenational registries. Therefore, the successful implementation of the
proposed solution should not require inputting any additional data. The quantity of data for this
solution could be adjusted and redefined with a change of the Annex lll, making stithaéhdata
stored in the national elDs would be sufficient to support an initiative. Consequently, the quantity of
data inserted by the user should be reduced to zero. With the direct integration of elD, the user will
not have to introduce much sensitivai into the OCS in order to support an initiative, making the
system more attractive and usétiendly.

No significant impact on complexity is expected for campaign organisers as the statements of
support submitted by means of elD will be sent to theN® & L2 Y RAY 3 aGNwng§ NI { G @
authorities following the procedure detailed in Article 8 of the Regulation, as it is done now.
Implementing this solution may help organisers internally in their planning and assessment tasks as
statements of support beed on elDs would give higher confidence in their latter validation.
However, the positive impact on the quantity of data managed by organisers would not be
significant. The data retrieved from the elD enhances the security of the overall system, therefore
reducing the legal risk organisers are facing, as they are considered as data controllers, responsible

for any damage they cause. This may attract more concerned citizens to become organisers and
campaign for any given cause. However, this effect miglmdieect and is difficult to assess.

The aboveamentioned information are summarised in the following table:
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Stakeholder

Ease of use Verification Authorities Reduced number of statements of support requiring
o000 C verification once the collection phase has ended.

* more secure system and a less time consuming process on
Citizens 0000C condition that the users have a valid elD tool and the
specific hardware that might be required.

* No difference is expected in the way organisers manage

Organisers 90000 . ]
g the collection and delivery of statements of support.

Quantity of data e " * This solution creates an important reduction in the number
Verification Authorities .
D of statements of support that need to be validated.

Citizens @ @ 0 @ e « Thequantity of data to be input is reduced to zero.
. * It gives organisers a more clearidea on the actual humber
rgan
il AL of valid statements of support collected.
Penetration e .. " X N N Ne * Theinformationis retrieved from the highest penetrated

Bl SR el national elD database and can thus be trusted.

* The user do not have to introduce sensitive data into the
0OcCs.

* The legal risk faced as data controller is reduced (this effect
is indirect and difficult to assess).

Citizens o000

Organisers L X N NO

6.4 TECHNICAL ANALYSIS

The main benefit of this soluth, compared with the current situation, is the fact that the used elD is
validated, thus releasing theerifying authoritiesof the burden to check the statement of support.
Another benefit can be found as the signature avoids certain cases of fraachatder to support
twice the same initiative, although not impossible. Also, citizens whose nationality is from outside
the EU can support initiatives, without being detected automatically in most Member States.

This solution presents a very difficultagzbility: new elDs cannot be introduced without any effort.
Also, the maintainability will suffer from introduction of new elDs or changes in their specifications:
such changes will likely cause the Member Stgiecific modules to be adapted.

Compared \ith the current OCS, an increase of CPU and disk usage can be foreseen, but these
increases can easily be supported by modern servers.

The overall security improves the current implementation of the OCS: the session management is
improved with the transndsion of the statement of support in only one http session.

The abovementioned information is summarised in the following table:
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Scalability issues exist in the Member State's specific modules. New elDs would

o ®
Scalability require new MS's specific modules; new MS would also require new modules.
e o Any change in the specifications of any of the elDs or their validation method
Maintainability ® ’ ge et L
would require a change in its corresponding module.
A modern server can produce and verify some 50 signatures per second, which
Performance

0000 is 80.000 signatures per day. If CPU usage would be a bottle-neck, several
servers could be used in parallel.
The current security measures comply with the requirements from the
Security on data storage 00060 Regulation and the EC security policy. The normal back-up procedure guarantees
the recovery of statements of support in case of accidental loss.
Fraud prevention is improved, as citizens cannot submit a statement of support
on behalf of other persons. However, as most elDs don't include the nationality
Fraud prevention ®0 0 of the citizen, so additional rules must be implemented to prevent citizens from
non-EU countries to vote in case they have an elD card/token from their EU
country of residence.

& usage of resources

Security on data 00060 The confidentiality is guaranteed due to the usage of SSL or TLS channel for data

transmissions transmissions between the OCS and the citizen

Session At o0 00O The management of the relation between this session and the conformation of
gasion Nanageine the support uses standard mechanisms.

£ fint ti © The MS's specific modules are complex due to the validation and extraction
AsE 0t ICEraton functions, and there are 28 such modules.

Maturity ® o0 elDs are available, or will soon be implemented, in all Member States.

Portabilit ® Java can be ported to other operating systems, mostly even without recompiling.
S auly It can also be ported to different application servers.

Cost/Efforts ] Estimations are between 20 to 25 man-months.

6.5 ASSESSMENT

The mplementation of solution3 would require to include a wide number of changes in the ECI
current way of functioning. Firstly, the OS88onnected to every Member State etiddein order to
allow the transmission of data and validation of the statementsugport. This requirgto integrate

a connection with every countfya ythatRs$ charge of chedkg their validty. Conversely, the
task ofverifying authoritieds significantly eased when the validation of the céctites is performed

by the OCS.

In pursuance of the mentioned modifications, a revision of several Articles of the ECI Regulation is
needed. Article 5 should include a specific reference to the use of elD for the purpose of submitting a
statement of support. The model for creating theattments of support (described in Article 5)

should bemodified too.Furthermore, Article 8 should also be modified to allamd accept theon-

the-da LI2G GSNRTAOF A2y 2 that Wwddl§ beacardey loui NS sysem. AR Sy 0 A
subsequent modifiddgon of Annex Ill is also foreseen, in orderamend the data requirements when

elDis usedfor the purpose of submitting a statement of support, as users only provide the data
contained in their elD certificate$his Annex should also be modified by iadda specific criteria for

the statements of support submitted via elD.

An indepth assessment of this solution is presented in the following diagBetailed information
about the assessment evaluation criteria can be foundppendixD ¢ Solution 3:Direct integration
of elD
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Solution 3- Direct Integration of elD

ECI Regulation
5.00

. 4.00 Member States’
Security e
,MWA':‘*%%\ responses
'\(\ 2.00 v‘\
i \
4 100 Y
Operational Aspects ?;a 0.00 ;, Ease of use
o /4
V :,'
\ /
\ /
3\ V|
KA @‘?"%
Integration w Quantity of Data

Penetration

Although this solution significantly enharsde user experience and redesthe quantity of data to

be inserted by signatories, this solution requigreat efforts to be implemented. These hampering
FILOG2NRZ | 4a20A1 4GSR G2 GKS AydiSaANIGA2Y lagR Yl AY
the cause of the low scom the integration and operational criteria.

Consequently, a reform on the ECI Regulati®mequired, although the specific changes to be
incorporatedare not significant.Still, according to the responses to the questionnaires, a positive
attitude towardsthe proposed flagging systera shared by most Member Statasd, according to
the data provided, elD schemes all over the EU are largely suitable for integration with$he OC
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7 SOLUTIONM: INTEGRATION WITHH EIDAS FRAMEWORK
7.1 DESCRIPTION

7.1.1 Introduction

Solution 4also foresees integration of elD into the OB, in this case with an indirect approach.
Instead of including all the different Member Stat@bdes as required in the direct integration of
elD (solution3), implementing this solution requigeto establish a connection with the elDAS
framework of interoperability.

Regulation (EU) 910/201¢IDAS Regulatiot)creates a European internal market for eTi@amely
electronic signature, electronic seal, time stamp, electronic delivery service ankitee
authentication- by ensuring that they will work across borders and have the same legal status as
traditional paper based procedures

The elDAS framework provides a secure environment for Member States to receive and send
personal data, with a highedree of confidence in the identity of the citizen involved in any
electronic transaction. Therefore, thisan ideal solution for the integration of elD in the context of

the ECI, aserifying authoritieswill be able to trust the data retrieved from amgher Member State.

A new feature of eIDA®hich will be introduced in the near futures worth highlightingthe powers

of representation andmandates. This feature will allow citizens to authorise other citizens to
perform certain actions otheir behalf. Allowing powers of representation and mandates in the ECI
Regulation wouldlefinitely increase theeachof this solution.

The eIDAS Regulation is complemented by several implementing regulations, such as Commission
Implementing Decision (EU) 20286 of 24 February 2015 on procedural arrangements for Member
States cooperation on elD, Commission Implementing Regulation (EU) 2015/1501 of 8 September
2015 on the interoperability framework, Commission Implementing Regulation (EU) 2015/1502 of 8
Septemler 2015 on setting out minimum technical specifications and procedures for assurance levels
for electronic identification means and Commission Implementing Decision (EU) 2015/1984 of 3
November 2015 defining the circumstances, formats and procedures iffcatibn.

7.1.2 Functional view

Use Casé: Collection of statements of support

In this context, the solution will be based on a connection between the OCS and the elDAS
framework, retrieving data once the citizen has used his/her elD certificate. The procssbrhit a
statement of support using this solution will be very similar to solution 3, direct integration of elD
(see sectiorb.1.1).

The architecture and datafies of this solution are shown in the following diagram.

¥ Regulation (EU) No 910/2014 of ther@pean Parliament and of the Council of 23 July 2014 on electronic identification
and trust services for electronic transactions in the internal market: http:Hlexreuropa.eu/legal
content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN
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1. The citizen {user) accesses the EC OCS web page

_{ Member State l_ _| Hosting Organisation ’_ to support an initiative, selects her/his country
and the option to authenticate with her/his
; g ; electronic identification.
m— 2. The OCS redirects the request to the elDAS node

. - r - of the country where it is deployed.
Citizen - o
. R Application gy 3. The OCS elDAS node contacts the elDAS node of
| ! the user’s country and forwards the request to
¢ the National elD Provider.
1 1
1 1
1 1
v 1

National elD
Provider
é :

+

4. The National elD Provider displays the screen
corresponding to its electronic identification
scheme.

5. The user picks up the right certificate and enters
the PIN code if the certificate is stored on a
cryptographic device.

6. The National elD Provider performs the online
validation of the identity and sends back the
confirmation to the OCS through elDAS nodes.

7. The OCS saves the response to the database.

8. The OCS confirms to the user that the SoS was
successfully submitted.

Figurel9: Architecture and dataflows of eIDAS integration

The OCS is updated to support the changed navigation and the inclusion of the eIDAS connection
module. Thisnodule is part of the CEF elD building bfcs an example integrated in its test
I LILX AOIF GA2Y Y2RdzA S a{téod

Changes in the navigation in the OCS
¢CKS yI@AaLFLGA2yY Ay (GKS h/{ ySSR a2YS OKlIy3Sa adzOr
elD, andsome code to process the response. These are considered as minor changes.

Inclusion of the eIDAS connection

¢tKS SL5!{ O2yySOUA2Yy Y2RdzZ S&a VYdzad o0S O2y FAIdzZNBR
in the first place the required quality of thelD, which is recommended to be substantial, and the

data to be requested: these are recommended to be the minimum dataset: name, surname, date of

birth and persoal identification numberWhen the nationality would be included, this should also

be requesed.

When the OCS receives the response from the EC elDAS node, it checks if the response was signed by
the elDAS node of the Member State where the OCS is located (MS elDAS node in the diagram). The
elDAS connection module to be integrated in the OCSie®iif the certificate used for signing the
response from the MS elDAS node is equal tostbeed elDASertificate for this node.

There ino need to check that the data supplied by eIDAS belongs to a natural person. Indeed, as the
request includes attbutes for natural persons, the elDAS transaction would fail if those attributes
GSNE y20 RStAQGSNBR® !'a GKS OKSOl 2y OlFtARAGE 27
does not need to be performed by the OCS. Before inserting the data receoma elDAS into the

database, for most countries the personal Identifier should be transformed to the citizen number:

the prefix of 2 characters is stored as the nationality, and one more prefixed character is eliminated.

For some countries, this is ntte citizens number, e.g. in Germany and Greece no citizen number

*This building blockan be found at https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eiRddR+v1.1
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exists; in others like Austria the citizen number is encrypted before being delivered to the elDAS
platform.

For traceability reasons, it would be recommendable to store the elDAS responghe OCS
database. With this storage solution, any fraud could be easily be detected, because:
1 The timestamp of the elDAS response must be coherent with the timestamp in the
database; even though a difference of a few seconds may exist.
1 The timestamp n the response should be different from tinstamps in all other responses
in all initiatives.
1 ¢KS dzaSNR& RIGF Ay (GKS NBaLRyaS YvYdzaid YIFGOK {rf

An update of the database is required to add three columns: the first indicatinghtbatatement of

support is produced with the eIDAS platform, the second with the achieved level of assurance and

the third containing the response from the EC eIDAS node.

¢CKS dzaSNRa t/ 2N Y20AfS RSOAOS gAf fisinstdliscRby (2 & dzl
default on most devices, and is already needed in the current version of the OCS.

Use Cas@: Verification of statements of support

The verification of statements of support been produced using the elDAS platform is very similar to
the sameprocess of the solution 1, as described in secddh2 The only difference is that instead

of signed PDF documents, the rows of the database are sent as @d8Wa separated list) file, for
easy importation in spreadsheets or databases.

7.2 LEGAL WALYSIS
7.2.1 Overview of the ECI Regulation

From a legal point of view, the direct integration of elD and the integration with the elDAS
Framework are mainly similar. Howary whereas for solution 3 a mention to the use of elD in the
Regulation should be taken into consideration, for solution 4 a specific mention to the elDAS
Regulation is advisable.

The following table provides a summary of the critical legal points regarding the ECI regulation,
focusing on three main pillars: submission of statements of support (Articles 5 and 6), verification of
statements of support (Article 8) and protection ofrpenal data (Article 12). A more thorough
analysis can be found in secti®6.2.1

Submission of statements of support Critical Legal Point

Article 5.1 and.2 A specific mention tohe use of elD when submitting
Article 6 statement of support should be taken into consideration.

As this solution foresees the access to the eIDAS netv
Annex Il

for the request of information to identify signatories,
specific mention to the elDAS Regulation would
advisable to provide the proper legal basis for
implementation.

A marker or flag will be added in the databaseindicate
that certain data fields were retrieved from the elD, a

Page70o0f 210



Final Assessment Report

can be considered as automatically validated.

In order to omply with Article 6.1, paragraph 2, the mode
for creating the statement of supposghould bemodified to
include only the data shared by the corresponding |
within the eIDAS framework.

To comply with the last condition of Article 6.4,
modification in Annex Il isecommended in order to
include the possibility to use elD for the purpose
submitting a statement of supportand accepting the
submission of a statement of support with the data shar
by the corresponding Member State through elDAS.

Verification of statements of support = Critical Legal Point

Article 8 It isrecommendedio modify Article 8 in order to include
specific mention to the automatic validation of the da
through elDAS, with a flag/indicator that wdkccount for
the statements of support that have been alrea
validated.

Annex V

The Annex Il should be modified by adding a spe
criteria for the statements of support submitted via el
Those should be sent to the country issuing the elD, in «
national authorities wish to carry out further validation a
checks for duplicates.

Article 5.3 In accordance to Article 5.3, this solution does not reqt
Article 12 citizens to provide any extra information, and only tl

relevant data for validating the identity of a signatory w
be stored in the OCS.

As the elDAS Regulation only foresees sharing the Minir
and Optional data sets, additional data to the o
requested by Member State is in use for the purpose
supporting an initiative.

Article 12 do not have to be modified, as the data storec
still protected against unlawful uses or losses, as long as
OCS complies with the security requirements stated
Article 6.1, 6.3 and 6.4,

This solution can be implementedith no change in the
Regulation regarding data protection.

To summarise, for this solution as well some aspects of the ECI Regulation reoadgfiaation in
order to make the proposed integration with eIDAS to be clearly binding within the regulatory
framework that governs the ECI process:
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1 For the submission of statements of supp@tspecific mention to the possibility to use elD
and connectto the national databases through elDAS in order to submit a statement of
support is necessaryAccordingly, a modification in Annex Il is desirable to establish that
statements of support only require the data shared by Member States through eIDAS to be
successfully validated as well &s include the possibility to use elD for the purpose of
submitting a statement of suppartMoreover,the model for creating the statements of
support will also need to be modifiediticle 6.1, paragraph 2)

1 Regarding theverification of statements of suppora modification of Article 8 is advisable in
orderto include a specific mention to the automatic validation of the data retrieved through
elDAS. Moreover, Moreover, a modification of Annex Il is also to be condjderéurther
establish that statements of support containing elD data shall be sent to the Member State
were the elD was issued.

1 Finally, similarly to solution 3, no change in the Regulation is required regarding data
protection (Article 12).

7.2.2 Overview ofthe eIDAS Regulation

The following table provides a summary of the critical legal points regarding the elDAS regulation,
focusing on scope (Articles 1 and 2), internal market principle (Article 4), data protection (Article 5)
and assurance level (Articlg. & more thorough analysis can be found in secti6r2.2

Scope Critical Legal Point

Article 1 To implement a connection with elDAS, it is important

establish clear rules and conditions to achiey
interoperability among all the Member States, so ¢
solutions across the Union can be trusted and success
connected to the OCS.

Avrticle 2

Trust services play a main role in electronic identifica
and in the authentication andetrieval of data required ir
this solution, in order to establish a connection system t
becomes a reliable source foerifying authoritiesso they
can consider statements of support as automatic:
validated.

Integrating elD solutions into the OU& the elDAS networl
would not result in a closed system determined by natic
regulations, but the ECI Regulation at EU level. There
elDAS Regulation is directly applicable to solution 4.

Internal market principle CriticalLegal Point

Article 4 Once this solution is implementedhe OCS will be fully

integrated into the Digital Single Market, and will be able
make request for specific data to the corresponding sen
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providers (national elD databases).

Dataprotection Critical Legal Point

Article 5 Article 12 of the ECI Regulation establishes a set of sec

features that the OCS should have in order to ensure ¢
lawful use of personal data. As such conditions will be n
implementing this solution is in line vkitboth the ECI anc
the eIDAS Regulation.

Assurancdevel Critical Legal Point

Article 8 The elD solutions need to be consistent with the substar

or high level of assurance to establish a reliable
connection that is able to provide trustworttdata.

In summary, this solution fits in the elDAS regulation from the scope perspective as the
interoperability, trust and legal conditions are met. Moreover, from the internal market principle,
this solution will be able to make request for specific data to ¢heresponding service providers.

This solution also fulfils the data protection conditions, therefore being inviitle both the ECI and

the elDAS Regulation. Finally, as the elD tools proposed for the integration are based on national elD
schemes, thewre catalogued as substantial or high as regards the Assurance Level.

723 1 ylrteara 2F GKS aSYoSNI {OlFdSaqQ NBaLRyaSa
Together with the general elD responses analysed for solution 3 (See se&idn the analysis of

solution 4 is complemented with three specific questions related to the current state of eIDAS and
what information would Member States be willing to share, in order to provide a clear view of the AS
ISsituation of eIDAS across the European Union.

1 The possibility of having the nationality as part of the data shared by elDAS is of key
importance for the implementation of this solution, given the fact that nationality is one of
the primary requirements fola citizen to support an initiative within the ECI framework.
However, the responses obtained from the consulted Member States show that there is no
agreement on sharing nationality for this purpose, although half of the countries show a
positive opinion éwards this possibility.

1 Moreover, the Unigue Identifier, which is key when aiming at identifying the identity of the
signatory, is not sufficient for the verification of statements of support. However, for some of
the countries, the minimum data say waoube sufficient to establish the identity of a citizen.

1 Finally,almost all Member States who stated they would only require the Minimum Set of
Data to validate a statement of support, are not favourable to the possibility of sharing the
Place of Birth ath Residence, as they consider those data as not necessary to establish the
identity of a citizen, with the data retrieveda eIDAS
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7.3 BUSINESSNALYSIS

Similarly to the direct integration of elD, the statements of support submitted using this solution can

bS O2yaARSNBR I a I dzi2 Yl (A Oldrifyidg adHoritidsill stillSeReive Yy R a S
the statements of support to give them the possibility to perform additional checks. This automatic
validation is made possible thanks to the system ofsfltigat can be added to the information

coming from trusted sources. The integration of eIDAS and the ECI online platform increases the
quality of online statements of support and therefore eases the task of validation. Regarding the
quantity of data, the mpact onverifying authoritiesis similar to solution 3, the only difference

between the two solutions being how the connection to the elD database is established. The impact

of the penetration level/awareness is also similar to the one for the direcgnatieon of elD into the

ocCs.

CNRY G(GKS OAGAT SyaQ LRAylH 2F OASs: (GKS SrasS 2F dza
process is as easy to access and complete, despite the rediréatibe home country elD website

before retrieving tle data.Moreover, the vast majority of the Member States consulted are able to
establish the identity of the citizens with the Minimum Set of Data. Therefore, this solution departs
from the assumption that statements of support containing the Minimum S$&ata, established in

the elDAS Regulation, are automatically validatedrexifying authoritiesare able to establish the
identity of the signatories. Consequently, the quantity of data to be inserted by the user is reduced
to zero. The impact of the petration level/awareness on the citizens is similar to the one for the
direct integration of elD into the OCS. Besides, as elDAS also provides supports to any type of elD,
including (reinforced) username / password schemes, the penetration level for dhusios is
significantly higher than the direct integration of elD. However, the full potential of this solution will
not be a reality until all the nodes are operational and therefore totally interoperable.

The fact that the data is retrieved directly [stion 3) or via eIDAS does not make a difference for
campaign organisers, neither from the ease of use or from the quantity of data perspectives. The
impact of the penetration level/awareness is similar to the one for the direct integration of elD into
the OCS.

The aboveamentioned information are summarised in the following table:
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Ease of use Verification Authorities Reduced number of statements of support requiring
oeeo verification once the collection phase has ended.

* Smooth, user friendly and fast process on condition that
Citizens o0 oo the users have a valid elD tool and the specific hardware
that might be required.

* Nodifference is expected in the way organisers manage

i 0000 . .
Rl the collection and delivery of statements of support.
Quantity of data e " * This solution creates an important reduction in the number
PRI 0 f of statements of support that need to be validated.
Citizens @@ ® &8 - Thequantityof data to be input is reduced to zero.
. * Itgives organisers a more clear idea on the actual number
(0] .
rganisers ol of valid statements of support collected.
Penetration * The information is retrieved from the highest penetrated
Verification Authorities N N N national elD database and can thus be trusted and the

verification task is easier.

* The user do not have to introduce sensitive data into the
0OCS.

* The legal risk faced as data controller is reduced (this effect
is indirect and difficult to assess).

Citizens X N N |

Organisers o00

7.4 TECHNICAL ANALYSIS

The main benefit of this solution, compared withkethurrent situation, is the fact that the used elD is
validated, thus releasing theerifying authoritiesof the burden to check the statement of support.
Another benefit can be found as the elDAS integration avoids certain cases of fraud: it is harder to
support twice the same initiative, although not impossible using elDs from different Member States.
Also, citizens whose nationality is from outside the EU can support initiatives, without being detected
automatically. These two points would be improveth# nationality of the citizen would be included

in the elDAS specifications.

This solution presents a good scalability: new elDs can be introduced without any effort. Also, the
maintainability is good: no changes can be foreseen which affect the el2f&tion into the OCS.

Compared with the current OCS, an increase of CPU and disk usage can be foreseen, but these
increases can easily be supported by modern servers.

The overall security improves the current implementation of the OCS: the sessiongearent is
improved with the transmission in only one http session of the statement of support, and the
integrity of the data transmission and storage are protected with signatures.

The abovementioned information is summarised in the following table:
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Custoncriern | Sors |Desepion |

Scalability New elDs or new Member States would not require any change in the OCS.

Any change in the specifications of any of the elDs or their validation method
does not require any change in the OCS.

Performance tests in the STORK project have shown that a modern server can
produce and verify some 50 signatures per second, which is 4M signatures per
day.

The current security measures comply with the requirements from the
Regulation and the EC security policy.

Fraud prevention is improved, as citizens can't support on behalf of other

Maintainability

Performance
& usage of resources

Security on data storage

Fraud prevention persons. However, statements of support could be copied from one initiative to
others, with difficult detection of such fraud.
Security on data The elDAS network guarantees confidentiality with encryption, and the integrity
transmissions with signatures.
The statement of support is transmitted in one http session. The management of
Session management the relation between this session and the conformation of the support uses

standard mechanisms.
Ease of integration Only one module with a simple API is to be integrated.
Only one elD has been pre-notified (Germany), while several others will be this

Maturity
year.
Portabilit Java can be ported to other operating systems, mostly even without recompiling.
orta Y It can also be ported to different application servers.
Cost/Efforts The cost/effort estimations are around 3 man-months

7.5 ASSESSMENT

Despite the similarities thagolutions 3 and 4might present, implementing solutiod seems more

feasible from a technical point of vieun this case, the OQSonly integratedinto the eIDAS node

grantingl  alF ¥S O02yySOGAz2y (2 aSYoSNJ {dFidSQa SL5 | OO0
Member State elDAS nods the one performing the tasks of validation and extraction of the
information contained in the elD certificates.

As proposed, a modification of the ECI Regulation is to be considered, aiming at including a specific
reference to the use of elD (Article 5) and the elIDAS network as a connection pathway to grant an
automatic vaidation of the statements of supporMoreover,the model for creating the statements

of support(described in Article 53hould also need be modified modification of Article 8 is also
required, in order to allow and accept the time-spot verificaton2 ¥ G KS aA 3yl G§2NASAQ
would be carried out by the system through eIDAS. Moreover, Annex Il should be modified in order
to amend the data requirements when authentication through elDAS is used for the purpose of
submitting a statement of suppgras onlythe minimum dataset provided by eIDAS (name, surname,
date of birth and personal identification numbenjll be availablelt is also necessary tbtain the
agreementfrom the elDAS expert group use one of the elIDAS custom field to store tiaionality

of the signatory as this information is required for the validation of the business rules. Fiflally, a
notified elD schemes are granted a substantial or high level of assurance, and therefore are
compatible with the eIDAS Regulation, as tadution is based on qualified service providers and
Trust Lists.

The following diagram providea thorough assessment of this solution. Detailed information about
the assessment evaluation criteria can be foundAppendixE ¢ Solution 4 Integration withthe
elDAS Framework
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Solution 4- elDAS Integration

ECI Regulation
5.00

4.00

Security IDAS Regulation

. Member States’
Operational aspects
responses
Integration Ease of use
Penetration Quantity of data

Figure20: Assessment o$olution 4

As this diagram shows, theolution presents high scores regarding its grion and functional
aspects, due to the simplification of the integration that the eIDAS network previiesides, its

also translatd in a remarkable reduction of the quantity of data to be inserted into the OCS, as users
are only required to conndcto their elD access point and validate the transmission of the data. This
improvement of the process to submit a statement of support is also reflected in our assessment, as

the criterion of ease of use is assigned a noteworthy score. The enhance wecarvitded by eIDAS

is also to be noted.

Nevertheless, the responses from Member States are not so clear regarding this satogimhy
because othe production and testing phase that the majority of Member Stagdsnmersedin at
the moment this reportis elaborated. The fact that an important part of them were not able to
provide a clear answer regarding the data that will findleysent to the OCS is a proof of the
construction stage that elDAS is facitgpnetheless this solutionshould be fully opgerational by

September 2018.

7.6 COMPARISON OF SOIQNS 3 AND 4

The following table provides a comparison of the SWOT analysis between solution 3 and solution 4.

Solution 3: Direct integration of elD

Solution 4: Integration with the elDAS framework

+ Ease of use: the process will be simple and short to complete

+ Data quality for organisers: data will be retrieved from national
elD databases

* Automatic validation: data retrieved from a Member State elD
service will be flagged

* Penetration of the solution: elD is available to a significant
percentage of the population

* Ease of implementation / integration (connection to eIDAS node)

Strengths

Ease of use: Solution 4 offers a better ease of use than solution 1
Improved quality of data thanks to qualified electronic signatures
Less data to be input by the user

Penetration of the solution: Qualified electrenic signature is available
in almost all Member States (elDAs compliance).

Automatic/Direct validation

*  Maturity of the solution: all Member States will not be compliant
with elDAS until 2018

Possible lack of data, not all Member States seem to be willing to
share all the necessary data (minimum Data Set, optional Data
Set, sectorial information)

Weaknesses M

Costly implementation: A connection with every Member State node
is needed
+  Maintainability (many nodes, at least one per Member State).

+  Achange in Regulation will lead to a simplification of the process
+  This solution will raise awareness / commitment / consciousness

+  Simplification of the process
*  Possibility to shift the responsibility of the online validation of

Opportunities towards the ECI tool statements of support to the EC
*  Possibility to shift the responsibility of the online validation of
statements of support to the EC
S T— + This solution foresees a change in Regulation, therefore makingit | * Change in Regulation (to include Qualified Electronic Signatures as

difficult to get all the Member States on board

the only ones allowed)

Figure21: SWOT analysis of solutions 3 and 4
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As those two solutiongan be easily compared from several points of view, thdetdtereunder
provides a comparison based on a set of the identified evaluation criteria.

Data Privacy

Member States'
responses

Ease of use

Quantity of data

Penetration

Operational aspects

Security

Integration

n/a

0000

| JONONONE)

o000 C
| X N NON©

([ N _NONON®

n/a

0000

90000

( N N _NOR®

(NN N N
00000

EU Login presents security features that make it a suitable solution for a
potential integration with the OCS. On the contrary, regarding Facebook’s
privacy agreement, there is a concern regarding what specific
information would Facebook have access to, and where this would be
stored, regarding citizens and also organisers of any given initiative.

n/a

For both solutions, once the user authorises his/her data to be retrieved,
the statement of support is automatically prefilled. There is a possibility
to remove the CAPTCHA before submitting the statement of support.

With EU Login external accounts, the user still need to enter most of the
data manually. With Facebook, the quantity of data to be input by the
user depends on each Member State’s requirements.

While EU Login is a fairly new service that is not currently used by a
significant part of the EU population, Facebook has a penetration rate of
39.5% in Europe.

The operational aspects are similar for both solutions.
Both solutions presents similar score regarding security.

Both solution are easy to integrate, mature, portable and don’t require a
lot of effort or cost to be implemented.

Table24: Comparison of solutions 3 and 4
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8 SOLUTIONS: PREALD | { 9OwQ{ BULOGIN 2 L ¢ |
8.1 DESCRIPTION
8.1.1 Introduction

This chapter analyses complementing toofor prefilling a statement of support: EU Logfarmerly

knownas ECA). This solutiorisdzda SR G2 NBGNARS@S RIFEGF FTNRY GKS dza
of supporting an ECI by reducing the amount of data to be filled manually by the user and gmossibly
removing the Completely Automated Public Turing test to tell Computers and Humans Apart
(CAPTCHA).

The EuropearCommission Authentication Service (ECAS) has recently been merged into the EU
Login, a broader identification system that aims at providing access to every online service provided
by the EU, with one single account. Researchexpers, EU officials, and citizens in general can
manage their data and performing a wide number of tasks through one single platform, increasing
operational efficiency and making the access to online public servicedrigswtlier.

The EUogin foreseeseveral ways to log into the account:
1 By creating a new account with a username and a password
1 By accessing with a former ECAS account credentials
1 By linking EU Login with social media platforms (Twitter, Facebook and Google +)

Besides, the traditiongdassword authentication, once the user has access to the EU account, he/she
can set up twestep authentication method, choosing among a wide range of alternatives:

1 PIN Code through the ECAS mobile Application

T QR Code through the ECAS mobile Application

1 SMSsent to his/her phone number (only possible if the user saved a valid phone number in

the EU Account)
1 Using a Token that provides an authentication method (i.e., an USB)
9 Using his/her elD (STORK pilot)

In this context, the EU Login could be used as a temmgntary tool for prefilling some data of the
statement of support. Thanks to this solution, the user has the possibility to retrieve some of his data
saved in his EU Login account to automatically prefill part of his statement of support, easing the
supporting process Although the EU Login feature is restricted to EC applications due to EC policies,
it is taken into account as a technical possibility.

As formost of the authentication methods mentioned here aboweere is no way to certify the
accuracy2 ¥ G KS dzaSNNa RFGFEXT GKS LINBFTFAf{fSR FAStRa 27
This way, the user can still bring modifications and adapt some data if necessary. The user then fills in

the data not present in the EU Login account manually.

However, it should be mentioned that severe limitations for the use of EU Login in external
applications were reported by the persons in charge of this tool. Thus, this solution would only be
applicable for the EC OCS, but not for any other implementati@Gs by third parties.

Thereason for this limitation is that th&C does not operatget a full eIDAS nodewhich could be
used by a client applicationThe elDAS connectivity actually built into EU Login. Consequently,
using the EC elDAS node woutdually mean using EU Login for elD authentication. This has the
following limitations:
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1 EU Login can only be used by systems that are owned and operated by EU institutions. This is
due to political, legal and financial aspects.

1 EU Login cannot be used éyternal parties without prior registration.

1 EU Login is currently not organised to provide authentication services to external
applications on a large scale.

1 EU Login is not capable to limit authentication options to elD only.

However, this idea could ldato another possible solution, "3 bis": Integration via an embedded
elDAS Connector. This solution relies on the usage of the eIDAS netwel® fauthentication, just

like olution 3. But instead of using an EC elDAS node, the integration would happan eIDAS
connector that is embedded in the solution. In other words, the application would use an elDAS
connectivity library. An OCS deployment with that solution would behave like a standalone elDAS
node, and would be able to consume elD authenticagidtom other nodes. After evaluation, this
solution 3 bis was discarded because it would require Member States to define a new connector for
each OCS willing to connect to EU Login.

Despite these considerations, the solution is fully described in thistenap order to perform an
exhaustive analysis per initial request

8.1.2 Functional View
Use Casé: Collection of statements of support

The architecture and dataflows are represented in the following diagram.

—  MemberState  |— — Hosting Organisation ——
1. The citizen (user) accesses the EC OCS
gm n web page to support an initiative and

o - select the option “Fill with EU Login”.
M Application SLf kg

2. The OCS redirects the user towards EU
Login module.

1
i
- o, ¢ 3. The user introduces his credentials and
é ¢ A = ; sends them back to EU Login for
r # I . .
| ' e ¥ Database et authentication.
i | Ry 4. EU Login informs the OCS of the
_{ 1EC i }_’/”,o successful authentication and the OCS
! ! e requests the user to introduce the
! ! < A missing data.

.
Ly
':/ 5. The user introduces the missing data
et and confirms the SoS.

6. OCS stores the 505 in the database.

A detailed description of the elements atitkir interaction is presented isection17.1 The OCS is
updated to support tle changed navigation, as well as with the inclusion of the EU Login
connection module.

Changes in the navigation in the OCS
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The navigation in the OCS will need some changes, such as the inclusion of a button to connect to the
EU Login system and receivihg response. These are considered minor changes.

Inclusion of the modules to connect to the EU Login system

¢tKS 9! [ 23AY Y2RdzA S a4SyYyR&a& Fy | dziKSYyGAOFrGA2Y NBJ
system, where the user authenticates via his/her [Egin account. When this module receives a
response from the EU Login system, the certificate used for signing is extracted and compared with

the stored certificate of the EU Login system. Thanks to this comparison, the sender of the response
message iserified.

The documentation for the connection, as well as the corresponding software modules are available

at DIGIT. The database does not require any change as the inclusion of the source of the data in the
database is not considered as a trustworthy eidoution to the collection process.

¢KS dzaSNRa t/ 2NJ Y20AfS RSGAOS ySSRa G2 a&adzJJi2 NI
default and is already needed in the current version of the OCS. Also the EU Login system will remain
unaltered.

UseCase2: Verification of statements of support

The business proceserification of statements of suppois the same as this process described in
4.1.2 replacinghe signed PDF documents with traditional electronic statements of support.

8.2 DATA PRIVACY OVERNIE

The main legal concern that could be raised regarding a possible connection between the OCS and

9! [23AY Aa NBIFINRAY3I LINRGIOe 2F (GKS RFEGlF ad2NBF
statement, only personal information entered manually the user or provided by the public
organisation him/her belongs to when granting access to the system is stored. By opening the
account, the user authorises the disclosure to any Commission site that is aceies&dd Login

Regarding the use ofish datathe EC will not divulge the information with two exceptions

1 The duly authorised support unit or help desk.
1 Duly authorised bodies, on a case by case basip. Ihternal Commission Security
Directorate)

Passwords are engmted and stored only in a revede form. In addition, the details about user
accounts (date and time of authentication, password changes etc.) are available only to the user and
the serviceadministrators.

In light of the inform#éion presented, EU Login presents security features thake it a suitable
solution for a potential integration with the OCS.

8.3 BUSINESS ANALYSIS

The complementing solutions aim at providing additional features to the OCS, supporting the online
submission of statements of support. Solution 5 foresees the pasgsibillinking both the EU Login
(formerly ECAS) to the ECI entry point. Users would authenticate themselves and the data stored in
their accounts would be used for pf#ling the data fields required to submit a statement of support.
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From a usability pat of view, the EU Login solution only has a minor impact on the ECI website. A
button for the use of EU Login is added on the page where the user has to enter his/her data. The
use case described in tlienctional view(see sectior8.1.2) details all the steps required to complete

the process.

The data stored in external EU Login accounts is very limited. Therefore, although the signatory will
find a usesfriendly procedure, the time devoted to complete the submission of the statement of
support will increase as he/she introduces the remaining data. Currently, external accounts only
store the full name of the user and his/her email. Internal accounts (owned by @gopfessionally
involved with the European Commission) store additional information relevant to the ECI
requirements, such as date of birth, place of birth and nationality. Consequently, regular citizens who
hold a valid external EU Login account haveirtput manually the rest of the personal data
requirements.

Given the fact that the creation of EU Login as an integrating access point for all the EU services is
relatively new, it is not yet used by a significant percentage of the EU population. Bemidies,
internal accounts have a substantial amount of data to be retrieved when supporting an initiative.
The number of accounts validated can be considered as minimal, as it is mainly restricted to EU
officials and other internal workers.

Therefore, the peatration of this complementary solution is not expected to be high, as the EU
Login account is still in an early stage of growth.

The following table provides a summarised version of the assessment of this solution regarding the
selected evaluation criteait

Ease of use * The user will have to give his/her consent for the retrieval of data.
In a few clicks, and after entering his username/password (and
possibly go through the two-step authentication) the data will be
pre-filled in the OCS.

* The user would not be required to complete the captcha before
submitting the statement of support

Quantity of data * EU Login external accounts currently store very little information
about citizens. Therefore, the user will still need to enter most to
the data fields manually

Penetration * EU Login is a fairly new service that is not currently used by a
significant part of the EU population

8.4 TECHNICAL ANALYSIS

The main benefit of this solution is the scalability and maintainability: new elDs can be integrated
without any effort, and changes in the existing elDs are transparent for this solution. Also the ease of
integration should be highlighted, and as a consatce the expected little cost/efforts. However, no
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current implementation of the OCS.
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The abovementioned information is summarised in the followingdplex

Scalability

Maintainability

Performance
& usage of resources

Security on data storage

Fraud prevention

Security on data
transmissions

Session management
Ease of integration

Maturity
Portability

Cost/Efforts

8.5 ASSESSMENT

Solution5 might be introduced as complement to the current procedure to submit statements of

There are no scalability issues for this solution. New elDs or new Member States
are irrelevant for this solution.

No maintainability issues are expected.

The CPU usage will increase in an important percentage (around 70%), but the
throughput of a modern server is sufficient to support many initiatives in
parallel. Performance tests in the STORK project have shown that a modern
server can produce and verify some 50 signatures per second, which is 4M
signatures per day.

No changes are expected.

No changes are expected.
No changes are expected.

No changes are expected.

This solution is easy to integrate. Just one module with a simple APl is to be
integrated. Examples for integration are available.

All the underlying technologies exist on the market since several years.

The solution with Java is portable with little effort.

This solution can be implemented with a low cost.
Estimations are around 3 man-months

support through the OCS. The user would be able to connect thdgih in order to retrieve the
relevant data stored in those accounts, which will fite the data fields required by the

corresponding Member States. The user interface would then be modified, including specific buttons

that allow for a connection withdth platforms.

Regarding EU Login, the following diagram presents a summary of the evaluation carried out,
focusing on business and technical criteria. Detailed information about the assessment evaluation

criteria can be found idppendixF¢ Solution 5 Prefillingdza Sddi®\ith EU Login
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Solution 5- Pre-filling with EU Login

Data Privacy
5.00 4

i

400
Security £ 0o Ease of use
¢ 200
A
1.00 -
0.00
Operational Aspects § - Quantity of Data
Integration® Penetration

As can be seen in the grapetting aside the currentirhitation due to the absence of dedicated
elDAS node at EU levehis solution obtains high scores regarding its implementation and
maintenance, given the fact that no interaction with Member State will take place and the retrieval
of the information carbe achieved at a relatively little effort and cause, providing the added value of
the two-step authentication, an enhance security feature to bypass the CAPTCHA.

On the other hand, and given the absence of relevant information in the external EU Lagjimtacc

the user will need to prédill the data requirements manually, as only the full name could be
retrieved, causing the low scores assigned to the Ease of use and Quantity of data criteria. Moreover,
EU Login is a relatively new platform, and therefood much known across the EU. However, as it
inherits the ECAS database, all these old accounts have been integrated into it. Anyway, the ECAS
accounts cover people with regular contacts with the EC, which is around 1% of the EU population
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9 SOLUTION 6: ERILLING { 9 WATA WITH FACEBOOK
9.1 DESCRIPTION
9.1.1 Introduction

This chapter analyses two complementing tools for prefilling a statement of support: Facebook. This
da2fdz2iAzy OFy 0S dz2aSR (G2 NBUNAS@PS REOF FNRY (KS
by reducing the amount of data to be filed manuatly the user and possiblgy removing the
Completely Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA).

As Facebook does not perform any check on authenticity of the data introduced by the user, there is
no way to certify the accuy of these data, and the prefilled fields of the statement of support
should remain editable. This way, the user can still bring modifications and adapt some data if
necessary. The user then fills in the data not present in the EU Login account manually.

Besides EU Login and social network integratiothjrd method of prefilling exists: most browsers
allow prefilling previously typed contents, although their implementations are slightly different:

1 Firefox remembers contents typed on the previoushited forms; when visiting the same
form again and typing the first character it automatically displays a list of previously typed
contents for the field; and so on for each field on the form.

1 Chrome allows remembering the contents typed on the previowstited form, it asks
whether or not to remember these contents; when visiting the same form again, and it
automatically fills all fields with the previously typed contents.

1 Edge must be configured in order to remember the contents of previously typeeaisnt

This prefilling, also called autcompleton improves the user experience, but has no effects on the
OCS. Consequently, this feature is not further studied in this document.

9.1.2 Functional view
Use Casé: Collection of statements of support

The architeture and dataflows of this solution are presented in the following diagram.

—  MemberState | — Hosting Organisation ——

1. The citizen (user) accesses the EC OCS
web page to support an initiative and
select the option “Fill with Facebook”.

_______ i -_-’ Application gEEE 2. The OCS redirects the user towards
E R Facebook login module.
Cd
1 e
T

1

1

: P ¢ 3. The user introduces his credentials and
sends them back to Facebook for

authentication.

° A
rd -
° , Database
/’ /’ 4. Facebook informs the OCS of the

1 1
P

_{ Fat:ebcilok }_/ ”,o successful authentication and the OCS
L

’
”~ requests the user to introduce the
" A missing data.

! A
"’/ 5. The user introduces the missing data
Flgniin.: pd and confirms the SoS.

6. OCS stores the SoS in the database

Figure25: Architecture and dataflows folFacebook
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A detailed description of the elements atitkir interaction is presented isection18.1.1
Use Cas@: Verification of statements of support

The business procesgrification of statements of suppois the same as this process described in
4.1.2 replacing the signed PDF documents with traditional electronic statements of support.

9.2 DATA PRIVACY OVERVNIE

The main legal issue to be assessed when attemptiregstablish a connection between the OCS and

EU Facebook is regarding privacy of the data stored in Facebook accounts, and the information that
Facebook might store when a user accesses a Facebook service (like and share buttons, Log in,
sessiortracking,etc.).

Il OO2NRAY3 G2 ClFOSo6221Qa LINAGIOe | ANBSYSyi> o0& 2
to store such data. Nevertheless, the user can choski&Eh personainformation he is willingto
disclose and to modify sugarametersat any moment ofime.

In case Facebook services are incorporated into the, @8@&n any user accesses themg(lin with
Facebook, or share the content of an initiative) Facebook also stores information regarding the use of
such services, and the website or applicatioattlhuises those services. Facebook can, in virtue of
agreements subscribe with them, share that information with vendors, services providers and other
partners who support their business. It is inferred that such agreements are based on confidentiality
obligations that both parties oblige to.

Moreover, in its data policy, Facebook states that the information collected within the European
902y2YAO ! NBI 6499!'£¢0 YIFeé o06S UGNXYyaFSNNBR (2 02
standard contract clausds LILINE SR o0& (GKS 9dzNBLISIY [/ 2YYAaaAzy |
legitimise data transfers from the EEA to the United States and other coufitries

Thismay posea concern regarding what specific information would Facebook have access to, and
where thiswould be stored, regarding citizens and also organisers of any given initiative.

9.3 BUSINESS ANALYSIS

With, more than 1.86 billion users worldwitfe Facebook is one of the most widely used social
networks. It had 247,070,000 users in the EU in June 2016isamskd by a wide variety of citizens
from all ages.

The process for retrieving the data is very simple, as the user only has to authorise the retrieval of
information from his/her Facebook profile. Once this step is completed, the data fields will be
prefilled with the information stored in the Facebook account. The user will have to complete and
correct this information in order to comply with the data requirements established by each Member
State.

Since the user interface is not impacted by importarddifications (only a button to connect with
Facebook will be added), and the data will be easily retrieved, this solution will certainly reduce the
complexity of the current procedure and the time devoted to finalise it.

% https://www.facebook.com/policy.php
3 http://www.internetworldstats.com/stats9.htm
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As of today, Facebook users canretdhe following personal data fields relevant for the ECI
requirements:

 Name

9 Surname

1 Date of birth
1 Address

Taking into consideration these pieces of data and putting them in contrast with the different
personal data currently required by each Member 8tafas stated in Annex Il of the Regulation),
the results are diverse, depending on the Member State. The following table shows a comparison
between the personal data requirements and the data stored in Facebook accounts.
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This comparison table shows that, for som@untries, the amount of data to be added is minimal
whereas for others that quantity is higher.

For instance, citizens from Finland will only need to type in their nationality, as the rest of the data
required by those countries could be retrieved framK S & A3y 62 NBE QA& CIl O0So22]
citizens from countries that require additional data such as Identification humber (Austria, France,

Spain, Sweden, etc.), place or birth (e.g. Belgium, Denmark, Estonia or Slovakia), name at birth
(Latvia, the S O KSNI F yYRaA YR {f20SYyAlL 0 2N FlFOIKSNDRDa yI YS
additional of data in order to complete the submission.

When analysing the data that will be covered by the information stored in Facebook profiles, it is
important to note tha all the data stored in Facebook is optional. As a result, the data to be inserted
will ultimately depend on what amount of data each citizen has stored in his/her Facebook account.
In cases the information is not accurate, the user has to correct #ldsfinot properly filled,
increasing the final amount of data to be inserted.

When analysing the Facebook complement for the OCS, the penetration rate seems more promising.
According to Eurostat, 52% of the EU population aged from 16 to 74 was engabedisetof social
networks in 201&. Specifically, Facebook has penetration rate of 3§°5@Europe, meaning that

over 307 million people have a Facebook accBuritherefore, implementing a solution that links
Facebook, as the main representative of sociatworks, to the OCS has a significant effect on
penetration and will become an excellent tool to campaign for an initiative and raise awareness of
the ECI tool in general.

In light of the information presented, an overview of the assessment carried egdrding this
solution is presented below:

Ease of use A Oncethe userauthorisedthe retrievingof his personalinformation
from his Facebook account, the statement of support is
automatically prefilled. Then, the user just need to correct and
completethe missingdata to complywith the data requirements
of eachMember State

Quantity of data A The quantity of data to be input by the user dependson each
Member State requirements The relevant data available on
Faceboolkare: Name,Surname Dateof birth and Address

Penetration A Facebookasa penetrationrate of 39.5% in Europe meaningthat
over 307 million peoplehavea Facebookaccount

% http://ec.europa.eu/eurostat/tgm/table.do?tab=table&init=1&language=en&pcode=60t@7&plugin=1
% http://lwww.internetworldstats.com/facebook.htm
% https://zephoria.com/top-15-valuablefacebookstatistics/
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9.4 TECHNICAL ANALYSIS

The main benefit of this solution is the scalability and maintainability: new elDs can be integrated
without any dfort, and changes in the existing elDs are transparent for this solution. Also the ease of
integration should be highlighted, and as a consequence the expected little cost/efforts. However, no
significant increase of the security can be expected, as h& INDa RFGF & 2dzad | &
current implementation of the OCS.

The abovamentioned information is summarised in the following table:

Paged0of 210











































































































































































































































































































































































