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EXECUTIVE SUMMARY 

Lƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƛǘƛȊŜƴΩǎ LƴƛǘƛŀǘƛǾŜΣ everis received the mandate to explore the use of 

9ƭŜŎǘǊƻƴƛŎ LŘŜƴǘƛŦƛŎŀǘƛƻƴ όŜL5ύ ŦƻǊ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƛǘƛȊŜƴΩǎ LƴƛǘƛŀǘƛǾŜΦ CƻǊ ǎǳŎƘ ǇǳǊǇƻǎŜΣ ŀ ǘƘƻǊƻǳƎƘ 

research on the existing solutions and previous studies has been carried out, and Member States 

were consulted through questionnaires. Departing from the ground work presented in the 

Assessment of ICT impacts of the Regulation (EU) No 211/2011 of the European Parliament and of 

ǘƘŜ /ƻǳƴŎƛƭ ƻŦ мс CŜōǊǳŀǊȅ нлмм ƻƴ ǘƘŜ ŎƛǘƛȊŜƴǎΩ ƛƴƛǘƛŀǘƛǾŜ ǎǘǳŘȅ ǇǳōƭƛǎƘŜŘ ƛƴ нлмр1, everis identified 

several suitable solutions that can be divided into three main categories: 

¶ Solutions considering the use of electronic signatures: 

o Solution 1 foresees the submission of statements of support through an 

electronically signed PDF that the user uploads to the Online Collection System 

(OCS). 

o Solution 2 comprises a direct integration of e-signature solutions into the OCS, 

allowing citizens to sign statements of support online. 

¶ Solutions based on electronic identification: 

o Solution 3 provides a direct integration of national eID into the OCS in order to allow 

citizens to authenticate themselves and support initiatives online. 

o Solution 4 also provides an integration of eID through the eIDAS framework. 

¶ Complementary solutions, aiming at easing the submission process and attracting more users 

to the ECI tool: 

o Solution 5 could allow EU Login users (formerly ECAS) to pre-fill the data fields with 

the data stored in their accounts. 

o Solution 6 foresees a connection with a social network, namely Facebook, by which 

users would pre-fill the data requirements. 

From a legal point of view, several changes, both to the ECI and to the Implementing Regulation, are 

necessary for the implementation of the different solutions. Those changes are summarised in the 

following table. More information can be found in the legal analysis of the respective solutions. 

Solution 

Change Required 

Description ECI 
Regulation 

Implementing 
Regulation 

1 (Yes) Yes 
Annex III 
Re-wording of Article 5.2 is advisable but not mandatory 

2 Yes Yes 
Article 8 and Annex III 
Re-wording of Article 5.2 is advisable but not mandatory 

3 Yes Yes Articles 5 & 8 and Annex III 

4 Yes Yes Articles 5 & 8 and Annex III 

5 No No n/a 

6 No No n/a 

Table 1: Summary of the changes required to ECI and Implementing Regulation 

                                                           
1
 European Commission (2015) Assessment of ICT impacts of the Regulation (EU) No 211/2011 of the European Parliament 

ŀƴŘ ƻŦ ǘƘŜ /ƻǳƴŎƛƭ ƻŦ мс CŜōǊǳŀǊȅ нлмм ƻƴ ǘƘŜ ŎƛǘƛȊŜƴǎΩ ƛƴƛǘƛŀǘƛǾŜΦ  
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SOLUTION 1: PDF document 

Solution 1 considers the use of a PDF document that citizens could download from the OCS, sign 

electronically in their local computer or device, and upload back to the system. The OCS would store 

the signed statements of support that would be sent for verification once the collection phase comes 

to an end. The ECI Regulation already foresees the possibility of using an electronic signature for 

supporting an initiative. Therefore, only Annexes III and V should be modified to include a more 

specific mention to the use of such method to submit a statement of support. Moreover, a re-

wording of Article 5, updating the reference to the use of advanced electronic signature to qualified 

electronic signature is advisable. 

The main advantage of this solution relies on the expected smooth implementation, as this solution 

does not require major changes in the OCS, and no direct connection with e-signature access points 

from Member States are needed. Furthermore, verifying authorities are proposed to check the 

validity of the certificate only when the statement of support is submitted, simplifying their current 

tasks. According to the information provided by Member States, e-signature seems to be at a 

suitable maturity level for interface with the OCS. 

On the other hand, the main drawback of this solution is that it might negatively impact the user 

experience, as it requires additional steps to be completed. 

SOLUTION 2: Integration of e-signature 

In contrast with the previous alternative, this solution could allow users to access the system and use 

their e-signature online in the OCS. The Digital Signature Services (DSS) provided under eSignature 

CEF Building Block is used to establish a connection with the corresponding Member StateΩǎ e-

signature services, allowing users to authenticate themselves and retrieve data form their 

certificates. Such data shall be stored with an indicator that accounts for validated information, 

which would, in theory, not require further verification from the competent authorities. If this 

implementation path is finally not agreed on, another alternative would be to store the certificates 

and send them for validation at the end of the collection phase. 

Contrary to solution 1, this solution provides, as main advantages, to allow for an automatic 

validation of the statement of support, and to create a smooth and fast procedure for users to 

support an initiative. These changes in the system would require a specific modification of Article 8, 

as a new procedure for the validation needs to be established. Consequently, the data requirements 

of Annex III might be also modified. In addition, a similar change in Article 5 of the Regulation than in 

solution 1 (specific mention to qualified certificates) is advisable. 

This solution presents the advantages of allowing the online validation of the e-signature and of 

limiting the implementation costs, as it reuses an IT solution that hides the complexity of the 

interactions with the national e-signature solution.  

As solution 1 and 2 can easily be compared, the table hereunder provides an overview of the results 

based on a set of the identified evaluation criteria. 
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Table 2: Comparison of solutions 1 and 2 

SOLUTION 3: Direct integration with national eID 

This solution is based on the use of eID in order to establish a connection with the eID access points 

of the different Member States, by which users could authenticate themselves and support the 

selected initiative. Similarly to solutions 2 and 4, a first option would consist in storing the data with 

an indicator that accounts for the statements of support submitted via eID. Given the fact that the 

ǳǎŜǊΩǎ Řŀǘŀ ǿƻǳƭŘ ōŜ ŎƻƳƛƴƎ ŦǊƻƳ ŀ ǘǊǳǎǘǿƻǊǘƘȅ ǎƻǳǊŎŜΣ ƴƻ ŀŘŘƛǘƛƻƴŀƭ ǾŀƭƛŘŀǘƛƻƴ would need to be 

performed. The Regulation might need to be adapted to provide a sound legal ground when 

implementing this solution. A specific reference to the use of eID might need to be included in Article 

5. Besides, Article 8 may need to be modified as well, to account for a new procedure to validate the 

statements of support when they are submitted. Annex III should also be modified accordingly. 

The fact that citizens could go through a fast and user-friendly process and that statements of 

support would be validated on the spot when users authenticate themselves are the main added 

values of this solution. 

However, the complex technical implementation of this solution is seen as one of the main 

drawbacks and is the main reason for the creation of eIDAS in the first place. Indeed, at least one 

specific module per Member State needs to be integrated into the OCS. In addition, at the moment 

of writing this report, not all Member States have implemented compatible eID schemes, although 

according to the responses received, in many cases, eID is issued to a majority of the adult 

population in countries where it is implemented. 

SOLUTION 4: Integration with eIDAS 

Solution 4 is similar to the previous one, as it is also based on eID, although the connection between 

the OCS and the Member States would be established through the eIDAS network. Given the 

similarity of both eID solutions, the required legal changes are equivalent. However, in this case, a 

specific mention to the use of the eIDAS network is advisable. It is important to mention that 

solutions 3 and 4 are not exclusive, as the integration through eIDAS could be activated for the 

Member States whose eIDAS node is ready, while direct integration with national eIDs could be 

Evaluation Criteria Solution 1 Solution2

ECI Regulation
Solution 2 requires an amendmentof Article 8 and a modification of
Annex III while no change in the regulation is necessaryfor the
implementationof solution1.

eIDASRegulation Bothsolutionscomplywith the eIDASRegulation

Member States' 
responses

Thecomparisonof the responsesis not relevantasthe questionsfocused
on different aspectsof eachsolution.

Ease of use
Comparedto solution 1, the data retrieved from e-signatureis trustful
and the validationtaskis therefore easier. Moreover, the processfor the
citizensissmoothanduser-friendly.

Quantity of data

By implementingsolution 2, the quantity of data to be inserted by the
user is reducedto zero and the number of statementsof support to be
validatedby verificationauthorities is reducedwhile for solution 1, they
still needto verify the identity of signatories.

Penetration

Only50% of the Member Statesconsultedcanassurethat eSignatureis
issuedto the majority of adult population. However,for both solutions,
the data is retrieved from trustworthy sources, easing the task of
verificationauthorities

Operational aspects Thetwo solutionaremainlysimilarregardingoperationalaspects

Security Thetwo solutionsaremainlysimilarregardingsecurity

Integration Solution2 ismore complexto integratethan solution1
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implemented temporarily for the other countries, while they achieve a successful implementation of 

their eIDAS node. 

This solution would also bring an added value regarding user-friendliness of the OCS and on-the-spot 

validation. Furthermore, given the eIDAS architecture, implementation efforts would be much lower 

than in solution 3, as it requires an integration with a single eIDAS node in order to interact with any 

national eID scheme already available through eIDAS. 

Although this solution is very promising, it should be noted that the eIDAS network is still under 

implementation in most Member States. At the moment of writing this report, only three eID 

schemes (Germany, Austria and the Netherlands) have interconnected their nodes, and Spain is the 

only country that has successfully completed the EC acceptance tests. 

As solution 3 and 4 can be easily compared, the table hereunder provides an overview of the results 

based on a set of the identified evaluation criteria. 

 

Table 3: Comparison of solutions 3 and 4 

COMPLEMENTARY SOLUTIONS 

The scope under which solutions 5 and 6 might operate is different than the previous ones, as they 

are to be used as complements for the online collection of statements of support. Both Facebook 

and EU Login could provide a source to pre-fill the data fields, easing the process from a user 

perspective. In addition, both platforms offer the possibility to remove the CAPTCHA functionality. 

Regarding the pre-filling of the data, both solutions provide divergent outcomes. EU Login is a 

relatively new platform, not widely spread across the EU. Besides, the data stored in the external 

ŀŎŎƻǳƴǘǎ ƛǎ ǊŜŘǳŎŜŘ ǘƻ ǘƘŜ ǳǎŜǊΩǎ Ŧǳƭƭ ƴŀƳŜ ŀƴŘ his/her email, limiting its added value as users might 

Evaluation Criteria Solution 3 Solution4

ECI Regulation
In addition to the changesnecessaryfor both solutions,solution
4 alsorequiresa specificmentionto the eIDASRegulation.

eIDASRegulation n/a
This criterion is not applicable for solution 3. The
implementation of solution 4 falls within the scope and is
compliantwith the eIDASRegulation.

Member States' 
responses

Thecomparisonof the responsesis not relevantasthe questions
focusedon different aspectsof eachsolution.

Ease of use
Regardingthe easeof use,the direct integration of eIDand the
integrationwith the eIDASframeworkaresimilar.

Quantity of data Thequantity of dataiscomparablefor both solutions.

Penetration
Thepenetrationlevelof both solutionsis similar. However,some
eIDASnodes are still in preproduction phaseand will be fully
operationalby 2018.

Operational aspects
While the scalabilityandmaintainabilityof solution4 shouldnot
causeany problem, a lot of changesand effort are required
regardingsolution3.

Security

For solution 4, the attribute of the SAMLresponse"InReplyTo"
must have the samevalue as the ID of the request. Thisis the
only slight difference between solutions 3 and 4 regarding
security.

Integration

The integration of solution 3 is more complexthan solution 4.
Regardingthe maturity, solution 3 is more advancedthan the
eIDASframework integration. In addition, even though the two
solutionsare similar from a portability point of view, solution 3
requiresmorecostsandefforts to be implemented.
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still have to enter the rest of the data manually. Moreover, due to the lack of a dedicated EU eIDAS 

node, severe limitations in its integration possibilities with OCS provided by third party prevent a 

wider use of this solution. 

In contrast, Facebook is the most used social network, with a high degree of penetration in the EU. 

Although the data stored in Facebook accounts is not sufficient to cover the data requirements 

established in Annex III of the Regulation, implementing a connection with this social network could 

potentially expand the reach of the ECI tool, attracting a wider number of citizens and creating an 

additional campaigning platform for organisers. On the other hand, it should be noted that, 

ŀŎŎƻǊŘƛƴƎ ǘƻ CŀŎŜōƻƻƪΩǎ ǇǊƛǾŀŎȅ ǇƻƭƛŎȅΣ ǿƘŜƴ ǳǎŜǊǎ ƛƴǘŜǊŀŎǘ ǿƛǘƘ ǘƘƛǊŘ ǇŀǊǘƛŜǎ ǘƘŀǘ ǳǎŜǎ CŀŎŜōƻƻƪΩǎ 

services (Log in, share, like, etc.), Facebook stores information about the usage of such services. 

The table hereunder provides a comparison of these two similar solutions. 

 

Table 4: Comparison of solutions 5 and 6 

 



Final Assessment Report 

Page 15 of 210 
 

1 INTRODUCTION 

1.1 EUROPEAN CL¢L½9b{Ω INITIATIVE 

The European Citizens' Initiative (ECI) is one of the major innovations introduced by the Lisbon 

Treaty2 and aims at involving citizens more closely in agenda-setting at EU level. The rules and 

procedures concerning the European citizens' initiative are set out in Regulation (EU) No 211/2011 

(the ECI Regulation, hereinafter: the Regulation) 3, which was adopted by the European Parliament 

and the Council in February 2011 and entered into effect on 1 April 2012.  

As described in the Regulation, the whole ECI process comprises seven steps (see Figure 1), namely4: 

 

Figure 1: The ECI process 

1. tǊŜǇŀǊŀǘƛƻƴ ŀƴŘ {ŜǘǘƛƴƎ ǳǇ ƻŦ ǘƘŜ ŎƛǘƛȊŜƴǎΩ /ƻƳƳƛǘǘŜŜΦ In order to launch an ECI, organisers 

have to create a committee of at least seven citizens, who are residents of at least seven 

different Member States, of the age to be entitled to vote in the elections of the European 

Parliament (Article 3). 

2. Registration of the proposed initiative. Before launching the collection of the statements of 

support from signatories, the organisers have to register the proposed initiative with the 

Commission, providing the information as required in Annex II of the Regulation (Article 4). 

3. Certification of the Online Collection System. Organisers have to set up an Online Collection 

System that fully complies with the security and technical requirements set out in Article 6(4) 

of the Regulation on the citizens' initiative as well as with the Technical Specifications set out 

in Commission Implementing Regulation (EU) No 1179/2011. Once it is done, they should 

request the competent national authority where the data will be stored to certify the OCS. 

The authority has one month to verify if the specifications and requirements are satisfied. 

Once the system has been certified, the organisers receive a certificate. 

                                                           
2
 Article 11(4) of the Treaty on European Union and Article 24 of the Treaty on the Functioning of the European Union, 

which pertains to Union Citizenship 
3
  Regulation (EU) No 211/2011 of the European Parliament and of the Council of 16 February 2011 on the citizens' initiative 

(OJ L 65/1, 11.03.2011) 
4
 http://ec.europa.eu/citizens-initiative/public/how-it-works 
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4. Collection of statements of support. Once the initiative has been approved by the EC, the 

organisers can start collecting the statements of support, both on paper and online. In order 

to be successful, the initiative has to reach (1) the threshold of a total of one million valid 

statements of support, (2) the national threshold for each Member States in at least (3) a 

minimum of one quarter of the Member States needed. This phase of the process is the main 

focus of the study, with the verification of statements of support (Article 7). 

5. Verification of statements of support. Once the collection phase has been completed and the 

one million threshold has been reached, organisers need to send the collected statements of 

support to the competent national authorities for verification and certification (Article 8). 

6. Submission of the initiative to the Commission. After verification of the signatures, and given 

that the number of statements of support is still compliant with the Regulation, organisers 

can submit their initiative to the European Commission for evaluation. Within three months, 

the Commission is required to examine it and provide its legal and political conclusions on 

the initiative, including the action it intends to take (or the reasons for not taking action). 

7. Examination, Public Hearing and the Answer from European Commission. Within three 

months, following Article 10, the organisers meet the Commission representatives to explain 

the details of the initiative they launched. They also have the opportunity, following Article 

11, to present their initiative during a public hearing at the European Parliament. Finally, the 

European Commission answers by adopting a formal response detailing the actions it will 

propose and, if any, the reasons for doing or not doing so.  

This study focuses on phases 4 & 5 of the ECI process, and only in the context of the online 

collection process. 

1.2 OBJECTIVES AND SCOPE 

In the five years of applying the Regulation, various ideas and studies have been expressed for 

improvement of the existing situation, in particular the report COM(2015) 145 on the application of 

the ECI Regulation5. Furthermore, building on the results of the study on ICT Impacts6, and more 

specifically recommendation N° 6: Solutions to facilitate data entry and validation should be 

investigated, this study aims at assessing the potential use of eID in the context of ECI ς simplifying 

the online collection of statements of support and making it more efficient and user-friendly. 

Recent progress in the field of eIdentification could provide new technical possibilities in the process 

of the ECI. A substantial step towards a European-wide use of eID has been achieved since the eIDAS 

Regulation (Regulation (EU) No 910/2014 adopted on 23 July 2014). According to the Regulation, 

electronic identification and trust services for electronic transactions in the internal market must be 

recognised by all Member States. Accordingly, by 29 September 29 20187, all Member States have to 

                                                           
5
 European Commission, report from the European Commission to the European Parliament and the Council, Report on the 

application of Regulation (EU) No 211/2011 on the citizens' initiative, COM(2015) 145 final 
6
 European Commission (2015) Assessment of ICT impacts of the Regulation (EU) No 211/2011 of the European Parliament 

ŀƴŘ ƻŦ ǘƘŜ /ƻǳƴŎƛƭ ƻŦ мс CŜōǊǳŀǊȅ нлмм ƻƴ ǘƘŜ ŎƛǘƛȊŜƴǎΩ ƛƴƛǘƛŀǘƛǾŜ 
7
 The eIDAS Regulation creates a European internal market for eTS - namely electronic signature, electronic seal, time 

stamp, electronic delivery service and website authentication - by ensuring that they will work across borders and have the 

same legal status as traditional paper based procedures. Only by providing certainty on the legal validity of all these 

services will businesses and citizens use the digital interactions as their natural way of interaction. 
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recognise any notified eID from any other Member State in all their eGovernment applications 

accepting their national eIDs.  

The Online Collection System (OCS) is the part of the ECI process where the use of eID can have the 

greatest impact as it provides a secure and reliable stream of data that could ease the task of 

organisers and verifying authorities. It can improve the user experience for citizens by having a major 

impact on the simplification of the process of supporting an initiative. Besides, the use of eID in the 

ECI might generate various advantages, such as increased chances for validation or simplified 

(eliminated) verification process of statements of support. For this reason, the use of the eID to 

support an ECI should be taken into consideration and properly assessed. 

Thus, the main objectives of the study are as follows: 

1. Assess the legal, business and technical feasibility of using electronic identification to support 

an ECI (various scenarios and combinations of possible revisions of Annex III of the ECI 

Regulation and/or Commission Implementing Regulation (EU) No 1179/2011 are taken into 

account); 

2. Assess several implementation options, in particular direct integration with national eID 

schemes and the use of the eIDAS framework; 

3. Evaluate other options, such as electronic signature, EU Login, and integration with social 

networks; 

4. Implement Proofs of Concept (POCs) demonstrating the technical feasibility of the solutions 

analysed in the study. 

The analysis of each eID solution in the study covers three layers as depicted in Figure 2:  the legal 

and business analysis (1) provide the basis for the elaboration of the solutions. In parallel, the 

technical analysis (2) is performed to assess the technical feasibility and later develop the technical 

specifications leading to the implementation of the PoCs (3).  

 

Figure 2: The three layers of the analysis 

In order to assess the potential use of eID, the following aspects have also been analysed: 

1. The challenges in the online collection process and systems for the ECI, 

2. The benefits from the use of eID solutions. 
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As identified in the objectives, the study covers the analysis of six different solutions: 

¶ Solution 1 ς Electronically signed PDF: applying electronic signature on a statement of 

support in PDF format before uploading the document back into the OCS; 

¶ Solution 2 ς Integration of e-signature: using online electronic signature to sign a statement 

of support and perform the immediate validation of the signature; 

¶ Solution 3 ς Direct integration of eID: direct connection between the OCS and the national 

eIDs ǎȅǎǘŜƳǎ ƛƴ ƻǊŘŜǊ ǘƻ ǾŀƭƛŘŀǘŜ ǘƘŜ ǳǎŜǊΩǎ ƛdentity online;  

¶ Solution 4 ςIntegration with the eIDAS framework: indirect integration of eID via a 

ŎƻƴƴŜŎǘƛƻƴ ǘƘǊƻǳƎƘ ǘƘŜ ŜL5!{ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴ ƻǊŘŜǊ ǘƻ ǾŀƭƛŘŀǘŜ ǘƘŜ ǳǎŜǊΩǎ ƛŘŜƴǘƛǘȅ ƻƴƭƛƴŜΤ 

¶ Solution 5 ς Pre-filling with EU Login: pǊŜŦƛƭƭƛƴƎ ǳǎŜǊΩǎ Řŀǘŀ in the statement of support by 

ǊŜǘǊƛŜǾƛƴƎ Řŀǘŀ ŦǊƻƳ ǘƘŜ ǳǎŜǊΩǎ 9¦ [ƻƎƛƴ ŀŎŎƻǳƴǘΤ 

¶ Solution 6 ς Pre-filling with Facebook: pǊŜŦƛƭƭƛƴƎ ǳǎŜǊΩǎ Řŀǘŀ ƛƴ ǘƘŜ ǎǘŀǘŜƳŜƴǘ ƻŦ ǎǳǇǇƻǊǘ ōȅ 

ǊŜǘǊƛŜǾƛƴƎ Řŀǘŀ ŦǊƻƳ ǘƘŜ ǳǎŜǊΩǎ CŀŎŜōƻƻƪ ŀŎŎƻǳƴǘΦ  

 

Figure 3: Breakdown of solution analysis 

Correspondingly, each solution analysis breaks down as follows: 

¶ First, a short description of the solution is provided.  

¶ Then, the main findings of the legal, business and technical feasibility analysis are 

summarised.  

¶ Finally, the final assessment of the solution, according to the evaluation criteria, is provided.  

¶ In addition, as all solutions come two by two, a comparison of the pros and cons of both 

alternatives is made every two chapters. 
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1.3 STRUCTURE OF THE STUDY 

The sequence of activities of the study is portrayed in Figure 4. 

 

 

Figure 4: Sequence of the processes 

Consequently, to achieve the general and specific objectives, everis structured the study as follows: 

¶ Chapter 2 states everis approach to achieve the general and specific objectives following the 

three layers structure (Figure 4) and presents the methodology used throughout the study; 

¶ Chapter 3 goes through three main components identified for this study: OCS, eID and eIDAS; 

¶ Chapter 4 assesses solution 1: Electronically signed PDF document; 

¶ Chapter 7 assesses solution 2: Integration of e-signature; 

¶ Chapter 5 assesses solution 3: Direct integration of eID; 

¶ Chapter 6 assesses solution 4: Integration with the eIDAS framework; 

¶ Chapter 8 assesses solution 5: EU-Login as a pre-filling option; 

¶ Chapter 9 assesses solution 6: Facebook as a pre-filling option; 

¶ Chapter 10 provides the key conclusions drawn by everis, based on the key findings from the 

six solutions; 

¶ Chapter 11 lists all the references used in this report; and 

¶ Chapters 12 to 20 provide the support material and supplementary information as 

appendixes. 
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2 APPROACH AND METHODOLOGY 

2.1 APPROACH 

everis approach to achieve the objective is portrayed in Figure 5:  

 

Figure 5: Approach 

The identification of the methodology (see more detailed description in the following section) has 

been strongly influenced by the multifaceted analysis, covering legal, business and technical aspects 

of the ǎŜƭŜŎǘŜŘ ǎƻƭǳǘƛƻƴǎΩ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴΦ .ŀǎŜŘ ƻƴ ŘŜǎƪ ǊŜǎŜŀǊŎƘΣ ŜǾŜǊƛǎ ǇǊŜǇŀǊŜŘ the 

questionnaire that, covering the main questions for the solutions implementation, has served as a 

ƎǳƛŘƛƴƎ ŎƘŜŎƪƭƛǎǘ ŦƻǊ ǘƘŜ ǎǘǳŘȅ ŀƴŘ ŜǾŜǊƛǎΩ Ŏƻƴǎǳƭǘŀǘƛƻƴǎ at the EU Member StatesΩ level.  

The ECI Expert Group, established under Article 15 of the Regulation in conjunction with Article 6(3), 

has served as a platform for Member States and EC discussions on the ECI instrument, covering 

various aspects of the ECI and a number of areas for improvement. Selected questions from the 

questionnaire and the study itself have been presented during the meeting with the ECI Expert 
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Group on 22 November 2016. A consolidated version of the questionnaire was prepared following 

the comments made in the workshop and later shared with the ECI Expert Group. In parallel, given 

the highly technical content of several of the questions, the same questionnaire was shared with the 

eIDAS technical experts group to collect valuable information about the status of the technical 

solutions at Member States level. In the meantime, everis continued with desk research, interviews 

as well as legal, business and technical analysis. 

The first phase consists in data collection, based on various desk research techniques, to identify the 

different eID solutions. In the second phase, the evaluation criteria are then guiding the analysis of 

the five identified eID solutions. Based on the analysis, the solutions are evaluated and conclusions 

and recommendations are drawn. Finally, based on those three phases, Proofs of Concept are 

developed and implemented.  

 
Figure 6: Components of the study 

In order to assess the feasibility of using electronic identification to support an ECI, the study consists 

of six main elements. As defined previously, each solution is presented from legal, business and 

technical points of view, and its assessment is provided with an evaluation matrix criteria and a 

SWOT analysis. Additionally, this assessment is based on a comparative analysis with the AS-IS 

situation. Each solution assessment is followed by its technical prototype. Finally, the conclusions 

ǇǊƻǾƛŘŜ ŎƻƳǇŀǊŀǘƛǾŜ ŀƴŀƭȅǎƛǎ ōŀǎŜŘ ƻƴ ƛŘŜƴǘƛŦƛŜŘ ǎƻƭǳǘƛƻƴǎΩ ōŜƴŜŦƛǘǎΣ ŎƻƴǎǘǊŀƛƴǘǎ ŀƴŘ ŜǾŀƭǳŀǘƛƻƴ 

matrix. 

 

Legal analysis:  

The legal analysis includes, for every solution, the legal assessment and an insight to Member StatesΩ 

legislation relevant in each case. In addition, where relevant, the existing eID/e-signature laws and 

eIDAS regulation are analysed. 

In respect to the Regulation, the particular emphasis is given to the online collection of statements of 

support (Articles 5 and 6), the verification and certification of the statements of support (Article 8) 

and the protection of personal data and liability for organisers of citizens' initiatives (Articles 12 and 

13). Where applicable, the eIDAS Regulation analysis covers the scope of application, the mutual 

recognition of eIDs and the e-signature standards. 

Methods applied: desk research, legal analysis, analytical method, micro analysis of a legal rule, case 

analysis, qualitative analysis, survey (questionnaire), and interviews. 
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Business analysis: 

The business analysis sections provide the functional view of each solution in both phases of ECI: the 

collection and the verification of statements of support. It elaborates on the ease of use, the quantity 

of data (input), and the exploration of the penetration of the solution and existing awareness. 

Methods applied: desk research, analytical method, document analysis, qualitative analysis, use case, 

workshop, interviews and survey (questionnaire). 

 

Technical analysis:  

The technical analysis is two-fold. First, the quality of the eIDs and/or e-signatures are analysed in 

regards to the data available in them and its compatibility with the ECI requirements. Second, each 

solution is explored based on seven selected evaluation criteria, namely: ease of integration, 

scalability, maintainability, performance, security (data storage, fraud prevention, data transmission 

and session management), and costs/efforts. 

As each solution might have different implementation alternatives, some involving different 

architectures, others implying different scopes or procedures, all these alternatives are identified and 

analysed along the study. 

Methods applied: desk research, document analysis, interviews and survey (questionnaire), 

qualitative analysis, analytical method 

 

Evaluation: 

Each solution is assessed based on two different techniques: evaluation matrix and SWOT analysis. 

Methods applied: Evaluation matrix criteria, SWOT, analytical method, comparative analysis 

 

Proofs of Concept (Disclaimer: not published with the study report)/Technical integration: 

In order to validate the analysis, Proofs of Concept are developed. For the selected solutions, the 

required software is integrated into the OCS and tested with a set of national eIDs. The purpose is to 

detect any problem not foreseen in the analysis. As a consequence, the quality of the documentation 

ŀƴŘ ŘŜǾŜƭƻǇŜŘ ŎƻŘŜ Ƴŀȅ ƴƻǘ ƳŜŜǘ άǇǊƻŘǳŎǘƛƻƴ ǊƛǇŜέ ǎǘŀƴŘŀǊŘǎ 

 

Evaluation/Final conclusions: 

Two by two, the solutions are evaluated and compared, covering the main aspects of the SWOT 

analysis and the evaluation matrix. The final conclusions and recommendations are drawn for the 

possible future eID integration into the ECI. 

Methods applied: comparative analysis, analytical method, evaluation matrix 
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2.2 METHODS AND TECHNIQUES 

To carry out this study, gather information and conduct a qualitative analysis of the different eID 

solutions to support an ECI, the following methods are used: 

¶ Interviews: Qualitative and in-depth interviews were conducted with key stakeholders to 

collect additional data and information, also as a follow-up of questionnaires.  

¶ Workshop(s): The main objective of the workshops is to facilitate knowledge, information 

and insights sharing. The ECI Expert Group Meeting8 offered the possibility to meet most of 

the representatives of the Member States and to start the discussion on the implementation 

of eID solutions for the ECI. The following ECI Expert Group Meeting might facilitate the 

forum for the discussion of the results of this study. 

¶ Questionnaire: A pre-filled questionnaire, summarising the data collected and indicating 

missing information, has been shared with Member StatesΩ representatives. This 

questionnaire brings an important contribution to the study as the answers received from 

the Member States are used to develop and complete the analysis.  

¶ Document analysis: The identification of relevant sources (literature review: previous 

studies, reports, legislations, general papers, articles etc.) regarding the ECI and eID is the 

main output of desk research. During this phase, documents, including legal, were analysed 

to gather data and information related to the study. 

¶ Use case: The use cases are used to illustrate the user requirements by describing sequences 

of interactions between the user and the ECI platform. It captures the visible functions in 

ǇŀǊŀƭƭŜƭ ǿƛǘƘ ǘƘŜ ǳǎŜǊΩǎ ŀŎǘƛƻƴǎ ǊŜƭŜǾŀƴǘ ǘƻ ƘƛǎκƘŜǊ ƎƻŀƭΦ ¢ƻ ŜŀǎŜ ǘƘŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ǘƘŜ 

impact of each proposed solution on the user interface, use cases systematically describe in 

details the steps and procedures the user will follow.  

¶ Benchmarking: The evaluation of each eIdentification solution is structured along three main 

domains: legal, business and technical. In order to evaluate the success of each solution 

against every domain, a set of evaluation criteria is developed. Each criterion addresses a 

specific element that needs to be considered during the analysis. The benchmarking analyses 

the various proposed solutions, as well as the already existing one, based on two methods: 

Matrix technology and SWOT analysis.  

Evaluation Matrix 

To develop the Evaluation Matrix for each eID solution, 

the following steps are followed:  

1. Based on the three domains, a list of evaluation 

criteria, determining the success of the solution, is 

constructed.  

2. A score is assigned to every evaluation criterion. A 

weakness is represented by a low score (1 or 2) 

while advantages are represented by a high score (4 or 5). A TO BE situation similar to 

the AS IS situation will usually get a median score of 3. 

                                                           
8
 ECI Expert Group Meeting ς 22 November 2016 

Figure 7: Evaluation Matrix 
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3. By summing the scores of all the criteria, the total resulting score of the solution is 

obtained.  

The score of each evaluation criterion can vary from 1 to 5. It is calculated based on a 

comparison between the ideal situation defined for each criteria and the current situation. 

The closer the AS-IS situation is from the ideal one, the better the score.  

SWOT analysis 

The SWOT analysis focuses on the strengths, 

weaknesses, opportunities and threats of each eID 

solution. It aims at identifying the internal and external 

criteria influencing, in a helpful or harmful way, the 

solution. The internal criteria represent the strengths 

and weaknesses internal to the eID solution while the 

external criteria represent the opportunities and threats 

coming from the external environment.   

When conducting a SWOT analysis, the aim is to list, 

within the table, both the internal and external factors. 

The final objective being to identify the impact of the 

different evaluation criteria on each eID solution. 

¶ Technical integration: The implementation of the Proofs of Concept, demonstrating the 

feasibility of the proposed solutions, is divided into five main steps: 

1. Selection of eIDs to support the prototype: Based on the available and usable eIDs, 

Member States are invited to participate in the PoCs. From the volunteering Member 

States, a selection is made in order to achieve the maximum representation of the EU 

population, while not increasing the required efforts. 

2. Achievement of test credentials: The Member States participating in the PoCs are 

requested to provide eIDs valid in their preproduction environment. These eIDs are 

necessary for performing tests on the integration of their national eIDs into the OCS, 

according to the solution. These eIDs are similar to ones issued to the citizens, the only 

difference being that they are only valid in their preproduction environment and not in 

production. 

3. Integration and development: The solution, as described conceptually in this study, is 

detailed with a functional and technical design before developing and integrating the 

ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǎƻŦǘǿŀǊŜΦ ¢ƘŜ ŘŜǎƛƎƴǎ ǿƛƭƭ ŎƻƳǇƭȅ ǿƛǘƘ ǘƘŜ άtƻ/ ǉǳŀƭƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎέΥ 

including all essential contents for development and integration, but not oriented 

towards the maintenance of the solution. 

4. Elaboration of a test plan and test cases: The test plan describes the procedure and 

responsibilities for testing, mostly oriented towards testing tasks and responsibilities 

for different organisations. Testing tools may be recommended, as far as their use is 

considered very beneficial for this project. The test cases enumerate the alternatives 

scenarios to be tested, the conditions under which they should be performed and the 

expected results. Test cases can be positive or negative. Negative tests include cases in 

which the input should be rejected. All test cases determine the functioning of the 

Figure 8: SWOT analysis 
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modules integrated into the system under normal circumstances: they exclude 

performance tests, penetration tests, etc. 

5. Execution of tests: For each test case, the circumstances under which the test should 

be performed are produced and the test is carried out. An internal test status report is 

maintained, indicating the results of the tests for each test case. If the expected results 

are not produced, a description of the results is included, containing information 

allowing the developer to reproduce the error. After finalizing the tests, the last 

version of this report is delivered to the European Commission. 

The above-mentioned criteria selected for both the Matrix Technology and the SWOT analysis 

methods, as well as their respective domains, are listed as follows: 

 
Table 5: Description of the evaluation criteria 
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3 OVERVIEW OF THE MAIN COMPONENTS 

3.1 THE ONLINE COLLECTION SYSTEM (OCS) 

The ECI Regulation as well as the Implementing Regulation 1179/2011 set out the conditions, legal 

requirements and technical specifications for the Online Collection System in the context of the ECI. 

The Online Collection System is intrinsically linked to the third step of the ECI process: collection of 

signatures. Indeed, in order to collect the statements of support online, it is required that the 

organisers have:  

¶ A server to store the data of the signatories 

¶ A software allowing the online collection of statements of support 

Once registration is confirmed, the organisers have 12 months to collect the one million signatures, 

both on paper and online, through an OCS certified by the Member State in which it is located.  

As organisers were facing substantial difficulties to find appropriate Online Collection Systems and 

hosting providers, the Commission provided servers of its own in Luxembourg. The EC also 

developed, maintained and improved its own open-source Online Collection System, which was 

temporarily offered free of charge to the organisers. Later, the European Commission committed 

itself to continue its hosting practice for free as long as needed9.  

3.1.1 Challenges and opportunities 

Studies, reports and recommendations from the ECI expert group acknowledge the main issues that 

the ECI is currently facing. The current framework provides an operational ECI, although there is 

room for further improvement. Figure 9 provides an overview of the main challenges and 

opportunities to improve the online collection of signatures process. 

 

Figure 9: Challenges and opportunities 

                                                           
9
 http://ec.europa.eu/citizens-initiative/public/hosting 
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Within the scope of this study, some key challenges can be highlighted: 

¶ Need to increase the effectiveness of the collection process and to improve the current 

Online Collection System. 

¶ Storage of personal data through the Online Collection Systems, thus requiring to meet 

high security and technical standards. 

¶ Important divergences, in regards to the personal data required by the different Member 

States, make the support of an initiative and the verification of the identity of the 

signatories tedious and time consuming. 

¶ Complexity of the current legal framework, where Member States are responsible for the 

implementation of many requirements. 

¶ Complex technical specifications for the Online Collection Systems related to the 

security, processing and management of the data during the ECI lifecycle. 

In light of those challenges, the following specific objectives and evaluation criteria were set: 

¶ Legal compliance with regards to the applicable legislation (ECI Regulation and eIDAS 

Regulation when relevant. 

Criteria: ECI Regulation and eIDAS Regulation 

¶ Simplified, more efficient and more user-friendly process for the signatories for supporting 

the ECI online. 

Criteria: ease of use and penetration 

¶ Reduction and/or elimination of the data that needs to be provided by signatories. 

Criterion: quantity of data 

¶ Facilitation (elimination) of the verification process of statements of support, as using the eID 

in the ECI online could be considered as de facto verified by Member States. 

Criterion: aŜƳōŜǊ {ǘŀǘŜǎΩ ǊŜǎǇƻƴǎŜǎ 

¶ Liability reduction for the organisers by limiting the quantity and sensitivity of the collected 

personal data. 

Criterion: security 

¶ Technical feasibility. 

Criteria: operational aspects and integration 

Furthermore, the following opportunities can be seized in case the eID solution is implemented: 

¶ Simplifying the process of supporting an ECI online and making it more user-friendly for 

the signatories. 

¶ Reducing or eliminating some data that the signatories need to provide. 

¶ Facilitating the verification process of statements of support by the Member States. 

¶ The citizens using eID options to access the signing process could be considered as being 

de facto verified. 

¶ Reducing complexity for organisers in regards to setting up and managing the Online 

Collection Systems. 
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¶ Reducing the liability for the organisers by limiting the quantity of personal data, thus 

converging to a more homogeneous set of data required across all Member States. 

 

3.2 EID CURRENT STATE OVERVIEW 

3.2.1 Introduction 

Regarding the possible implementation of the national eID into the current ECI legislative framework, 

the research carried out so far shows that many Member States have already deployed functional 

eID schemes. However, the system chosen might vary to a great extent. Investments were made in 

different technologies at different times, and consequently, national governments chose the most 

suitable national eID scheme among the different alternatives. The current situation shows that 

there are several parallel eID tools living together at the same time, and that the data stored in those 

credentials is different. 

Furthermore, it is important to mention that although some countries have chosen a publicly-

managed system (e.g., Belgium, Estonia, Germany, Spain, and Portugal), most countries tend to 

develop a system relying on private entities that, under public authorisation and supervision, issue 

valid eIDs that can be used to access both private and public services. 

In this context, leveraging electronic identification to support an ECI aims to achieve two main goals: 

1. Citizens would be able to reduce the quantity of sensitive personal data that they have to 

ŜƴǘŜǊ ƻƴƭƛƴŜΣ ŀƴŘ ƛƴ ǘƘŜ ōŜǎǘ ŎŀǎŜΣ ǘƘŜȅ ǿƻƴΩǘ ŜǾŜƴ ƘŀǾŜ ǘƻ ŜƴǘŜǊ ŀƴȅǘƘƛƴƎ ŀǘ ŀƭƭΤ 

2. The statements of support could be automatically verified on the spot and validated by the 

Member States, only requiring to check for duplicates. This innovation increases the ratio of 

valid statements of support and enhances the overall efficiency of the system. 

The integration of national electronic identification means of the Member States into the online 

collection systems is also to be assessed, with the possibility to make it consistent with the eIDAS 

regulation framework. 

General concepts about electronic identification and electronic signatures are explained in the 

following sections in order to provide the background information needed for apprehending the 

analysis that have been carried out. 

3.2.2 Electronic identification 

The evolution of Information Technology (IT) derived into a wide array of services and tasks that 

users can make use of. Besides, certain elements require specific permissions to be accessed. This 

requirement created the need to differentiate the users via electronic identification (eID), especially 

when dealing with sensitive data and private communications.  

Three factors for authentication of a user can be distinguished, from the most complex to process to 

the least: 

¶ The characteristic of the person, or biometrics: fingerprints, photos, etc. 

¶ The objects or tools that users have in their possession: mobile phone, smartcard, code card, 

security token, etc. 

¶ The information only known by the users: especially passwords 

It is considered that authentication systems based on only one of these three factors are not secure 

enough; at least two factors are required for optimal security. 
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The purpose of the remaining of this section is to define and explain the key concepts with regards to 

eID and e Signature, which will be discussed in the assessment of the different solutions. 

Username / password schemes 

The oldest eID authentication method is based on the combination of a username and a password: 

the user introduces his username and password, and the system looks up the user and compares the 

introduced password with the stored password. As this method is only based on the third factor 

(information only known by users), it is not considered secure enough in this context. 

Several variations have been invented on this scheme, including one-time passwords (OTP) 

generated by a special user-held device10 or sent by SMS. These variations aim to reinforce the 

quality of authentication by including additional factors.  

PKI and certificates 

A somewhat different approach on eID is offered by PKI (Public Key Infrastructure): this technique is 

based on information under control of the user, allowing the verification of its private key without 

disclosing it.  

PKI is based on a collection of algorithms and two keys: a private and a public one (key-pair). The 

public key is designed to be available to any interested person while the private one is only available 

to its owner. These keys are created in a way that what is encrypted with one key can only be 

decrypted with the other one. The main difference with username / password schemes is that while 

the private key is similar to a password, it does not have to be stored in a central database and sent 

across the network at each authentication.  

The algorithms are designed to process any data with either key. If the process is performed with one 

key and the original data, these data results are encrypted. If it is performed with the other key and 

the encrypted data, these data results are decrypted. 

Therefore, a message encrypted with the public key can only be decrypted with the private key, 

ensuring the confidentiality of the exchanged data. Similarly, a message encrypted with the private 

key can only be decrypted with the public key, ensuring both the integrity of the data and the fact 

that the owner of the private key is the author of these data. 

PKI management: Certificates & Certifications Authorities 

In order to make sure that a key-pair belongs to a certain person, this key-pair is certified by a 

Certification Authority (CA) to belong to the subscriber. The certificate11 includes: 

¶ The personal data: 

o ¢ƘŜ ǎǳōǎŎǊƛōŜǊΩǎ common name (CN) 

o The organisation (O) 

o The organisational unit (OU) 

o The country (C) 

¢ƘŜǎŜ ŦƻǳǊ Řŀǘŀ ƛǘŜƳǎ ŦƻǊƳ ǘƘŜ ŎƛǘƛȊŜƴΩǎ 5ƛǎǘƛƴƎǳƛǎƘŜŘ bŀƳŜ ό5bύΣ ǿƘƛŎƘ Ƴǳǎǘ ōŜ ǳƴƛǉǳŜ 

within the set of certificates issued by a CA. 

                                                           
10

 https://www.rsa.com/en-us/products/identity-and-access-management/authentication-and-identity-assurance 
11

 RFC5280: Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile 
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¶ ¢ƘŜ ǎǳōǎŎǊƛōŜǊΩǎ ǇǳōƭƛŎ ƪŜȅ 

¶ A serial number: The serial number of the certificate must also be unique within the 

collection of certificates issued by one CA. 

¶ The name and optionally the identifier of the issuing CA 

¶ The validity: it includes two timestamps: notBefore and notAfter, limiting the validity period 

¶ The extensions: there are two main relevant extensions, developed in the next section: the 

key usage and the object ID (OID). 

¶ The Certification Authority signature 

The certification authority can be held responsible for the data being accurate and belonging to the 

identified person. This responsibility is usually difficult to enforce for an international usage, inter alia 

due to language problems. However, if the certificate is used through the eIDAS framework, the 

national eIDAS authority can enforce this responsibility basing itself on the eIDAS Regulation. 

The natural life cycle of a certificate is given by its expiration date (notAfter of the validity). However, 

if the certificate has been stolen or if the subscriber suspects that the private key has been 

compromised, it can be revoked before the expiration date in order to prevent any impersonation of 

ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΩǎ ƻǿƴŜǊ. Revocations are published by the CA (or by any other authorised 

organisation) in a Certificate Revocation List (CRL). The scope of the CRL is indicated in this list, which 

ŎƻǳƭŘ ōŜΣ ŦƻǊ ŜȄŀƳǇƭŜΣ ŀƭƭ ŎŜǊǘƛŦƛŎŀǘŜǎ ƻŦ ǘƘŜ /! ƻǊ ŀƭƭ ŎŜǊǘƛŦƛŎŀǘŜǎ ǎƛƎƴŜŘ ǿƛǘƘ ƻƴŜ ƻŦ ǘƘŜ /!Ωǎ 

certificates. Another difference between CRLs is its completeness: CRLs can be complete or partial 

(delta). 

Key usage 

As described in the previous section, the algorithms are designed to process any data with either key. 

As the user should be aware what operation is being performed, the key-usage attribute is included 

in the certificate, limiting these operations. The key usage limits the operations which can be 

performed with the key-pair of the certificate, in order to allow the subscriber to know which 

operation is being performed on his behalf. 

Values for key usage, which are relevant in the scope of this document are: 

¶ digitalSignature 

¶ contentCommitment (formerly nonRepudiation) 

¶ dataEncipherment 

¶ id-kp-clientAuth 

It is common practice to allow only the creation of digital signatures with one certificate, and 

perform other functions with another one. In cases two certificates are issued to the same person, 

one for the signature and the other for the authentication and/or the encryption, only the key-usage, 

keypairs and the serial number are different. All other data of the certificates are the same. For 

instance, expiration date and personal data are identical in both certificates. 

Object ID (OID) 

Certificates are issued under certain conditions, for a specific part of the population and for a 

particular purpose: this is summarised in the certification policy. One CA may issue certificates under 

different policies, but each certificate is issued under one policy only. This policy is indicated in the 

Object ID (OID). 

Some relevant issues which can be understood from the certification policy are: 
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¶ Is the certificate stored in a cryptographic device? 

¶ Is the subscriber a natural person, acting on behalf of himself? 

¶ Is the subscriber a natural person, acting on behalf of another person? 

¶ Is the subscriber a legal person? 

¢ƘŜ hL5Ωǎ ŦƻǊƳŀǘ ƛǎ ŀ ǎǘǊƛƴƎ ƻŦ ƴǳƳōŜǊǎ ǎŜǇŀǊŀǘŜŘ ōȅ ŘƻǘǎΦ ¢ƘŜ ŦƛǊǎǘ ǇŀǊǘ ƻŦ ǘƘƛǎ ǎǘǊƛƴƎ ƛǎ ǎǘŀƴŘŀǊŘƛǎŜŘΣ 

up to the number which identifies the CA. Each CA may personalise the rest of the string. In order to 

know the relevant elements ƳŜƴǘƛƻƴŜŘ ŀōƻǾŜΣ ǘƘŜ ǿǊƛǘǘŜƴ /!Ωǎ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǇƻƭƛŎȅ Ƴǳǎǘ ōŜ 

interpreted by human beings. 

Authentication with certificates 

The most common authentication method with certificates uses either Secure Sockets Layer (SSL) or 

Transport Layer Security (TLS) technologies. TLS is the updated, more secure version of SSL, but all 

these methods are commonly referred to as SSL. SSL Certificates, sometimes called digital 

certificates, are used to establish a secure encrypted connection between a browser (user's 

computer) and a server (website). The SSL connection protects sensitive data exchanged during each 

visit (session). This is the minimum requirement to ensure server authentication. Additionally, a user 

authentication can be configured, which implies that the browser will request the user to select an 

available certificate. Together with the request from the server to the browser, a random number, a 

άǎŜŜŘέΣ ƛǎ ƛƴŎƭǳŘŜŘΦ ¢ƘŜ ōǊƻǿǎŜǊ ŜƴŎǊȅǇǘǎ ǘƘŜ seed with the private key of the user. This encrypted 

ǎŜŜŘΣ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ǘƘŜ ǳǎŜǊΩǎ ŎŜǊǘƛŦƛŎŀǘŜΣ ƛǎ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ ǊŜǎǇƻƴǎŜ ǘƻ ǘƘŜ ǎŜǊǾŜǊΣ ǿƘƛŎƘ ŘŜŎǊȅǇǘǎ 

ǘƘŜ ŜƴŎǊȅǇǘŜŘ ǎŜŜŘ ǿƛǘƘ ǘƘŜ ǳǎŜǊΩǎ ǇǳōƭƛŎ ƪŜȅ ŀƴŘ ǾŜǊƛŦƛŜǎ ǘƘŀǘ ǘƘŜ ǊŜǎǳƭǘ ƛǎ ǘƘŜ ǎŀƳŜ ŀǎ ǘƘŜ ǎŜƴǘ 

ǎŜŜŘΦ !ŦǘŜǊǿŀǊŘǎΣ ƛǘ ŜȄǘǊŀŎǘǎ ǘƘŜ ǳǎŜǊΩs identity from the certificate. 

 
Figure 10: Process of authentication with certificates  

Quality of authentication 

Within the wide variety of eIDs, there is also a wide variety of authentication qualities: a simple 

username / password method is less reliable than a certificate stored on a cryptographic device. Even 

within the username / password method, different quality requirements on the password will lead to 

different qualities of authentication. 

In 2008, the STORK project studied the authentication quality and then proposed and implemented 

an internal standard, called QAA (Quality of Authentication Assurance), taking into account the basic 

factors for quality of authentication. The first four factors defined by STORK12 apply to the registering 

and issuing procedure, the next three criteria apply to the eID itself and its usage. 

                                                           
12

 In its deliverable 2.3 Quality Authenticator Scheme 
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In 2010, the OASIS workgroup published its own version13 of a scheme for simplifying the quality of 

the authentication process, similar to the STORK standard, naming the quality of authentication 

ά[ŜǾŜƭ ƻŦ !ǎǎǳǊŀƴŎŜέ ό[ƻ!ύΦ ¢Ƙƛǎ ǾŜǊǎƛƻƴ ǿŀǎ ŀŘƻǇǘŜŘ ōȅ ǘƘŜ L{h ŀƴŘ ǘƘŜ bL{¢Φ 

The eIDAS regulation based its definition for the quality of authentication on the STORK quality 

ŘŜŦƛƴƛǘƛƻƴǎΣ ƛƳǇǊƻǾŜŘ ƛǘ ǿƛǘƘ ǘƘŜ h!{L{ ŎƻƴǘǊƛōǳǘƛƻƴǎΣ ŀƴŘ ƪŜǇǘ ǘƘŜ ƴŀƳŜ ά[ŜǾŜƭ ƻŦ !ǎǎǳǊŀƴŎŜέΦ 

Whereas STORK and OASIS numbered these levels from 1 to 4, eIDAS uses only three levels: low, 

substantial and high, more or less corresponding with levels 2 to 4 of the previous standards. Once 

the user is authenticated, these LoAs are sent to the portal which issued the authentication request. 

Whereas the previous paragraphs refer to the quality as a result of the authentication process, the 

eIDs themselves may also have a quality indicator: qualified certificates meet the criteria specified in 

Annex I of the eIDAS Regulation and are issued by a qualified and trusted service provider, i.e. a 

service provider which is granted to be qualified by the supervisory body, and which offers qualified 

services. Non-ǉǳŀƭƛŦƛŜŘ ŎŜǊǘƛŦƛŎŀǘŜǎΣ ǿƘƛŎƘ ŘƻƴΩǘ ƳŜŜǘ ǘƘŜǎŜ ŎǊƛǘŜǊƛŀΣ ŀǊŜ ŀǘǘǊƛōǳǘŜŘ ŀ ƭƻǿŜǊ ǉǳŀƭƛǘȅ 

level. While certificates can be qualified according to the requirements of the eIDAS regulation, other 

eIDs cannot. However, these eIDs can be of substantial level of assurance if they meet the 

requirements for this level. 

3.2.3 Electronic signatures 

Considering the algorithms, an e-signature can be produced using a private key on any original 

dataset. In practice, the whole dataset is not encrypted with the private key as it would be a time-

consuming process: several minutes for a normal 100k file. Instead, a hashing function is applied to 

the dataset, summarising it into 160 or 512 bits14. The hashing mechanism makes sure that it is 

virtually impossible to generate a file which results in the same hash value. 

This hash value is encrypted with a private key; the encrypted value is then stored together with the 

certificate in the e-signature. This way, the e-signature provides a unique link to the signed data, with 

the encrypted value of the hash, while the signatory is identified with the certificate. 

Standardised signature formats 

The first standard signature format was PKCS#7; in essence it included the encrypted hash and the 

certificate as described in previous paragraph. More recent signature standards now fully integrate 

the signature with the signed data in a common structure. Three industry standard formats15 exist: 

¶ Signed PDF documents: PAdES, or PDF Advanced Electronic Signature 

¶ Signed XML data: XAdES or XML Advanced Electronic Signature 

¶ Signed any other data: CAdES or CMS Advanced Electronic Signature; CMS is Cryptographic 

Message Syntax 

These formats have been adopted by the EC by means of the Commission Implementing Decision 

(EU) 2015/150616. 

                                                           
13

 https://www.oasis-open.org/committees/download.php/44751/285-17Attach1.pdf  
14

 SHA1 used 128 to 160 bits. The more modern SHA2 normally uses 256 or 512 bits. 
15

 ISO standard 32000-1: https://www.iso.org/standard/51502.html and ETSI standard TS 102 778: 

http://www.etsi.org/deliver/etsi_ts%5C102700_102799%5C10277801%5C01.01.01_60%5Cts_10277801v010101p.pdf 
16

 http://eur -lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32015D1506&from=EN 
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Typical signature creation environments and methods 

Most PDF readers allow the creation of PAdES signatures, allowing the user to select the certificate, 

which is to be used for creating the e-signature. After the signature is created in the document, it 

needs to be saved as a signed document. This process is executed offline, oƴ ǘƘŜ ǳǎŜǊΩǎ t/ ƻǊ ƳƻōƛƭŜ 

device. 

The most widely used environment for the creation of XAdES signatures is a web-page, e.g. in a 

banking application for money transfer. The data to be signed is sent to the browser, usually in a 

hidden HTML field in a form, reserving another field for providing the signed data as the response. 

WiǘƘ ǘƘƛǎ ŘŀǘŀΣ ŀƴ ŀŎǘƛǾŜ ŜƭŜƳŜƴǘ ƛƴ ǘƘŜ ǳǎŜǊΩǎ t/ ƛǎ ƛƴǾƻƪŜŘ ŦƻǊ ǘƘŜ ǎƛƎƴŀǘǳǊŜ ŎǊŜŀǘƛƻƴΦ ¦ƴǘƛƭ ǊŜŎŜƴǘƭȅΣ 

an applet was used for this purpose. However, since Google announced17 that it would stop 

supporting applets in Google Chrome, such applets have been substituted by other solutions. 

Those solutions retrieve the XML data to be signed, display them to the user, request the user to 

select a certificate with which to produce a signature, and produce a XAdES signature. This signature 

is returned to the browser in the field reserved for the signature. The browser finally sends the data 

of the HTML form, including the XAdES signature, to the server. 

CAdES signatures can be produced online as well as offline, with any data and without any 

requirements on the format of these data. Consequently, there is no typical environment for creation 

of CAdES signatures, as this is the least used format for signatures. Regarding offline documents, 

PAdES is the most used format, while for online data, XAdES is the most used one. 

The European Commission, through the Connecting Europe Facility's eSignature Building Block, 

provides the DSS open-source library, which supports the creation and validation of electronic 

signatures (as well as electronic seals) in line with the eIDAS Regulation and related standards, 

including XAdES, PAdES and CAdES18. 

Quality of signatures 

Although all industry standards for e-signatures are based on certificates, other methods can 

produce e-signatures. Nonetheless, their quality is lower, as no other method than PKI currently 

allows proof that the user has agreed with the signed data, without including his secret information: 

password or private key as the proof of his identity.  

In that sense, the eIDAS regulation establishes in Article 26 that an advanced signature is a signature 

which meets the following requirements: 

¶ It is uniquely linked to the signatory. 

¶ It is capable of identifying the signatory. 

¶ It is created using electronic signature creation data that the signatory can, with a high level 

of confidence, use under his sole control. 

¶ It is linked to the data signed therewith in such a way that any subsequent change in the data 

is detectable. 

In practice, the only known method for creating such signatures is using PKI certificates. Previously 

mentioned methods, such as username / password schemes, do not comply with the eIDAS 

                                                           
17

 https://blog.chromium.org/2013/09/saying-goodbye-to-our-old-friend-npapi.html 
18

 https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature 



Final Assessment Report 

Page 34 of 210 
 

requirements for advanced e-signatures. The last requirement is especially hard to fulfil without 

using the PKI technology. 

The eIDAS Regulation additionally establishes the level of a 'qualified electronic signature'. Qualified 

electronic signatures are advanced electronic signatures which additionally are: 

¶ Created by a so-called 'qualified electronic signature creation device'. Qualified electronic 

signature creation devices are certified as such by Member States according to a set of 

defined standards. 

¶ Based on a so-called 'qualified certificate'. Qualified certificates can only be issued by so-

called qualified trust service providers, which are made public by Member States through 

Trusted Lists. 

The eIDAS Regulation stipulates that qualified electronic signatures shall be recognised as equivalent 

to handwritten signatures across the European Union.  

3.2.4 Overview of national eID schemes 

This study summarises information about national eID systems in each Member State based on the 

input received from the Member States.  

9ŀŎƘ aŜƳōŜǊ {ǘŀǘŜΩǎ ŜL5 ǎƻƭǳǘƛƻƴǎ ŀǊŜ ōŀǎŜŘ ƻƴ [ŜǾŜƭǎ ƻŦ !ǎǎǳǊŀƴŎŜ ό[ƻ!ύΦ ¢ƘŜȅ ŘŜǎŎǊƛōŜ ǘƘŜ 

ŀǳǘƘƻǊƛǘƛŜǎΩ ŘŜƎǊŜŜ ƻŦ ǘǊǳǎǘ ǘƘŀǘ ǘƘŜ ǳǎŜǊ Ƙŀǎ ǇǊŜǎŜƴǘŜŘ ŀƴ ƛŘŜƴǘƛŦƛŜǊΣ ŀ ŎǊŜŘŜƴǘƛŀƭ ƛƴ ǘƘƛǎ ŎƻƴǘŜȄǘΣ 

which refers to his/her identity. In this case, the assurance is defined as (1) the degree of confidence 

in the registration and issuing process used to verify the identity of the individual to whom the 

credential was issued and (2) the degree of confidence that the individual who uses the credential is 

the individual to whom the credential was issued. In the eIDAS message format19, as part of the 

technical specifications, the LoA is defined as: Low, Substantial or High. The details of the main eID 

solution in each Member State can be found in Appendix A. 

 

                                                           
19

 eIDAS SAML message format available at https://joinup.ec.europa.eu/sites/default/files/eidas_message_format_v1.0.pdf 

https://joinup.ec.europa.eu/sites/default/files/eidas_message_format_v1.0.pdf
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3.2.5 Overview of the eID available data
x

Data not present on the eID

Legend

Data present on the eID

Missing information

x

Data not present on the eID

Legend

Data present on the eID

Missing information

ECI Personal 

data 

requirements

eID Data

ECI Personal 

data 

requirements

eID Data

ECI Personal 

data 

requirements

eID Data

ECI Personal 

data 

requirements

eID Data

ECI Personal 

data 

requirements

eID Data

ECI Personal 

data 

requirements

eID Data

ECI Personal 

data 

requirements

eID Data

ECI Personal 

data 

requirements

eID Data

Austria x x
with full address 

details
x x x x x x

Belgium x x x x x x x x x x x

Bulgaria x x x x

Croatia x
with full address 

details
x x

Cyprus x x x 

Czech 

Republic
x x x x x x x x

Denmark x x x x x

Estonia x x x x x x x

Finland x x Only the country x x x x x x

France x
with full address 

details
x x x x

Germany x x (x) x x x x x x x

Greece x x x x x x x x x

Hungary x x x x x x x x x x x

Ireland x x x x

Italy x x
with full address 

details
x x x x x x x

with issuing 

authority
x

Latvia x x x x x x x x x x

Lithuania x x x x x x x

Luxembourg x x
with full address 

details
x x x x x x x x

Malta x x x x x x x x x

Netherlands x x x x x x x x x x x x

Poland x
with full address 

details
x x

Portugal x x x x x x x x x x

Romania x
with full address 

details
x x x

Slovakia x x x x x x x x x x x x

Slovenia x x x x x

Spain x x x x x x x x x x x

Sweden x x x x x x x

UK x x x x

Nationality PersonalName Fathers' Name  Residence Date Place

Table 6: Overview of the eID available data 
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3.3 EIDAS CURRENT STATE OVERVIEW 

The Regulation (EU) 910/201420 (eIDAS Regulation) establishes the Electronic Identification 

Authentication Services, the legal framework for accepting eIDs and trust services across the EU. It 

was adopted in July 2014 and entered into on 17 September 2014. 

The 52 Articles of the new Regulation cover different aspects of electronic transactions21: 

¶ Electronic identification 

¶ Trust services, comprising: 

o Electronic signatures, seals and time stamps 

o Electronic registered delivery services 

o Certificates for website authentication 

¶ Electronic documents 

Although eIDAS has already entered into force, the Regulation foresees different legal deadlines in 

order to give all Member States time to prepare and adapt their regulations and infrastructures. 

In regards to authentication (verification of the identity of a signatory), the established deadline is 

set on 28 September 2018. By that time, all Member States should accept all foreign eIDAS 

credentials in all their eGovernment applications that require access to national credentials. Some 

countries are quite advanced and are already able to notify and receive information, but until all 

Member States achieve integration into the framework, eIDAS full potential will not be maximised. 

On the other hand, e-signature is an already existing technology that has been present in Member 

States since the Electronic Signature Directive of 1999. Regarding this specific aspect of the 

Regulation, according to some Member State representatives interviewed, the interoperability 

framework can be considered as totally functional. 

Member States are currently working to adapt to the eIDAS regulation by performing the following 

actions: 

¶ (Pre-)notifying their national eIDs to be used within the eIDAS network according to the 

agreed procedure 

¶ Establishing their national eIDAS node, integrated with their national eID infrastructure 

¶ Connecting existing eGovernment services to their eIDAS node 

A few Member States already have their eIDAS node available in production, integrated with their 

eID infrastructure. As a matter of fact, recently, countries like Austria, Germany and the Netherlands 

have managed to connect their identification and authentication systems via their (technically 

compliant) eIDAS nodes in production22Φ ¦ƴǘƛƭ ŀƭƭ aŜƳōŜǊ {ǘŀǘŜǎΩ ŜL5ǎ ƘŀǾŜ ōŜŜƴ ŦƻǊƳŀƭƭȅ ƴƻǘƛŦƛŜŘΣ 

those nodes cannot be considered as being fully operational. It can however be expected that some 

additional nodes will be available for use within the coming month.

                                                           
20

 http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2014.257.01.0073.01.ENG 
21

 Bender, Jens (2015) eIDAS Regulation: eID-Opportunities and Risks. Fraunhofer-Gesellschaft, session V: Standardisierung. 

p.156-166; https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/ElekAusweise/SmartCard_Workshop/Workshop_20 

15_Bender.pdf?__blob=publicationFile 
22

https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/Key+Milestone+Reached%21+First+Cross+Border+Connections+

Between+%28technically++compliant%29+eIDAS+Nodes+in+Production 
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3.3.1  Overview of the eIDAS dataset and ECI personal data requirements 

Table 7: Overview of the eIDAS datasets and ECI personal data requirements 

ECI Personal data 

requirements
eIDAS

ECI Personal data 

requirements
eIDAS

ECI Personal data 

requirements
eIDAS

ECI Personal data 

requirements
eIDAS

ECI Personal data 

requirements
eIDAS

ECI Personal data 

requirements
eIDAS

ECI Personal data 

requirements
eIDAS

ECI Personal data 

requirements
eIDAS

Austria x x x
with full address 

details
x x x x x x x

Belgium x x x x x x x x x x

Bulgaria x x x x x x x x x

Croatia x x x
with full address 

details
x x x x x

Cyprus x x x x x x x x

Czech Republic x x x x x Planned x x x

Denmark x x x x x x x x x x

Estonia x x x x x x x x x x

Finland x x x Only the country x x x x x

France x x x
with full address 

details
x x x x x x x

Germany x x x x x x x x x x x

Greece x x x x x x x x x x x

Hungary x x x x x x x x

Ireland x x x x x x x x x

Italy x x x
with full address 

details
x x x x x

with issuing 

authority
x

Latvia x x x x x x x x x x x

Lithuania x x x x x x x x

Luxembourg x x x
with full address 

details
x x x x x x

Malta x x x x x x x x x

Netherlands x x x x x x x x x x x x

Poland x x x
with full address 

details
x x x x x

Portugal x x x x x x x x x

Romania x x x
with full address 

details
x x x x x x

Slovakia x x x x x x x x x x x

Slovenia x x x x x x x x x x

Spain x x x x x x x x x

Sweden x x x x x x x x

UK x x x x x x x x x

Nationality 

Personal

Identification

Number

Name
Fathers'

name

Name

at

birth

 Residence

Date

of

birth

Place

of

birth

x Present/Required

Not required/not present

Present in the eIDAS 

Optional Data Set

Legend
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4 SOLUTION 1: ELECTRONICALLY SIGNED PDF 

4.1 DESCRIPTION 

4.1.1 Introduction 

The proposed solution is based on the use of electronic signature for signing a statement of support 

in a PDF format document that contains the personal data of the signatory and a specific reference to 

the initiative supported. 

Electronic signatures are the digital equivalent of the handwritten signature on the traditional paper 

version of statements of support, and definitely prove the intent of a signatory to support a specific 

ECI. The status of electronic signatures, established 15 years ago in all Member States with the 

transposition of Directive 1999/93/EC, has been reinforced by Regulation (EU) 910/2014 (eIDAS 

Regulation). In particular, the eIDAS Regulation states that, for all Member States, qualified 

electronic signatures have the equivalent legal effect of a handwritten signature (Article 25). 

Nonetheless, the solution evaluated in this chapter is also applicable to advanced electronic 

signature. 

This solution brings one main advantage to the system: electronic signatures usually contain data 

identifying the signatories as well as a link to the signed document. Thus, the use of an electronic 

signature provides an exclusive commitment to a specific initiative, with the added value of having 

the exact same value as a traditional paper-signed statement of support23. In contrast, according to 

ǎƻƳŜ ŎƻƴǎǳƭǘŜŘ aŜƳōŜǊ {ǘŀǘŜǎΩ ŜȄǇŜǊǘǎ ƻƴ ǘƘŜ ŦƛŜƭŘΣ ǿƘŜƴ ŀƴ initiative is signed through the current 

Online Collection System, the IT system does not guarantee that the personal data collected in 

relation to a specific ECI is linked strictly to this specific ECI24. 

The possibility of signing a statement of support using an electronic signature is specifically foreseen 

within the current framework (Article 5, paragraph 2) under which the ECI operates. However, this 

feature has never been implemented in the current online collection systems. In addition, the 

Regulation also includes a specific reference to electronic signatures when establishing the 

verification procedure (Article 8, paragraph 1). Also within the reach of this solution, electronic 

signature could also be used by organisers in order to send the statements of support collected to 

the competent verifying authorities of each Member State. 

                                                           
23 

According to the eIDAS Regulation, only qualified electronic signature is strictly equivalent to paper signature. However, 

Article 5 of the ECI Regulation says that statements of support signed with advanced electronic signature is treated in the 

same way than a paper statement of support. This is a point to consider for clarification in case of a future revision of the 

ECI Regulation. 
24

 Le Gouvernement du Grand-Duché de Luxembourg (2015) Potential Benefits Of Electronic Signatures in The Context of 

European Citizen Initiatives. p.1 
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4.1.2 Functional view 

 

Figure 11: Different flows of information that include the use of e-signature  

The two different flows of information that will include the use of e-signatures are detailed in the 

previous graph. On one hand, the statement of support could be submitted by uploading an 

electronically signed PDF document that will be stored in the OCS and validated by Member StatesΩ 

verifying authorities.  On the other hand, when organisers of a successful initiative have to send the 

statements of support collected to the corresponding verification authority, they could do so 

electronically in a form in ǿƘƛŎƘ ǘƘŜ ǊŜǇǊŜǎŜƴǘŀǘƛǾŜ ƻŦ ǘƘŜ ƻǊƎŀƴƛǎŜǊΩǎ ŎƻƳƳƛǘǘŜŜ ǿƻǳƭŘ ƛƴŎƭǳŘŜ 

his/her e-signature. 

Use Case 1: Collection of statements of support 

For this business process, in combination with the verification, two alternatives exist regarding the 

validation of the certificate used for signing. It may be validated: 

1. online during the collection phase  

2. offline during the verification phase 

As the first alternative implies a change in the ECI process, and therefore in the Regulation, it falls out 

of the scope of this chapter. Furthermore, this alternative would be very similar to the direct 

integration of eIDs, which is another reason for not considering it in this chapter. 

This business process considers off-line signing of the PDF document. An alternative could be on-line 

signing: viewing the PDF (or any other format) in the browser and creating the signature in it. This 

variation has two draw-backs: in the first place, on-line signing is not supported in all EU Member 

States; in the second place this variation would entail that the user would need to (automatically) 

install a signature creation tool, which would cause users to be surprised. Apart from these draw-

backs, such variation would be very similar (except for the validation) to solution 2: e-signature. 

The architectural view with dataflows is described in the following diagram: 
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Figure 12: Architecture of electronically signed PDF document - collection phase 

! ŘŜǘŀƛƭŜŘ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ǘƘŜ ǿŀȅ ǘƘŜǎŜ ŜƭŜƳŜƴǘǎ ƛƴǘŜǊŀŎǘ ƛǎ ǇǊƻǾƛŘŜŘ ƛƴ ά!ǇǇŜƴŘƛȄ . ς Solution 1: 

9ƭŜŎǘǊƻƴƛŎŀƭƭȅ {ƛƎƴŜŘ t5C ŘƻŎǳƳŜƴǘέΣ ǎŜŎǘƛƻƴ 13.1. 

This integration implies the following changes in the OCS: 

¶ The navigation of the OCS requires changes, such as the inclusion of two buttons, for 

download and upload. 

¶ ²ƘŜƴ ǘƘŜ ǳǎŜǊ ŎƭƛŎƪǎ ǘƘŜ ōǳǘǘƻƴ ά5ƻǿƴƭƻŀŘ t5CέΣ ǘƘŜ h/{ ǎȅǎǘŜƳ ǿƛƭƭ ƎŜƴŜǊŀǘŜ ŀ t5CΣ ǿƛǘƘ 

ǘƘŜ ǳǎŜǊΩǎ Řŀǘŀ pre-filled, as far as introduced by the user.  

¶ When the OCS receives the signed PDF, the certificate is extracted. This must be checked for 

validity; an elementary check is performed. The extracted certificate is stored and validated 

for revocation by the Member States after closing the collection phase; which is the 

considered use case. 

Detailing the new components, the PDF manipulation library is installed in the application server 

together with the existing OCS software. This software is updated to support the modified 

navigation, as well as the inclusion of certificate validation module. The database will need an update 

with two additional columns, one would be the flag indicating that the support statement is 

produced with a signed PDF, the other one will contain the signed PDF document.  

¢ƘŜ ǳǎŜǊΩǎ t/ ƻǊ ƳƻōƛƭŜ ŘŜǾƛŎŜ ǿƛƭƭ ƴŜŜŘ ǘƻ ǇǊƻǾƛŘŜ ǎǳǇǇƻǊǘ ŦƻǊ ǊŜŀŘƛƴƎ t5C ŦƛƭŜǎΦ hƴ Ƴƻǎǘ ŘŜǾƛŎŜǎΣ 

this software is already present. A list of links to download free PDF reading software could be 

foreseen to ease the user experience.  

Use Case 2: Verification of statements of support 

Once the collection phase of an initiative comes to an end and the number of statements of support 

gathered has reached both the total and the national thresholds, the verification phase begins and 

organisers must send the statements of support to the corresponding verifying authorities. The 

statements of support will be sent according to Article 8 of the Regulation, using the form set out in 

Annex V.  
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A variation on this process could be thought of: instead of sending the complete statements of 

support, only the used certificates could be sent. However, this would require a change in the 

Regulation. Furthermore, the difference in size between a PDF document and a certificate is around 

5 kb; if compressed this difference is even far less. One more benefit of sending the signed PDF 

documents is that the viewer is present in most PCs, which is not the case for certificate viewers 

This procedure could also be expedited by the use of e-signature, easing the identification of the 

representative of the organisers committee and fostering the use of an electronic format in order to 

complete this phase of the ECI process. The detailed description of the use case is included in section 

13.2. 

4.2 LEGAL ANALYSIS 

The legal analysis is threefold. First, the assessment of the ECI Regulation is developed. Then it is 

followed by an analysis of the aspects of eIDAS Regulation that are relevant to this solution (scope of 

application, e-signature standards and their legal status). Finally, an overview of the current state of 

e-signature across the Union is presented, based on the responses received from to the 

questionnaires made available to Member States representatives. 

4.2.1 Overview of the ECI Regulation 

As mentioned, one of the main advantages of this solution is that the use of electronic signatures is 

already foreseen in the ECI Regulation (Article 5, paragraph 2, and Article 8, paragraph 1). However, 

the research carried out so far proves that this option has not yet been developed by organisers nor 

national verifying authorities. At this moment of time, the OCS does not support the inclusion of e-

signatures in the statements of support. This overview of the Regulation centres its attention on key 

aspects of the regulation that need to be assessed when attempting to implement this solution. 

The following table provides a summary of the critical legal points regarding the Regulation, focusing 

on three main pillars: submission of statements of support (Articles 5 and 6), verification of 

statements of support (Article 8) and protection of personal data (Article 12). A more thorough 

analysis can be found in Appendix B. 

Submission of statements of support Critical Legal Point 

Use of e-signature is foreseen in the Regulation, but this 

reference is made to the definitions in the Directive 

1999/93/EC, now repealed by eIDAS. A new, more secure 

standard (qualified e-signatures) has been introduced. A 

modification of the wording of Article 5.2 is advisable, 

including a specific mention to eIDAS and the use of 

qualified e-signatures. 

If such certificates are to be used, Annex III will need to be 

modified accordingly. 

Article 5.1 and 5.2 

Article 6  

Annex III 

Verification of statements of support Critical Legal Point 

Statements of support will be sent to the corresponding 

verifying authorities of each Member State, following the 

procedure set out in Article 8. No modification is therefore 

Article 8  

Annex V 
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needed. 

Nonetheless, the form that organisers must use to submit 

the different statements of support for validation (Annex V) 

could be modified, including a specific mention to those 

statements of support that are based on e-signatures. 

Data protection  Critical Legal Point 

When statements of support are submitted via PDF 

documents, the data stored in the will in no case be more 

than the one established by each Member State in Annex 

III. 

As long as the established requirements regarding security 

in the OCS and data protection are met, this solution does 

not require additional features to be implemented in the 

system, or the regulation to be modified regarding this 

aspect. 

Article 5.3  

Article 12 

Table 8: Legal analysis: ECI Regulation - solution 1 

In essence, this analysis concludes that there are no major impediments for this solution to be 

carried out within the ECI regulatory framework. The submission and validation of statements of 

support that include e-signatures is foreseen in the Regulation, so no major roadblocks can be 

identified when aiming at implementing this solution. Only a modification of Annexes III and V could 

be taken into consideration, in order to include a more specific mention to the use of e-signature. In 

addition, a re-wording of Article 5, updating the reference to the use of e-signature to the qualified 

e-signature provided in eIDAS. 

4.2.2 Comparison on the e-signature standards established in the eIDAS Regulation 

Regarding the use of e-signature, the eIDAS regulation provides definitions for the different 

categories of e-signature available. In principle, two main categories are relevant for this solution: 

advanced electronic signature and qualified electronic signatures.  

Given the direct effect this Regulation has on the EU territories, all Member States shall implement 

the established e-signature standards. The following table provides a comprehensive review on the 

technical features of both the advanced and the qualified electronic signature within the eIDAS 

Regulation: 

Scope 

Art. 1: With a view to ensuring the proper functioning of the internal market while aiming at an adequate level of security of 

electronic identification means and trust services this Regulation: 
 

άestablishes a legal framework for electronic signatures, electronic seals, electronic time stamps, electronic documents, 

electronic registered delivery services and certificate services for website authenticationΦέ 

Definitions (e-signature standards) 

Advanced electronic signatures Qualified electronic signatures 

!ǊǘΦ о όммύΥάŀŘǾŀƴŎŜŘ ŜƭŜŎǘǊƻƴƛŎ ǎƛƎƴŀǘǳǊŜΩ ƳŜŀƴǎ ŀƴ 

electronic signature which meets the requirements set out in 

!ǊǘΦ о όмнύΥ ΩǉǳŀƭƛŦƛŜŘ ŜƭŜŎǘǊƻƴƛŎ ǎƛƎƴŀǘǳǊŜΩ ƳŜŀƴǎ ŀƴ ŀŘǾŀƴŎŜŘ 

electronic signature that is created by a qualified electronic 

signature creation device, and which is based on a qualified 
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Article 26: 

ω It is uniquely linked to the signatory; 

ω It is capable of identifying the signatory; 

ω It is created using electronic signature creation data that 

the signatory can, with a high level of confidence, use 

under his sole control; and 

ω It is linked to the data signed therewith in such a way that 

any subsequent change in the data is detectable. 

certificate for electronic signatures. Article 28 states that the 

qualified certificate shall comply with the requirements laid 

down in Annex I: 

¶ An indication, at least in a form suitable for automated 

processing, that the certificate has been issued as a 

qualified certificate for electronic signature; 

¶ A set of data unambiguously representing the qualified 

trust service provider issuing the qualified certificates 

including at least, the Member State in which that 

provider is established and: 

¶ CƻǊ ŀ ƴŀǘǳǊŀƭ ǇŜǊǎƻƴΥ ǘƘŜ ǇŜǊǎƻƴΩǎ ƴŀƳŜΤ 

¶ At least the name of the signatory, or a pseudonym; if a 

pseudonym is used, it shall be clearly indicated; 

¶ Electronic signature validation data that corresponds to 

the electronic signature creation data; 

¶ 5Ŝǘŀƛƭǎ ƻŦ ǘƘŜ ōŜƎƛƴƴƛƴƎ ŀƴŘ ŜƴŘ ƻŦ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΩǎ 

period of validity; 

¶ The certificate identity code, which must be unique for 

the qualified trust service provider; 

¶ The advanced electronic signature or advanced electronic 

seal of the issuing qualified trust service provider; 

¶ The location where the certificate supporting the 

advanced electronic signature or advanced electronic seal 

referred to in point (g) is available free of charge; 

¶ The location of the services that can be used to enquire 

about the validity status of the qualified certificate; 

¶ (j) Where the electronic signature creation data related to 

the electronic signature validation data is located in a 

qualified electronic signature creation device, an 

appropriate indication of this, at least in a form suitable 

for automated processing. 

Table 9: Comparison of e-signature standards, eIDAS Regulation - solution 1 

In light of the information presented, both categories could be suitable for implementation within 

this solution. Although Articles 5 and 8 of the ECI Regulation specifically mention the use of advanced 

e-signatures for the purpose of submitting and verifying statements of support, this solution will 

focus on the utilisation of qualified e-signatures, due to the enhanced security features and the 

highest degree of confidence in the identity of the signatory that they provide. Moreover, qualified 

certificates are based on Trust Lists under the control of Member States, thus providing a more 

reliable source for the data needed to submit a valid statement of support. 

As mentioned in section 4.2.1, a modification of Annex III is to be considered, in order to include the 

possibility to use the e-signature for the purpose of signing a statement of support, using the 

qualified certificate. Moreover, Annex V could also be modified in order to allow for the use of e-
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signature when organisers deliver the statements of support to the corresponding verifying 

authorities.  

4.2.3 !ƴŀƭȅǎƛǎ ƻŦ ǘƘŜ aŜƳōŜǊ {ǘŀǘŜǎΩ ǊŜǎǇƻƴǎŜǎ 

The analysis of the situation of eID in the EU Member States is based on the information gathered 

through desk research as well as on the responses obtained from the questionnaires made available 

to representatives of each Member State. In total, 12 Member States shared their information: 

¶ Austria ¶ Greece25 

¶ Belgium  ¶ Luxembourg 

¶ Czech Republic ¶ Netherlands  

¶ Estonia  ¶ Portugal 

¶ Finland ¶ Slovakia 

¶ Germany ¶ Spain 

Key questions regarding the functioning of the ECI process and the current state of e-signature across 

the European Union were selected, extracting and processing the information in order to provide 

useful insights, aiming at assessing any possible roadblocks that this solution might face when 

implemented. 

The responses from Member States regarding this solution can be grouped into two main areas: 

¶ Change in the Regulation and data requirements (Annex III) 

¶ Penetration and use of e-signature 

wŜƎŀǊŘƛƴƎ ǘƘŜ ŦƛǊǎǘ ŀǎǇŜŎǘΣ ǘƘŜ ǊŜǎǇƻƴǎŜǎ ǎƘƻǿ ǘƘŀǘ ƛƴ ƎŜƴŜǊŀƭΣ aŜƳōŜǊ {ǘŀǘŜǎΩ verifying authorities 

will prefer to receive the statements of support and perform the appropriate checks for validity and 

duplicates, following the procedure established in the current regulatory framework. Moreover, in 

order to simplify the process of submitting a statement of support when implementing this solution,  

30% of the consulted Member States are inclined to consider some data of Annex III as optional. 

In addition, the responses from Member States received show a penetration level that is optimal for 

implementation, given the fact that half of the sources consulted report that e-signature certificates 

are issued to a majority of population, while in other countries the e-ǎƛƎƴŀǘǳǊŜΩǎ ǇƻǇǳƭŀǊƛǘȅ ƛǎ 

growing, as more users are getting access to it. However some Member States, such as France, issue 

certificates to their citizens only if they are representatives of legal persons, other Member States do 

not issue any certificates, so in practice the citizens of these Member are excluded from using this 

solution. 

4.3 BUSINESS ANALYSIS 

The implementaǘƛƻƴ ƻŦ ǘƘƛǎ ǎƻƭǳǘƛƻƴ ōǊƛƴƎǎ ƳŀƧƻǊ ƛƳǇǊƻǾŜƳŜƴǘǎ ǘƻ ǘƘŜ aŜƳōŜǊ {ǘŀǘŜǎΩ verifying 

authorities as it simplifies the verification of the statements of support. Indeed, thanks to the 

                                                           
25

 DISCLAIMER: the information obtained from Greece was provided by a former representative that is awaiting to be 

replaced by the next appointed official. Therefore, the data regarding Greece cannot be considered as official. 
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implementation of e-signature, the certificates can be directly checked against national databases. 

Moreover, the qualified certificate enhances the security and accuracy of the data. 

Lƴ ŎŀǎŜ aŜƳōŜǊ {ǘŀǘŜΩǎ verifying authorities accept to consider the statements of support based on 

e-signatures as validated with the information contained in the e-signature certificate, this solution 

would also reduce the amount of data they manage as well as ease their task and the overall 

efficiency of the system. 

Regarding the penetration level of the solution, it will have a positive impact on verifying authorities 

as the e-signatures certificates used in this case are usually the most widely used, increasing the 

confidence in the data retrieved and therefore easing the verification task. 

Regarding the citizens, implementing this solution lengthens the process as more steps (downloading 

the PDF, uploading it, etc.) are required to finalise the submission of a valid statement of support. 

However, the quantity of data to be inserted manually by the user is reduced to zero as the data 

contained in the certificate is sufficient to validate the statements of support. 

In countries where eID cards containing certificates allowing for the use of e-signatures have been 

issued, the impact of this solution will be higher. Despite the heterogeneous penetration of this 

solution across the Member States, e-signature and PDF documents are widely used across the EU 

and the overall penetration of this solution can thus be considered as remarkable. Indeed, the 

responses from the Member States show that, in many cases, the e-signature has been issued to a 

majority of the population. The difference between the penetration level and the actual usage of e-

signatures should however also be taken into consideration when assessing the impact of this 

solution. The amount of people using e-signatures can indeed be significantly lower than the number 

of certificates delivered. 

CƛƴŀƭƭȅΣ ŦǊƻƳ ǘƘŜ ŎŀƳǇŀƛƎƴ ƻǊƎŀƴƛǎŜǊǎΩ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ ǘƘŜ ŜƭŜŎǘǊƻƴƛŎŀƭƭȅ ǎƛƎƴŜŘ t5Cǎ Řƻ ƴƻǘ ƘŀǾŜ ŀ 

major impact on the ease of use and management of both the OCS and the data they collect. 

However, e-signature brings added value to the delivery process of the statements of support as it 

serves its automation. 

Moreover, as campaign organisers are considered as data controllers, under Regulation (EU) 

2016/679, (repealing Directive 95/46/EC, mentioned in the ECI Regulation) ŘǳǊƛƴƎ ǘƘŜ ƛƴƛǘƛŀǘƛǾŜΩǎ 

collection phase (Article 12, paragraph 2 of the ECI Regulation), they are responsible for any damage 

they cause. The integrity of the data contained in e-signatures enhances the security and reduces 

therefore the legal risks that organisers are currently facing. This solution also helps the organisers in 

their planning and managing of the campaign as they are currently recommended to obtain an extra 

20% statements of support in order to account for invalid ones26. As the statements of support based 

on e-signatures provide a higher confidence in their later validation, thanks to this solutions 

organisers can have better idea of the number of valid statements they collected so far. 

                                                           
26

 Le Gouvernement du Grand-Duché de Luxembourg (2015) Potential Benefits Of Electronic Signatures in The Context of 

European Citizen Initiatives. p.2 
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The high penetration level of this solutions can also have a positive impact on campaign organisers as 

it might make the ECI process more attractive to the population, helping them to raise awareness 

and collect a larger number of statements of support. Those effects are however indirect and 

therefore difficult to assess.  

The above-mentioned information is summarised in the following table: 

 

Table 10: Summary of the business analysis - e-signed PDF document 

4.4 TECHNICAL ANALYSIS 

The main benefit of this solution, compared with the current situation, is the fact that the signature 

avoids certain cases of fraud: the statements of support cannot be copied from one initiative to 

others without being detected. However, citizens whose nationality is from outside the EU can 

support initiatives, without being detected automatically. The major draw-back is the fact that the 

certificates used for signing are not checked on-line for their (revocation) status, so this must be 

checked during the verification phase. 

This solution presents a good scalability: new eIDs can be introduced without any effort. Equally the 

maintainability is good, as no changes can be foreseen in the underlying technologies, and changes in 

the supported eIDs do not affect the solution. Also the ease of integration is good: many 

organisations have experience with the integration of the PDF manipulation libraries; as a 

consequence the cost/efforts are little. 

Compared with the current OCS, an increase of CPU and disk usage can be foreseen, but these 

increases can easily be supported by modern servers. 

The over-all security improves the current implementation of the OCS, not only in the already 

mentioned aspect of fraud prevention, also the session management is improved with the 



Final Assessment Report 

Page 47 of 210 
 

transmission in only one http session of the statement of support, and  the integrity of the data 

during transmission and storage is guaranteed with the signature. 

The above-mentioned information is summarised in the following table: 

 

Table 11: Summary of the technical analysis - e-signed PDF document 

4.5 ASSESSMENT 

Solution 1 introduces a PDF manipulation library in order to manage and store the statements of 

support that include e-signatures. Given the fact that those PDF documents are signed offline and 

uploaded on the OCS, the system does not ƛƴǘŜƎǊŀǘŜ ŀƴȅ aŜƳōŜǊ {ǘŀǘŜΩǎ certificate validation 

service. The statements of support are then not validated until they are sent to the verifying 

authorities once the collection phase has ended. The user interface would include ŀ άt5C ŘƻǿƴƭƻŀŘέ 

and a άSigned PDF ǳǇƭƻŀŘέ functions in order to allow citizens to complete the process.  

The ECI Regulation already foresees the possibility of using electronic signature for supporting an 

initiative. Therefore, only Annexes III and V should be modified to include a more specific mention to 

the use of such method to submit a statement of support. Moreover, a re-wording of Article 5, 

updating the reference to the use of advanced electronic signature to qualified electronic signature is 

advisable. This would improve the trust in electronically signed documents as it would use the most 

reliable methods for signing. Besides, the proposed certificates (qualified electronic signatures) are 

compliant with the eIDAS Regulation, which is applicable to the ECI framework. 

Finally, in most Member States the level of penetration of e-signature seems optimal from an 

implementation point of view, according to the data provided (see section 4.2.3). However, even 

though the availability of e-signature is high, their actual usage by citizens may remain limited. 
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Moreover, in some Member States such as France, hardly any qualified certificates have been issued 

to the citizens. 

The assessment carried out through the construction of the evaluation matrix is presented in the 

following radar chart diagram. Detailed information about the assessment evaluation criteria can be 

found in Appendix B ς Solution 1: Electronically signed PDF document. 

 

Figure 13: Assessment of solution 1 

From a technical point of view, this solution achieves high scores regarding the ECI Regulation and 

the eIDAS Regulation (all the technical components are compliant). In addition, the integration and 

operational criteria are also assessed with a high punctuation marks, as no integration of Member 

States nodes is foreseen and the validation of the e-signature certificates is not carried out at the 

moment the user uploads the statement of support. Therefore, the costs associated to the 

implementation and maintenance of the new version of the OCS are relatively limited when 

compared to other solutions.  Likewise, this solution will have enhanced security features, due to the 

limited transmission of information that is required to finalise the process.  

Nonetheless, the process might require some additional time to be completed, as the user needs to 

download, sign and upload the PDF document. The point where this solution presents more hurdles 

is regarding the possibilities of reducing the quantity of data required by each country in Annex III, as 

the analysis of the MembŜǊ {ǘŀǘŜΩǎ ǊŜǎǇƻƴǎŜǎ Ƙŀǎ ǎƘƻǿƴΦ 
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5 SOLUTION 2: INTEGRATION OF E-SIGNATURE 

5.1 DESCRIPTION 

5.1.1 Introduction 

Solution 2 is based on the integration of electronic signature for the purpose of signing a statement 

of support online. The main advantage of this solution is two-fold: (1) be able to automatically verify 

the identity of the signatories, and (2) obtain a more specific commitment to a single initiative, thus 

reducing the possibility of fraud. This change in the verification process will ease the task of 

validation by verifying authorities, as a system for storing the indicator resulting of this activity is 

proposed, in order to account for the automatically validated statement of support. This would 

enhance the overall performance of the ECI process in general and may attract more users to support 

any given initiative. Therefore, the use of an electronic signature will enhance the overall 

performance on the OCS, simplifying the process and potentially attracting citizens into the ECI 

context by providing them with a more secure way to share their data and support an initiative. 

There is, however, an important prerequisite for the optimal use of this solution, in particular since 

the Digital Signature Services (DSS) provided under CEF Digital eSignature Building Block is 

considered for implementation in the OCS. DSS is designed in a way that it should normally be able to 

handle all eIDAS-compliant e-signatures. Thus, this solution is only applicable to countries whose 

electronic signatures are already compliant to eIDAS. 

5.1.2 Functional View 

Use Case 1: Collection of statements of support 

The following diagram shows the architecture and dataflows. 

 
Figure 14: Architecture and dataflows for e-signature 

A detailed description of the interactions between these elements is provided in section 14.1. The 
OCS would require the following changes: 

Changes in the navigation in the OCS 

The navigation in the OCS will require some changes such as the inclusion of a button to sign the 

statement of support online and acknowledge the validation of the signature. Additionally, the 
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ŀŎǘƛƻƴǎ ŎƻǊǊŜǎǇƻƴŘƛƴƎ ǘƻ ǘƘŜ ǳǎŜǊΩǎ ŎƭƛŎƪǎ ƻƴ ǘƘŜǎŜ ōǳǘǘƻƴǎ Ƴǳǎǘ ōŜ ƛƴŎƭǳŘŜŘΦ ¢ƘŜǎŜ ŀǊŜ Ŏonsidered 

minor changes. 

Inclusion of DSS validation service 

When the OCS receives a signed statement of support, the certificate used for signing is extracted 

and passed to the DSS validation service. This module verifies: 

¶ If the certificate is qualified against the Trusted List: The check verifies if the issuer of the 

certificate (Certification Authority) is mentioned in the Trusted List ƻŦ ǘƘŜ ŎƛǘƛȊŜƴΩǎ aŜƳōŜǊ 

State. More details about the Trusted List mechanism are explained in section 14.4.2, as 

these are relevant for the scalability.  

If the certificate is valid: The checks on the validity period of the certificate entail the 

comparison of the current date/time with the timestamps notBefore and notAfter of the 

ŎƛǘƛȊŜƴΩǎ ŎŜǊǘƛŦƛŎŀǘŜΦ Lǘ ƛǎ ƘƻǿŜǾŜǊ ƳƻǊŜ complicated to check if the certificate has been 

ǊŜǾƻƪŜŘ ƻǊ ǎǳǎǇŜƴŘŜŘΥ ǘƘƛǎ ƛƳǇƭƛŜǎ ŎƻƴǎǳƭǘƛƴƎ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ άǾŀƭƛŘŀǘƛƻƴ ǎŜǊǾƛŎŜέ ƻŦ ŜŀŎƘ 

e-signature certificate. This validation may use the Trusted List) mechanism. The EC 

published a list of Trusted Lists, which provides links to the Trusted Lists of each Member 

State. These national trusted Lists specify all qualified CAs and for each of them the location 

(URL) and mechanism of the revocation validation service. As a consequence, the Member 

{ǘŀǘŜΩǎ Ƴƻdules would not need to be configured with the parameters of the location and 

mechanism of the revocation validation service; instead it would acquire these parameters 

from the Trusted List. 

If the certificate was issued to a natural person: In most Member States, certificates 

mentioned in this study are issued to only natural persons. However, in some Member States 

like the Netherlands and France, certificates were ŀƭǎƻ ƛǎǎǳŜŘ ǘƻ ƭŜƎŀƭ ǇŜǊǎƻƴǎΣ ǿƘƛŎƘ ŘƻƴΩǘ 

have the right to vote. For these Member States, the validation module should verify that the 

used certification policy (OID) is included in the policies for natural persons of the issuing 

organisations. This issue will only last for a limited period of time because since the entry 

into force of eIDAS, legal persons should not be issued certificates for e-signatures (they 

should receive certificates for e-seals instead). 

Inclusion and configuration of a signature creation tool 

A signature creation tool should be integrated with the OCS. Such a tool could be the signature 

creation service ƻŦ ǘƘŜ 5{{ ǎƻƭǳǘƛƻƴ ǇǳōƭƛǎƘŜŘ ŀǘ ǘƘŜ 9/Ωǎ WƻƛƴǳǇ ǇƻǊǘŀƭ27. Integration of such solution 

implies basically three steps: 

¶ The html page must include the code to activate the tool with the (XML) text to be signed as 

a parameter 

¶ The tool must be configured to view the text to sign and to produce a XAdES signature. This 

tool (and also other tools) is designed to allow multiple signature formats. Since normal users 

have insufficient knowledge of signature formats and their implications, the signature tool 

must be configured to hide this complexity for the end user. 

                                                           
27 https://joinup.ec.europa.eu/software/sd-dss/release/all 
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¶ The tool and the page must be prepared to transmit the signature produced by the tool to 

the browser. 

¢ƘŜ ǳǎŜǊΩǎ t/ ƻǊ ƳƻōƛƭŜ ŘŜǾƛŎŜ ƴŜŜŘǎ ǘƻ ǎǳǇǇƻǊǘ ²Ŝō ƴŀǾƛƎŀǘƛƻƴΦ ¢Ƙƛǎ software is usually installed by 

ŘŜŦŀǳƭǘ ŀƴŘ ƛǎ ǳǎŜŘ ƛƴ ǘƘŜ ŎǳǊǊŜƴǘ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ h/{Φ ¢ƘŜ aŜƳōŜǊ {ǘŀǘŜΩǎ ǾŀƭƛŘŀǘƛƻƴ ǎŜǊǾƛŎŜ ό/w[ ƻǊ 

OCSP) will also remain unchanged. 

For certificates not held by the citizen, like the Austrian and Estonian mobile solutions, the user is 

redirected to the corresponding signature creation service. In this case, the link to the service 

includes the data to be signed. The reply by the creation service is sent through the browser to the 

OCS application. In this case, the validation is not required anymore, as these services only allow the 

creation of signatures with valid and qualified certificates. 

As only qualified signatures are allowed, the Member States may consider not requiring the full 

dataset as specified in Annex III, as the citizen is identified by his data in the certificate.  

Use Case2:  Verification of statements of support 

The business process verification of statements of support is equal to the process described in 4.1.2, 

but replacing the signed PDF documents with signed XML structures. The viewer is also replaced by 

any XAdES signature viewer.  
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5.2 LEGAL ANALYSIS 

5.2.1 Overview of the ECI Regulation 

The following table provides a summary of the critical legal points regarding the ECI regulation, 

focusing on three main pillars: submission of statements of support (Articles 5 and 6), verification of 

statements of support (Article 8) and protection of personal data (Article 12). A more thorough 

analysis can be found in section 14.2.1. 

Submission of statements of support Critical Legal Point 

The use of e-signature is foreseen in the Regulation, but 

this reference is made to the definitions in the Directive 

1999/93/EC, now repealed by eIDAS. A new, more secure 

standard (qualified e-signatures) has been introduced. A 

modification of the wording of Article 5.2 is advisable, 

including a specific mention to eIDAS and the use of 

qualified e-signatures. 

If such certificates are to be used Annex III will need to be 

modified accordingly. 

Article 5.1 and 5.2 

Article 6  

Annex III 

Verification of statements of support Critical Legal Point 

Validation of the information contained in the certificates 

would be performed when the statement of support is 

submitted. Therefore, Article 8 should be modified in order 

to include the new procedure for verification and the 

flagging of the information that has been already validated. 

Nevertheless, in case verifying authorities wish to perform 

further checks, the statements of support would still be 

delivered following in accordance to Article 8.1.1. 

Article 8  

Annex V  

Data protection  Critical Legal Point 

When statements of support are submitted via this 

solution, the data stored will in no case be more than the 

one established by each Member State in Annex III. 

As long as the established requirements regarding security 

in the OCS and data protection are met, this solution does 

not require additional features to be implemented in the 

system, or the regulation to be modified regarding this 

aspect. 

Article 5.3  

Article 12 

Table 12: Legal analysis: ECI Regulation - solution 2 

5.2.2 Analysis of the eIDAS Regulation 

Regarding the use of e-signature eIDAS establishes a whole new regulatory framework, substituting 

previous directives. 

This solution foresees the possibility to allow the use of qualified electronic signatures, given the fact 

that they provide the highest level of assurance regarding the identity of the person signing an 
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initiative. The eIDAS Regulation also establishes an unambiguous legal value for electronic signatures 

that is different for the various categories. 

All Member States shall follow this standard, as the eIDAS Regulation has direct effect on their 

territories. The following table provide a comprehensive review on qualified electronic signatures, 

trust services and the legal value of e-signatures: 

Scope 

Art. 1: With a view to ensuring the proper functioning of the internal market while aiming at an adequate level of security of 

electronic identification means and trust services this Regulation: 

άEstablishes a legal framework for electronic signatures, electronic seals, electronic time stamps, electronic documents, 

electronic registered delivery services and certificate services for website authenticationΦέ 

Definitions (e-signature and trust services) 

Qualified electronic signatures Trust services 

!ǊǘΦ о όмнύΥ ΩǉǳŀƭƛŦƛŜŘ ŜƭŜŎǘǊƻƴƛŎ ǎƛƎƴŀǘǳǊŜΩ ƳŜŀƴǎ ŀƴ ŀŘǾŀƴŎŜŘ 

electronic signature that is created by a qualified electronic 

signature creation device, and which is based on a qualified 

certificate for electronic signatures. Article 28 states that the 

qualified certificate shall comply with the requirements laid 

down in Annex I: 

¶ an indication, at least in a form suitable for automated 

processing, that the certificate has been issued as a 

qualified certificate for electronic signature; 

¶ a set of data unambiguously representing the qualified 

trust service provider issuing the qualified certificates 

including at least, the Member State in which that 

provider is established and: 

¶ ŦƻǊ ŀ ƴŀǘǳǊŀƭ ǇŜǊǎƻƴΥ ǘƘŜ ǇŜǊǎƻƴΩǎ ƴŀƳŜΤ 

¶ at least the name of the signatory, or a pseudonym; if a 

pseudonym is used, it shall be clearly indicated; 

¶ electronic signature validation data that corresponds to 

the electronic signature creation data; 

¶ details oŦ ǘƘŜ ōŜƎƛƴƴƛƴƎ ŀƴŘ ŜƴŘ ƻŦ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜΩǎ ǇŜǊƛƻŘ 

of validity; 

¶ the certificate identity code, which must be unique for the 

qualified trust service provider; 

¶ the advanced electronic signature or advanced electronic 

seal of the issuing qualified trust service provider; 

¶ the location where the certificate supporting the 

advanced electronic signature or advanced electronic seal 

referred to in point (g) is available free of charge; 

¶ the location of the services that can be used to enquire 

about the validity status of the qualified certificate; 

(j) Where the electronic signature creation data related to 

the electronic signature validation data is located in a 

qualified electronic signature creation device, an 

appropriate indication of this, at least in a form suitable 

for automated processing. 

 !ǊǘΦ оόмсύΥ ΨǘǊǳǎǘ ǎŜǊǾƛŎŜΩ means an electronic service 

normally provided for remuneration which consists of: 

 

(a) the creation, verification, and validation of electronic 
signatures, electronic seals or electronic time stamps, 
electronic registered delivery services and certificates 
related to those services 

 

 
(b) the creation, verification and validation of 

certificates for website authentication; or 

 
(c) the preservation of electronic signatures, seals or 

certificates related to those services; 

!ǊǘΦо όмтύΥ Ψqualified trust serviceΩ ƳŜŀƴǎ ŀ ǘǊǳǎǘ ǎŜǊǾƛŎŜ ǘƘŀǘ 
meets the applicable requirements laid down in this 
Regulation 

!ǊǘΦ оόмфύΥ ΨǘǊǳǎǘ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊΩ means a natural or a legal 
person who provides one or more trust services either as a 
qualified or as a non-qualified trust service provider; 

όнлύ ΨǉǳŀƭƛŦƛŜŘ ǘǊǳǎǘ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊΩ means a trust service 
provider who provides one or more qualified trust services 
and is gr   

Art. 22.1: Each Member State shall establish, maintain and 
publish trusted lists, including information related to the 
qualified trust service providers for which it is responsible, 
together with information related to the qualified trust 
services provided by them.; 

2.   Member States shall establish, maintain and publish, in a 
secured manner, the electronically signed or sealed trusted 
lists referred to in paragraph 1 in a form suitable for 
automated processing. 

3.   Member States shall notify to the Commission, without 
undue delay, information on the body responsible for 
establishing, maintaining and publishing national trusted lists, 
and details of where such lists are published, the certificates 
used to sign or seal the trusted lists and any changes thereto. 

 

Table 13: Legal analysis, eIDAS Regulation - solution 2 
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As mentioned, this solution foresees the use of qualified signatures, since they provide the highest 

degree of confidence in the identity of the person signing the statement of support. Besides, 

qualified certificates are only issued by qualified service providers, who are under strict control of 

Member States through national laws and trusted lists. Therefore, these are ideal tools to be 

integrated into the OCS, providing secured and trustworthy data that verifying authorities will be 

able to validate without further checks.  

The research carried out has concluded that all Member States have published and updated trusted 

lists, and therefore qualified electronic signatures are issued all across the EU. The fact that the 

selected eIDs are already penetrated across Member States increases the probability of a successful 

implementation and the establishment of a new procedure to create statements of support that is 

secure and compliant with the eIDAS Regulation. However some Member States do not issue 

signature certificates to their complete population, e.g. France and the Netherlands only issue 

certificates to representatives of legal persons; other countries have other limitations to issuing 

certificates to their population. 

Besides, the legal value granted to qualified electronic signatures provides safe grounds for 

organisers and verifying authorities to comply with their task with no legal risks associated. 

5.2.3 Analysis of Member State responses 

The analysis of the situation of eID in the EU Member States is based on the information gathered 

through desk research as well as on the responses obtained from the questionnaires made available 

to representatives of each Member State. In total, 12 Member States shared their information: 

¶ Austria ¶ Greece
28

 

¶ Belgium  ¶ Luxembourg 

¶ Czech Republic ¶ Netherlands  

¶ Estonia  ¶ Portugal 

¶ Finland ¶ Slovakia 

¶ Germany ¶ Spain 

As mentioned, a key component of the proposed solution is the corresponding flag that will be 

stored in the OCS as a sign that the statement of support is produced when data is retrieved from the 

certificate. Regarding the format and security features of the flag were presented, obtaining in 

general positive responses. 

The responses received can be summarised under two main points: 

¶ Member State generally agree to implement the responses from Member States. Especially, 

the possibility of flagging the data retrieved from the certificates has received great support 

from the sources consulted. However, it is important to note the reluctance of certain 

Member States towards the use of the e-signature certificates, mainly due to the costs that 

would need to be incurred. 

                                                           
28

 DISCLAIMER: the information obtained from Greece was provided by a former representative that is awaiting to be 

replaced by the next appointed official. Therefore, the data regarding Greece cannot be considered as official. 
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¶ The penetration level of e-signature seems to be optimal for implementation in several 

Member States, while other countries do not provide such figures but show a positive 

growing trend in the penetration of e-signature. Both this facts are proof of the suitability of 

the implementation of this solution. 

5.3 BUSINESS ANALYSIS 

This solution, similar in many points to solution 1, brings the added value of an on-the-spot validation 

of the statement of support when the users sign the statement of support in the ECI entry point. This 

fact could certainly ease the validation task from the corresponding verifying authorities, as the data 

will be flagged indicating that it was already validated. Furthermore, the fact that qualified 

certificates are the ones to be used, and that such certificates are under supervision of Member 

States through Trusted, increases the possibility that no further verification is required in order to 

validate statements of support collected from this source. As mentioned, the penetration level would 

provide a suitable implementation, as e-signature is issued to a major part of the population in 

several countries, while the number of certificates used is growing in many others. 

In addition, the possibility to sign online would improve the submission procedure from a user 

experience perspective, as the time devoted to complete the process will be reduced compared to 

the current situation and the scenario of solution 1. Provided that users are allowed to use their 

qualified certificates, the amount of data that they need to introduce manually will be reduced to 

zero.  

Regarding organisers, no major changes are expected in the way they manage the statements of 

support gathered. Given the enhanced security features of the qualified certificates, the legal risk 

they face as data controller would be reduced. Besides, they could benefit from the overall 

improvement of the OCS and the possibility to attract a larger number of citizens to the ECI tool. 

The above-mentioned information are summarised in the following table: 
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Table 14: Summary of the business analysis - e-signature 

5.4 TECHNICAL ANALYSIS 

The main benefit of this solution, compared with the current situation, is the fact that the used eID is 

validated, thus releasing the verifying authorities of the burden to check the statement of support. 

Another benefit can be found as the signature avoids certain cases of fraud: the statements of 

support cannot be copied from one initiative to others without being detected. However, citizens 

whose nationality is from outside the EU can support initiatives, without being detected 

automatically.  

This solution presents a good scalability: new eIDs can be introduced without any effort. However, 

the maintainability may suffer from introduction of new eIDs, if those affect the connection with the 

DSS solution.  

Compared with the current OCS, an increase of CPU and disk usage can be foreseen, but these 

increases can easily be supported by modern servers. 

The over-all security improves the current implementation of the OCS, not only in the already 

mentioned aspect of fraud prevention, also the session management is improved with the 

transmission of the statement of support in only one http session, and  the integrity of the data 

during transmission and storage is guaranteed with the signature. 

The above-mentioned information is summarised in the following table: 
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Table 15: Summary of the technical analysis - e-signature 

5.5 ASSESSMENT 

This solution foresees the use of e-signature, but in contrast with solution 1, the OCS would establish 

a connection with the aŜƳōŜǊ {ǘŀǘŜΩǎ e-signature creation tool and a seamless online validation 

would be performed by the DSS module. For that purpose, the OCS would redirect the user towards 

the homepage of the e-signature creation tool (this page should hide the complexity of the national 

implementation in case multiple e-signature solutions are available in a Member State). Then, the 

OCS will be performing the validation of the e-signature and it will extract the information contained 

in the e-signature certificates. The data will be flagged and stored in the OCS, as proof of the 

automatic validation carried out when retrieving the information from the certificate. 

A revision of the ECI Regulation is required to achieve a successful implementation of the proposed 

integration of online e-signature into the ECI process. Firstly, Article 8 should be modified to include 

the new verification method (extraction and validation of the information in the certificates carried 

out by the OCS) and the indicator proving that the information that has been already validated. 

Secondly, Annex III should be amended to include the e-signature method, with the subsequent 

reduction of the data requirement that it entails.  

The assessment and scoring performed for this solution is summarised in the following diagram that 

groups the main assessment criteria in order to provide a general view of the results obtained. 

Detailed information about the assessment evaluation criteria can be found in Appendix C ς Solution 

2: e-signature. 
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Figure 15: Assessment of solution 2 

As shown in the graph, this solution presents generally high scores in all the legal criteria, especially 

regarding the responses obtained from Member States, who showed a favourable opinion towards 

the flagging system and the automatic validation. Given the reduction of data required and the 

improvement in the process to submit the statement of support, this solution is also assigned high 

scores in ease of use and quantity of data.  

Nevertheless, and even though the technology is in a suitable penetration level, integrating and 

maintaining the new custom-built will be complex and costly. Therefore, the integration and 

operational aspects of this solution are ranked with the lowest scores. 

5.6 COMPARISON OF SOLUTIONS 1 AND 2 

The following table provides a comparison of the SWOT analysis between solution 1 and solution 2.  

 

Figure 16: SWOT analysis of solutions 1 and 2 
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As those two solutions can be easily compared from several points of view, the table hereunder 

provides a comparison based on a set of the identified evaluation criteria. 

 

Table 16: Comparison of solutions 1 and 2 

Evaluation Criteria Solution 1 Solution2

ECI Regulation
Solution 2 requires an amendmentof Article 8 and a modification of
Annex III while no change in the regulation is necessaryfor the
implementationof solution1.

eIDASRegulation Bothsolutionscomplywith the eIDASRegulation

Member States' 
responses

Thecomparisonof the responsesis not relevantasthe questionsfocused
on different aspectsof eachsolution.

Ease of use
Comparedto solution 1, the data retrieved from e-signatureis trustful
and the validationtaskis therefore easier. Moreover, the processfor the
citizensissmoothanduser-friendly.

Quantity of data

By implementingsolution 2, the quantity of data to be inserted by the
user is reducedto zero and the number of statementsof support to be
validatedby verificationauthorities is reducedwhile for solution 1, they
still needto verify the identity of signatories.

Penetration

Only50% of the Member Statesconsultedcanassurethat eSignatureis
issuedto the majority of adult population. However,for both solutions,
the data is retrieved from trustworthy sources, easing the task of
verificationauthorities

Operational aspects Thetwo solutionaremainlysimilarregardingoperationalaspects

Security Thetwo solutionsaremainlysimilarregardingsecurity

Integration Solution2 ismore complexto integratethan solution1
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6 SOLUTION 3: DIRECT INTEGRATION OF EID 

6.1 DESCRIPTION 

6.1.1 Introduction 

This solution consists in the integration of the most widely used national eID solution into the OCS: 

direct integration of eID. Within this scenario, the personal data requested for a signatory to support 

an initiative will be retrieved from the national eID database of each Member State. 

This chapter discusses the advantages and drawbacks of direct integration; the OCS will be extended 

ǿƛǘƘ ǘƘŜ ƳƻŘǳƭŜǎ ǊŜǉǳƛǊŜŘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ǳǎŜǊΩǎ ŜL5Σ ǾŀƭƛŘŀǘŜ ƛǘ ŀƴŘ ŜȄǘǊŀŎǘ ǘƘŜ Řŀǘŀ ŦǊƻƳ ƛǘΦ The data 

ǿƛƭƭ ōŜ ǊŜǘǊƛŜǾŜŘ ŦǊƻƳ aŜƳōŜǊ {ǘŀǘŜΩǎ ŜL5 ǇƻǊǘŀƭ ŀƴŘ ǿƛƭƭ ōŜ ǎǘƻǊŜŘ ƛƴ ǘƘŜ h/{ ǿƛǘƘ ŀ ŦƭŀƎ29 or 

indicator that will account for the statement of support that have been already validated.  

Once the collection phase comes to an end, verifying authorities will be delivered the corresponding 

set of statement of support, separating all the different kinds. This solution proposes certain 

regulatory changes in order to give the eID integration a more solid and stable legal ground. 

6.1.2 Functional View 

Use Case 1: Collection of statements of support 

The architecture and dataflows of this solution is shown in the following diagram. 

 

Figure 17: Architecture and dataflows for direct integration of eID 

A detailed description of the interactions between these elements is provided in section 15.1. 

The OCS is updated to support the changed navigation and the included Member States specific 

modules, one for each supported Member State, in charge of: 

                                                           
29

 In case Member States do not accept to modify Annex III and reduce the personal data requirements, an alternative 

option would be to take advantage of this solution to retrieve the data coming from the national register of natural 

persons. This data would then be used to partially fill the statement of support (as read-only fields). The user would then 

enter manually the missing data. This alternative provides advantages to the verifying authorities, which thus benefits from 

trustworthy data, as well as to the users as it shortens the submission process and increases the user-friendliness of the 

system. 
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¶ The validation of the used certificate 

¶ The extraction of the data from the certificate 

When the OCS receives a certificate, this certificate is passed to a first validation module, before 

passing it to the corresponding Member State specific module. This validation module is in charge of 

the first validation of the used certificate. This validation entails the checks that: 

¶ The certificate is already valid, comparing the timestamp notBefore with the current 

date/time. 

¶ The certificate is not expired, comparing the timestamp notAfter with the current date/time. 

¶ ¢ƘŜ /ƻǳƴǘǊȅ όά/έύ ƻŦ ƛǎǎǳŜǊ ƻŦ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ ƛǎ ƛƴ ǘƘŜ ƭƛǎǘ ƻŦ ну 9¦ aŜƳōŜǊ {ǘŀǘŜǎΦ 

¶ The issuer of the certificate is mentioned in the national Trust List (TSL); this means that the 

issuer is a qualified authentication service provider. 

The Member State specific module checks: 

¶ If the certificate is valid: if the certificate has been revoked or suspended as is determined by 

consulting thŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ άǾŀƭƛŘŀǘƛƻƴ ǎŜǊǾƛŎŜέ ƻŦ ŜŀŎƘ aŜƳōŜǊ {ǘŀǘŜ ŦƻǊ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘŜ 

used in the authentication. Two parameters are important for this validation: the method to 

be used and the location where this method should be applied; these parameters are 

explained in section 15.4.1. 

¶ If the certificate was issued to a natural person: In most Member States, certificates 

mentioned in this study are issued to natural persons. However, in some Member States, like 

France and the Netherlands, certificates are also issued to legal persons, which do not have 

the right to vote. For those Member States, the validation module should verify that the used 

certification policy (OID) is included in the policies for natural persons of the issuing 

organisations.  

¢ƘŜ ŜȄǘǊŀŎǘƛƻƴ ƻŦ ǘƘŜ Řŀǘŀ ƛǎ ƴƻǘ ǎǘǊŀƛƎƘǘŦƻǊǿŀǊŘ ŘǳŜ ǘƻ ǘƘŜ ƘŜǘŜǊƻƎŜƴŜƻǳǎ ŦƻǊƳŀǘǎ ƻŦ ǘƘŜ ŎƛǘƛȊŜƴΩǎ 

data. Apart from the changes in the OCS, other changes can be found in the database: it will be 

updated to add two columns: the first one is the indication (flag) that the statement of support is 

ŀŎƘƛŜǾŜŘ ǳǎƛƴƎ ŀƴ ŜL5Σ ǘƘŜ ǎŜŎƻƴŘ ƻƴŜ ǿƻǳƭŘ ōŜ ǘƘŜ ǳǎŜǊΩǎ ŜL5Φ LŦ ŀ ǉǳŀƭƛŦƛŜŘ ŜL5 Ƙŀǎ ōŜŜƴ ǳǎŜŘ ŦƻǊ 

authentication, the user will not need introduce the data specified in Annex III manually, in case 

Member States decide to accept such statements of support.  

¢ƘŜ ǳǎŜǊΩǎ t/ ƻǊ ƳƻōƛƭŜ ŘŜǾƛŎŜ ǿƛƭƭ ƴŜŜŘ ǘƻ ǎǳǇǇƻǊǘ ǿŜō ƴŀǾƛƎŀǘƛƻƴΦ hƴ Ƴƻǎǘ ŘŜǾƛŎŜǎ ǘƘƛǎ ǎƻŦǘǿŀǊŜ ƛǎ 

already present, and it is also used in the current version of OCS. The Member State validation 

service (CRL or OCSP) will not suffer any changes as these services exist and are already available on 

the Internet. 

Use Case 2: Verification of statements of support 

Once the collection phase comes to an end, verifying authorities will be delivered the corresponding 

set of statements of support, separating all the different kinds. This solution proposes certain 

regulatory and technical changes in order to give the eID integration a more solid and stable legal 

ground. 
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The verification of statements of support with directly integrated eIDs is the same as with signed PDF 

documents, 4.1.2, except for the format of these statements: instead of the PDFs, now the 

certificates are sent. 

6.2 LEGAL ANALYSIS 

6.2.1 Overview of the ECI Regulation  

The following table provides a summary of the critical legal points regarding the ECI regulation, 

focusing on three main pillars: submission of statements of support (Articles 5 and 6), verification of 

statements of support (Article 8) and protection of personal data (Article 12). A more thorough 

analysis can be found in section 15.2.1. 

Submission of statements of 

support 

Critical Legal Point 

A specific mention to the use of eID when submitting a statement 

of support is advisable. 

In order to comply with Article 6.1, paragraph 2, the model for 

creating the statement of support should be modified to include 

only the data present in the eID. 

A marker or flag will be added in the database to indicate that 

certain data fields were retrieved from the eID, and can be 

considered as automatically validated. 

Accordingly, a modification in Annex III is recommended, in order 

to include the possibility to use eID for the purpose of submitting a 

statement of support. 

Article 5.1 and 5.2 

Article 6  

Annex III 

Verification of statements of 

support 

Critical Legal Point 

It is recommended to amend Article 8 in order to include a specific 

mention to the automatic validation of data coming from eIDs, 

with a flag/indicator that will account for the statements of 

support that have been already validated. 

The Annex III should also be modified by adding a specific criteria 

for the statements of support submitted via eID. Those should be 

sent to the country issuing the eID, in case national authorities 

wish to carry out further validation or checks for duplicates. 

Article 8  

Annex V 

Data protection  Critical Legal Point 

In accordance to Article 5.3, this solution does not require citizens 

to provide any extra information, and only the relevant data for 

validating the identity of a signatory will be stored in the OCS. 

Article 12 does not have to be modified, as the data stored is still 

protected against unlawful uses or losses, as long as the OCS 

complies with the security requirements stated in Article 6.4. 

This solution can therefore be implemented with no change in the 

Regulation regarding data protection. 

Article 5.3  

Article 12 

Table 17: Legal analysis: ECI Regulation - solution 3 
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In brief, certain aspects of the Regulation require a modification in order to make the proposed 

integration of eID fits the regulatory framework under which the ECI operates: 

¶ Regarding the collection phase (Article 5), a specific mention to the possibility of using eID to 

submit a statement of support is recommended. The model for creating the statements of 

support will be modified (Article 6.1, paragraph 2), as well as the Annex III.  

¶ As far as the verification of the statements of support is concerned, Article 8 should be 

amended, adding a mention to the automatic validation when using eID for creating a 

statement of support. The Annex III should also be modified in order to include a specific 

criteria for the statements of support submitted via eID. 

¶ Finally, no change in the Regulation is required regarding data protection (Article 12). 

6.2.2 !ƴŀƭȅǎƛǎ ƻŦ ǘƘŜ aŜƳōŜǊ {ǘŀǘŜǎΩ ǊŜǎǇƻnses 

The analysis of the situation of eID in the EU Member States is based on the information gathered 

through desk research as well as on the responses obtained from the questionnaires made available 

to representatives of each Member State. In total, 12 Member States shared their information: 

¶ Austria ¶ Greece30 

¶ Belgium  ¶ Luxembourg 

¶ Czech Republic ¶ Netherlands  

¶ Estonia  ¶ Portugal 

¶ Finland ¶ Slovakia 

¶ Germany ¶ Spain 

The information gathered from Member States can be summarised in two main points: 

¶ In general, Member States share a positive opinion towards an implementation of an eID 

connection to the OCS. Positive feedback has been received regarding the flagging system 

and the possibility to consider certain data requirements from Annex III as optional, in case 

the Regulation was to be modified, enabling validation with the data present on the 

signatory eID. 

¶ Legal and technical constraints such as being able to distinguish natural and legal persons 

through the eID solution and having in place an interactive verification that allows for 

automatic validation of the data can be overcome. This aspect signals the desirability and 

ŦŜŀǎƛōƛƭƛǘȅ ƻŦ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ ǘƘƛǎ ǎƻƭǳǘƛƻƴ ŦǊƻƳ ǘƘŜ ǇŜǊǎǇŜŎǘƛǾŜ ƻŦ ǘƘŜ aŜƳōŜǊ {ǘŀǘŜΩǎ 

national legislation point of view. 

                                                           
30

 DISCLAIMER: the information obtained from Greece was provided by a former representative that is awaiting to be 

replaced by the next appointed official. Therefore, the data regarding Greece cannot be considered as official. 
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6.3 BUSINESS ANALYSIS 

LƳǇƭŜƳŜƴǘƛƴƎ ǘƘŜ ŘƛǊŜŎǘ ƛƴǘŜƎǊŀǘƛƻƴ ƻŦ ƴŀǘƛƻƴŀƭ ŜL5ǎ ŀŘŘǎ ŀ ƳŀƧƻǊ ŀŘǾŀƴǘŀƎŜ ǘƻ aŜƳōŜǊ {ǘŀǘŜΩǎ 

verifying authorities. It indeed eases the verification of statements of support as the integrity and 

ŎƻǊǊŜŎǘƴŜǎǎ ǘƘŜ ǎƛƎƴŀǘƻǊȅΩǎ Řŀǘŀ ƛǎ ƎǳŀǊŀƴǘŜŜŘ ōȅ ǘhe national eID database. Verifying authorities 

receive the statements of support with a flag signalling the ones already validated. They thus only 

need to validate the ones signed in paper or submitted online through the OCS, by entering the data 

manually. The impact on the amount of data to be managed is thus positive for the Member States. 

The direct integration of eID therefore eases the task of verification by creating an automatic 

procedure to validate an important portion of the statements of support received, in a shorter period 

of time, leading to an enhancement of the overall performance of the system. However, if verifying 

authorities still want to, additional post-verification and checks for duplicates can still be carried out. 

Verifying authorities will benefit the most from the use of eID as the information is retrieved from 

the official eID database and can thus be trusted. 

The user interface of the ECI entry point will be slightly modified, in the page where the citizen is 

supposed to fill in the data, to include a support button for the use of eID. On condition that the 

users are in possession of a valid eID tool and the specific hardware that might be required, citizens 

will benefit from a more secure system and a less time consuming process, as retrieving the data 

from the eID is faster than typing it in. Verifying authorities should be able to recognise the identity 

of the signatories from the data retrieved from the eIDs, as this information is normally consistent 

with the one stored in the national registries. Therefore, the successful implementation of the 

proposed solution should not require inputting any additional data. The quantity of data for this 

solution could be adjusted and redefined with a change of the Annex III, making sure that the data 

stored in the national eIDs would be sufficient to support an initiative. Consequently, the quantity of 

data inserted by the user should be reduced to zero. With the direct integration of eID, the user will 

not have to introduce much sensitive data into the OCS in order to support an initiative, making the 

system more attractive and user-friendly.  

No significant impact on complexity is expected for campaign organisers as the statements of 

support submitted by means of eID will be sent to the corǊŜǎǇƻƴŘƛƴƎ aŜƳōŜǊ {ǘŀǘŜΩǎ verifying 

authorities following the procedure detailed in Article 8 of the Regulation, as it is done now. 

Implementing this solution may help organisers internally in their planning and assessment tasks as 

statements of support based on eIDs would give higher confidence in their latter validation. 

However, the positive impact on the quantity of data managed by organisers would not be 

significant. The data retrieved from the eID enhances the security of the overall system, therefore 

reducing the legal risk organisers are facing, as they are considered as data controllers, responsible 

for any damage they cause. This may attract more concerned citizens to become organisers and 

campaign for any given cause. However, this effect might be indirect and is difficult to assess. 

The above-mentioned information are summarised in the following table: 



Final Assessment Report 

Page 65 of 210 
 

 

Table 18: Summary of the business analysis ς Direct integration of eID 

6.4 TECHNICAL ANALYSIS 

The main benefit of this solution, compared with the current situation, is the fact that the used eID is 

validated, thus releasing the verifying authorities of the burden to check the statement of support. 

Another benefit can be found as the signature avoids certain cases of fraud: it is harder to support 

twice the same initiative, although not impossible. Also, citizens whose nationality is from outside 

the EU can support initiatives, without being detected automatically in most Member States.  

This solution presents a very difficult scalability: new eIDs cannot be introduced without any effort. 

Also, the maintainability will suffer from introduction of new eIDs or changes in their specifications: 

such changes will likely cause the Member State-specific modules to be adapted.  

Compared with the current OCS, an increase of CPU and disk usage can be foreseen, but these 

increases can easily be supported by modern servers. 

The over-all security improves the current implementation of the OCS: the session management is 

improved with the transmission of the statement of support in only one http session. 

The above-mentioned information is summarised in the following table: 
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Table 19: Summary of the technical analysis ς Direct integration of eID 

6.5 ASSESSMENT 

The implementation of solution 3 would require to include a wide number of changes in the ECI 

current way of functioning. Firstly, the OCS is connected to every Member State eID node in order to 

allow the transmission of data and validation of the statements of support. This requires to integrate 

a connection with every countryΩǎ ƴƻŘŜ that is in charge of checking their validity. Conversely, the 

task of verifying authorities is significantly eased when the validation of the certificates is performed 

by the OCS. 

In pursuance of the mentioned modifications, a revision of several Articles of the ECI Regulation is 

needed. Article 5 should include a specific reference to the use of eID for the purpose of submitting a 

statement of support. The model for creating the statements of support (described in Article 5) 

should be modified too. Furthermore, Article 8 should also be modified to allow and accept the on-

the-ǎǇƻǘ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ ǘƘŜ ǎƛƎƴŀǘƻǊƛŜǎΩ ƛŘŜƴǘƛǘȅ that would be carried out by the system. A 

subsequent modification of Annex III is also foreseen, in order to amend the data requirements when 

eID is used for the purpose of submitting a statement of support, as users only provide the data 

contained in their eID certificates. This Annex should also be modified by adding a specific criteria for 

the statements of support submitted via eID. 

An in-depth assessment of this solution is presented in the following diagram. Detailed information 

about the assessment evaluation criteria can be found in Appendix D ς Solution 3: Direct integration 

of eID. 
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Figure 18: Assessment of solution 3 

Although this solution significantly enhances the user experience and reduces the quantity of data to 

be inserted by signatories, this solution requires great efforts to be implemented. These hampering 

ŦŀŎǘƻǊǎΣ ŀǎǎƻŎƛŀǘŜŘ ǘƻ ǘƘŜ ƛƴǘŜƎǊŀǘƛƻƴ ŀƴŘ ƳŀƛƴǘŜƴŀƴŎŜ ƻŦ ǘƘŜ ŘƛŦŦŜǊŜƴǘ aŜƳōŜǊ {ǘŀǘŜΩǎ ƴƻŘŜǎΣ are 

the cause of the low score of the integration and operational criteria.  

Consequently, a reform on the ECI Regulation is required, although the specific changes to be 

incorporated are not significant. Still, according to the responses to the questionnaires, a positive 

attitude towards the proposed flagging system is shared by most Member States and, according to 

the data provided, eID schemes all over the EU are largely suitable for integration with the OCS. 
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7 SOLUTION 4: INTEGRATION WITH THE EIDAS FRAMEWORK  

7.1 DESCRIPTION 

7.1.1 Introduction 

Solution 4 also foresees integration of eID into the OCS, but in this case with an indirect approach. 

Instead of including all the different Member StateǎΩ nodes as required in the direct integration of 

eID (solution 3), implementing this solution requires to establish a connection with the eIDAS 

framework of interoperability.  

Regulation (EU) 910/2014 (eIDAS Regulation)31 creates a European internal market for eTS - namely 

electronic signature, electronic seal, time stamp, electronic delivery service and website 

authentication - by ensuring that they will work across borders and have the same legal status as 

traditional paper based procedures. 

The eIDAS framework provides a secure environment for Member States to receive and send 

personal data, with a high degree of confidence in the identity of the citizen involved in any 

electronic transaction. Therefore, this is an ideal solution for the integration of eID in the context of 

the ECI, as verifying authorities will be able to trust the data retrieved from any other Member State. 

A new feature of eIDAS, which will be introduced in the near future, is worth highlighting: the powers 

of representation and mandates. This feature will allow citizens to authorise other citizens to 

perform certain actions on their behalf. Allowing powers of representation and mandates in the ECI 

Regulation would definitely increase the reach of this solution. 

The eIDAS Regulation is complemented by several implementing regulations, such as Commission 

Implementing Decision (EU) 2015/296 of 24 February 2015 on procedural arrangements for Member 

States cooperation on eID, Commission Implementing Regulation (EU) 2015/1501 of 8 September 

2015 on the interoperability framework, Commission Implementing Regulation (EU) 2015/1502 of 8 

September 2015 on setting out minimum technical specifications and procedures for assurance levels 

for electronic identification means and Commission Implementing Decision (EU) 2015/1984 of 3 

November 2015 defining the circumstances, formats and procedures of notification. 

7.1.2 Functional view 

Use Case 1: Collection of statements of support 

In this context, the solution will be based on a connection between the OCS and the eIDAS 

framework, retrieving data once the citizen has used his/her eID certificate. The process to submit a 

statement of support using this solution will be very similar to solution 3, direct integration of eID 

(see section 6.1.1).  

The architecture and dataflows of this solution are shown in the following diagram. 

                                                           
31

 Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification 

and trust services for electronic transactions in the internal market: http://eur-lex.europa.eu/legal-

content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN 
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Figure 19: Architecture and dataflows of eIDAS integration  

The OCS is updated to support the changed navigation and the inclusion of the eIDAS connection 

module. This module is part of the CEF eID building block32, as an example integrated in its test 

ŀǇǇƭƛŎŀǘƛƻƴ ƳƻŘǳƭŜ ά{tέΦ 

Changes in the navigation in the OCS 

¢ƘŜ ƴŀǾƛƎŀǘƛƻƴ ƛƴ ǘƘŜ h/{ ƴŜŜŘ ǎƻƳŜ ŎƘŀƴƎŜǎ ǎǳŎƘ ŀǎ ǘƘŜ ƛƴŎƭǳǎƛƻƴ ƻŦ ŀ ōǳǘǘƻƴ ǘƻ ǊŜǘǊƛŜǾŜ ǘƘŜ ǳǎŜǊΩǎ 

eID, and some code to process the response. These are considered as minor changes. 

Inclusion of the eIDAS connection 

¢ƘŜ ŜL5!{ ŎƻƴƴŜŎǘƛƻƴ ƳƻŘǳƭŜǎ Ƴǳǎǘ ōŜ ŎƻƴŦƛƎǳǊŜŘ ƛƴ ƻǊŘŜǊ ǘƻ ǊŜǘǊƛŜǾŜ ǘƘŜ ŎƛǘƛȊŜƴΩǎ ŘŀǘŀΦ ¢Ƙƛǎ Ŝƴǘŀƛƭǎ 

in the first place the required quality of the eID, which is recommended to be substantial, and the 

data to be requested: these are recommended to be the minimum dataset: name, surname, date of 

birth and personal identification number. When the nationality would be included, this should also 

be requested. 

When the OCS receives the response from the EC eIDAS node, it checks if the response was signed by 

the eIDAS node of the Member State where the OCS is located (MS eIDAS node in the diagram). The 

eIDAS connection module to be integrated in the OCS verifies if the certificate used for signing the 

response from the MS eIDAS node is equal to the stored eIDAS certificate for this node. 

There is no need to check that the data supplied by eIDAS belongs to a natural person. Indeed, as the 

request includes attributes for natural persons, the eIDAS transaction would fail if those attributes 

ǿŜǊŜ ƴƻǘ ŘŜƭƛǾŜǊŜŘΦ !ǎ ǘƘŜ ŎƘŜŎƪ ƻƴ ǾŀƭƛŘƛǘȅ ƻŦ ǘƘŜ ǳǎŜǊΩǎ ŜL5 ƛǎ ǇŜǊŦƻǊƳŜŘ ōȅ ǘƘŜ aŜƳōŜǊ {ǘŀǘŜΣ ƛǘ 

does not need to be performed by the OCS. Before inserting the data received from eIDAS into the 

database, for most countries the personal Identifier should be transformed to the citizen number: 

the prefix of 2 characters is stored as the nationality, and one more prefixed character is eliminated. 

For some countries, this is not the citizens number, e.g. in Germany and Greece no citizen number 

                                                           
32 This building block can be found at https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eIDAS-Node+v1.1  
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exists; in others like Austria the citizen number is encrypted before being delivered to the eIDAS 

platform. 

For traceability reasons, it would be recommendable to store the eIDAS responses in the OCS 

database. With this storage solution, any fraud could be easily be detected, because: 

¶ The time-stamp of the eIDAS response must be coherent with the timestamp in the 

database; even though a difference of a few seconds may exist. 

¶ The time-stamp in the response should be different from time-stamps in all other responses 

in all initiatives. 

¶ ¢ƘŜ ǳǎŜǊΩǎ Řŀǘŀ ƛƴ ǘƘŜ ǊŜǎǇƻƴǎŜ Ƴǳǎǘ ƳŀǘŎƘ ǘƘŜ ǳǎŜǊΩǎ Řŀǘŀ ƛƴ ǘƘŜ ŘŀǘŀōŀǎŜΦ 

An update of the database is required to add three columns: the first indicating that the statement of 

support is produced with the eIDAS platform, the second with the achieved level of assurance and 

the third containing the response from the EC eIDAS node.  

¢ƘŜ ǳǎŜǊΩǎ t/ ƻǊ ƳƻōƛƭŜ ŘŜǾƛŎŜ ǿƛƭƭ ƴŜŜŘ ǘƻ ǎǳǇǇƻǊǘ ǿŜō ƴŀǾƛƎŀǘƛƻƴΦ ¢Ƙƛǎ ǎƻŦǘǿŀǊŜ is installed by 

default on most devices, and is already needed in the current version of the OCS. 

Use Case 2: Verification of statements of support 

The verification of statements of support been produced using the eIDAS platform is very similar to 

the same process of the solution 1, as described in section 4.1.2. The only difference is that instead 

of signed PDF documents, the rows of the database are sent as a CSV (comma separated list) file, for 

easy importation in spreadsheets or databases. 

7.2  LEGAL ANALYSIS 

7.2.1  Overview of the ECI Regulation 

From a legal point of view, the direct integration of eID and the integration with the eIDAS 

Framework are mainly similar. However, whereas for solution 3 a mention to the use of eID in the 

Regulation should be taken into consideration, for solution 4 a specific mention to the eIDAS 

Regulation is advisable. 

The following table provides a summary of the critical legal points regarding the ECI regulation, 

focusing on three main pillars: submission of statements of support (Articles 5 and 6), verification of 

statements of support (Article 8) and protection of personal data (Article 12). A more thorough 

analysis can be found in section 16.2.1. 

Submission of statements of support Critical Legal Point 

A specific mention to the use of eID when submitting a 

statement of support should be taken into consideration.  

As this solution foresees the access to the eIDAS network 

for the request of information to identify signatories, a 

specific mention to the eIDAS Regulation would be 

advisable to provide the proper legal basis for its 

implementation. 

A marker or flag will be added in the database to indicate 

that certain data fields were retrieved from the eID, and 

Article 5.1 and 5.2 

Article 6  

Annex III 
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can be considered as automatically validated. 

In order to comply with Article 6.1, paragraph 2, the model 

for creating the statement of support should be modified to 

include only the data shared by the corresponding MS 

within the eIDAS framework. 

To comply with the last condition of Article 6.4, a 

modification in Annex III is recommended, in order to 

include the possibility to use eID for the purpose of 

submitting a statement of support and accepting the 

submission of a statement of support with the data shared 

by the corresponding Member State through eIDAS. 

Verification of statements of support Critical Legal Point 

It is recommended to modify Article 8 in order to include a 

specific mention to the automatic validation of the data 

through eIDAS, with a flag/indicator that will account for 

the statements of support that have been already 

validated. 

The Annex III should be modified by adding a specific 

criteria for the statements of support submitted via eID.  

Those should be sent to the country issuing the eID, in case 

national authorities wish to carry out further validation or 

checks for duplicates. 

Article 8  

Annex V 

Data protection  Critical Legal Point 

In accordance to Article 5.3, this solution does not require 

citizens to provide any extra information, and only the 

relevant data for validating the identity of a signatory will 

be stored in the OCS. 

As the eIDAS Regulation only foresees sharing the Minimum 

and Optional data sets, additional data to the one 

requested by Member State is in use for the purpose of 

supporting an initiative. 

Article 12 do not have to be modified, as the data stored is 

still protected against unlawful uses or losses, as long as the 

OCS complies with the security requirements stated in 

Article 6.1, 6.3 and 6.4,  

This solution can be implemented with no change in the 

Regulation regarding data protection. 

Article 5.3  

Article 12 

Table 20: Legal analysis: ECI Regulation - solution 4 

To summarise, for this solution as well some aspects of the ECI Regulation require a modification in 

order to make the proposed integration with eIDAS to be clearly binding within the regulatory 

framework that governs the ECI process: 
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¶ For the submission of statements of support, a specific mention to the possibility to use eID 

and connect to the national databases through eIDAS in order to submit a statement of 

support is necessary. Accordingly, a modification in Annex III is desirable to establish that 

statements of support only require the data shared by Member States through eIDAS to be 

successfully validated as well as to include the possibility to use eID for the purpose of 

submitting a statement of support. Moreover, the model for creating the statements of 

support will also need to be modified (Article 6.1, paragraph 2). 

¶ Regarding the verification of statements of support, a modification of Article 8 is advisable in 

order to include a specific mention to the automatic validation of the data retrieved through 

eIDAS. Moreover, Moreover, a modification of Annex III is also to be considered, to further 

establish that statements of support containing eID data shall be sent to the Member State 

were the eID was issued. 

¶ Finally, similarly to solution 3, no change in the Regulation is required regarding data 

protection (Article 12). 

7.2.2 Overview of the eIDAS Regulation 

The following table provides a summary of the critical legal points regarding the eIDAS regulation, 

focusing on scope (Articles 1 and 2), internal market principle (Article 4), data protection (Article 5) 

and assurance level (Article 8). A more thorough analysis can be found in section 16.2.2. 

Scope Critical Legal Point 

To implement a connection with eIDAS, it is important to 

establish clear rules and conditions to achieve 

interoperability among all the Member States, so eID 

solutions across the Union can be trusted and successfully 

connected to the OCS. 

Trust services play a main role in electronic identification 

and in the authentication and retrieval of data required in 

this solution, in order to establish a connection system that 

becomes a reliable source for verifying authorities so they 

can consider statements of support as automatically 

validated. 

Integrating eID solutions into the OCS via the eIDAS network 

would not result in a closed system determined by national 

regulations, but the ECI Regulation at EU level. Therefore, 

eIDAS Regulation is directly applicable to solution 4. 

Article 1 

Article 2 

Internal market principle Critical Legal Point 

Once this solution is implemented, the OCS will be fully 

integrated into the Digital Single Market, and will be able to 

make request for specific data to the corresponding service 

Article 4 
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providers (national eID databases). 

Data protection  Critical Legal Point 

Article 12 of the ECI Regulation establishes a set of security 

features that the OCS should have in order to ensure only 

lawful use of personal data. As such conditions will be met, 

implementing this solution is in line with both the ECI and 

the eIDAS Regulation. 

Article 5 

 

Assurance level Critical Legal Point 

The eID solutions need to be consistent with the substantial 

or high level of assurance to establish a reliable eID 

connection that is able to provide trustworthy data. 

Article 8 

Table 21: Legal analysis: eIDAS Regulation - solution 4 

In summary, this solution fits in the eIDAS regulation from the scope perspective as the 

interoperability, trust and legal conditions are met. Moreover, from the internal market principle, 

this solution will be able to make request for specific data to the corresponding service providers. 

This solution also fulfils the data protection conditions, therefore being in line with both the ECI and 

the eIDAS Regulation. Finally, as the eID tools proposed for the integration are based on national eID 

schemes, they are catalogued as substantial or high as regards the Assurance Level. 

7.2.3 !ƴŀƭȅǎƛǎ ƻŦ ǘƘŜ aŜƳōŜǊ {ǘŀǘŜǎΩ ǊŜǎǇƻƴǎŜǎ 

Together with the general eID responses analysed for solution 3 (See section 6.2.2), the analysis of 

solution 4 is complemented with three specific questions related to the current state of eIDAS and 

what information would Member States be willing to share, in order to provide a clear view of the AS 

IS situation of eIDAS across the European Union. 

¶ The possibility of having the nationality as part of the data shared by eIDAS is of key 

importance for the implementation of this solution, given the fact that nationality is one of 

the primary requirements for a citizen to support an initiative within the ECI framework. 

However, the responses obtained from the consulted Member States show that there is no 

agreement on sharing nationality for this purpose, although half of the countries show a 

positive opinion towards this possibility.  

¶ Moreover, the Unique Identifier, which is key when aiming at identifying the identity of the 

signatory, is not sufficient for the verification of statements of support. However, for some of 

the countries, the minimum data say would be sufficient to establish the identity of a citizen.  

¶ Finally, almost all Member States who stated they would only require the Minimum Set of 

Data to validate a statement of support, are not favourable to the possibility of sharing the 

Place of Birth and Residence, as they consider those data as not necessary to establish the 

identity of a citizen, with the data retrieved via eIDAS. 
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7.3 BUSINESS ANALYSIS 

Similarly to the direct integration of eID, the statements of support submitted using this solution can 

bŜ ŎƻƴǎƛŘŜǊŜŘ ŀǎ ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǾŀƭƛŘŀǘŜŘ ŀƴŘ aŜƳōŜǊ {ǘŀǘŜǎΩ verifying authorities will still receive 

the statements of support to give them the possibility to perform additional checks. This automatic 

validation is made possible thanks to the system of flags that can be added to the information 

coming from trusted sources. The integration of eIDAS and the ECI online platform increases the 

quality of online statements of support and therefore eases the task of validation. Regarding the 

quantity of data, the impact on verifying authorities is similar to solution 3, the only difference 

between the two solutions being how the connection to the eID database is established. The impact 

of the penetration level/awareness is also similar to the one for the direct integration of eID into the 

OCS. 

CǊƻƳ ǘƘŜ ŎƛǘƛȊŜƴǎΩ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ ǘƘŜ ŜŀǎŜ ƻŦ ǳǎŜ ƻŦ ǘƘƛǎ ǎƻƭǳǘƛƻƴ ƛǎ ǎƛƳƛƭŀǊ ǘƻ ǘƘŜ ƻƴŜ ƻŦ ǎƻƭǳǘƛƻƴ оΦ ¢ƘŜ 

process is as easy to access and complete, despite the redirection to the home country eID website 

before retrieving the data. Moreover, the vast majority of the Member States consulted are able to 

establish the identity of the citizens with the Minimum Set of Data. Therefore, this solution departs 

from the assumption that statements of support containing the Minimum Set of Data, established in 

the eIDAS Regulation, are automatically validated as verifying authorities are able to establish the 

identity of the signatories. Consequently, the quantity of data to be inserted by the user is reduced 

to zero. The impact of the penetration level/awareness on the citizens is similar to the one for the 

direct integration of eID into the OCS. Besides, as eIDAS also provides supports to any type of eID, 

including (reinforced) username / password schemes, the penetration level for this solution is 

significantly higher than the direct integration of eID. However, the full potential of this solution will 

not be a reality until all the nodes are operational and therefore totally interoperable. 

The fact that the data is retrieved directly (solution 3) or via eIDAS does not make a difference for 

campaign organisers, neither from the ease of use or from the quantity of data perspectives. The 

impact of the penetration level/awareness is similar to the one for the direct integration of eID into 

the OCS. 

The above-mentioned information are summarised in the following table: 
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Table 22: Summary of the business analysis ς Integration with the eIDAS framework 

7.4 TECHNICAL ANALYSIS 

The main benefit of this solution, compared with the current situation, is the fact that the used eID is 

validated, thus releasing the verifying authorities of the burden to check the statement of support. 

Another benefit can be found as the eIDAS integration avoids certain cases of fraud: it is harder to 

support twice the same initiative, although not impossible using eIDs from different Member States. 

Also, citizens whose nationality is from outside the EU can support initiatives, without being detected 

automatically. These two points would be improved if the nationality of the citizen would be included 

in the eIDAS specifications. 

This solution presents a good scalability: new eIDs can be introduced without any effort. Also, the 

maintainability is good: no changes can be foreseen which affect the eIDAS integration into the OCS.  

Compared with the current OCS, an increase of CPU and disk usage can be foreseen, but these 

increases can easily be supported by modern servers. 

The over-all security improves the current implementation of the OCS: the session management is 

improved with the transmission in only one http session of the statement of support, and the 

integrity of the data transmission and storage are protected with signatures. 

The above-mentioned information is summarised in the following table: 
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Table 23: Summary of the technical analysis ς Integration with the eIDAS framework 

7.5 ASSESSMENT 

Despite the similarities that solutions 3 and 4 might present, implementing solution 4 seems more 

feasible from a technical point of view. In this case, the OCS is only integrated into the eIDAS node, 

granting ŀ ǎŀŦŜ ŎƻƴƴŜŎǘƛƻƴ ǘƻ aŜƳōŜǊ {ǘŀǘŜΩǎ ŜL5 ŀŎŎŜǎǎ ǇƻƛƴǘǎΦ /ƻƴǎŜǉǳŜƴǘƭȅΣ ǘƘŜ ŎƻǊǊŜǎǇƻƴŘƛƴƎ 

Member State eIDAS node is the one performing the tasks of validation and extraction of the 

information contained in the eID certificates.  

As proposed, a modification of the ECI Regulation is to be considered, aiming at including a specific 

reference to the use of eID (Article 5) and the eIDAS network as a connection pathway to grant an 

automatic validation of the statements of support. Moreover, the model for creating the statements 

of support (described in Article 5) should also need be modified. A modification of Article 8 is also 

required, in order to allow and accept the on-the-spot verification ƻŦ ǘƘŜ ǎƛƎƴŀǘƻǊƛŜǎΩ ƛŘŜƴǘƛǘȅ ǘƘŀǘ 

would be carried out by the system through eIDAS. Moreover, Annex III should be modified in order 

to amend the data requirements when authentication through eIDAS is used for the purpose of 

submitting a statement of support, as only the minimum dataset provided by eIDAS (name, surname, 

date of birth and personal identification number) will be available. It is also necessary to obtain the 

agreement from the eIDAS expert group to use one of the eIDAS custom field to store the nationality 

of the signatory as this information is required for the validation of the business rules. Finally, all 

notified eID schemes are granted a substantial or high level of assurance, and therefore are 

compatible with the eIDAS Regulation, as this solution is based on qualified service providers and 

Trust Lists. 

The following diagram provides a thorough assessment of this solution. Detailed information about 

the assessment evaluation criteria can be found in Appendix E ς Solution 4: Integration with the 

eIDAS Framework. 



Final Assessment Report 

Page 77 of 210 
 

 

Figure 20: Assessment of solution 4 

As this diagram shows, the solution presents high scores regarding its integration and functional 

aspects, due to the simplification of the integration that the eIDAS network provides. Besides, it is 

also translated in a remarkable reduction of the quantity of data to be inserted into the OCS, as users 

are only required to connect to their eID access point and validate the transmission of the data. This 

improvement of the process to submit a statement of support is also reflected in our assessment, as 

the criterion of ease of use is assigned a noteworthy score. The enhance security provided by eIDAS 

is also to be noted. 

Nevertheless, the responses from Member States are not so clear regarding this solution, mainly 

because of the production and testing phase that the majority of Member States is immersed in at 

the moment this report is elaborated. The fact that an important part of them were not able to 

provide a clear answer regarding the data that will finally be sent to the OCS is a proof of the 

construction stage that eIDAS is facing. Nonetheless, this solution should be fully operational by 

September 2018. 

7.6 COMPARISON OF SOLUTIONS 3 AND 4 

The following table provides a comparison of the SWOT analysis between solution 3 and solution 4. 

 

Figure 21: SWOT analysis of solutions 3 and 4 
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As those two solutions can be easily compared from several points of view, the table hereunder 

provides a comparison based on a set of the identified evaluation criteria. 

 

Table 24: Comparison of solutions 3 and 4 
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8 SOLUTION 5: PREFILLIbD ¦{9wΩ{ 5!¢! ²L¢I EU LOGIN 

8.1 DESCRIPTION 

8.1.1 Introduction 

This chapter analyses a complementing tool for prefilling a statement of support: EU Login (formerly 

known as ECAS-ID). This solution is ǳǎŜŘ ǘƻ ǊŜǘǊƛŜǾŜ Řŀǘŀ ŦǊƻƳ ǘƘŜ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘΣ ŜŀǎƛƴƎ ǘƘŜ ǇǊƻŎŜǎǎ 

of supporting an ECI by reducing the amount of data to be filled manually by the user and possibly by 

removing the Completely Automated Public Turing test to tell Computers and Humans Apart 

(CAPTCHA).  

The European Commission Authentication Service (ECAS) has recently been merged into the EU 

Login, a broader identification system that aims at providing access to every online service provided 

by the EU, with one single account. Researchers, experts, EU officials, and citizens in general can 

manage their data and performing a wide number of tasks through one single platform, increasing 

operational efficiency and making the access to online public services user-friendlier. 

The EU login foresees several ways to log into the account: 

¶ By creating a new account with a username and a password 

¶ By accessing with a former ECAS account credentials 

¶ By linking EU Login with social media platforms (Twitter, Facebook and Google +) 

Besides, the traditional password authentication, once the user has access to the EU account, he/she 

can set up two-step authentication method, choosing among a wide range of alternatives: 

¶ PIN Code through the ECAS mobile Application 

¶ QR Code through the ECAS mobile Application 

¶ SMS sent to his/her phone number (only possible if the user saved a valid phone number in 

the EU Account) 

¶ Using a Token that provides an authentication method (i.e., an USB) 

¶ Using his/her eID (STORK pilot) 

In this context, the EU Login could be used as a complementary tool for prefilling some data of the 

statement of support. Thanks to this solution, the user has the possibility to retrieve some of his data 

saved in his EU Login account to automatically prefill part of his statement of support, easing the 

supporting process. Although the EU Login feature is restricted to EC applications due to EC policies, 

it is taken into account as a technical possibility. 

As for most of the authentication methods mentioned here above, there is no way to certify the 

accuracy ƻŦ ǘƘŜ ǳǎŜǊΩǎ ŘŀǘŀΣ ǘƘŜ ǇǊŜŦƛƭƭŜŘ ŦƛŜƭŘǎ ƻŦ ǘƘŜ ǎǘŀǘŜƳŜƴǘ ƻŦ ǎǳǇǇƻǊǘ ǎƘƻǳƭŘ ǊŜƳŀƛƴ ŜŘƛǘŀōƭŜΦ 

This way, the user can still bring modifications and adapt some data if necessary. The user then fills in 

the data not present in the EU Login account manually.  

However, it should be mentioned that severe limitations for the use of EU Login in external 

applications were reported by the persons in charge of this tool. Thus, this solution would only be 

applicable for the EC OCS, but not for any other implementation of OCS by third parties. 

The reason for this limitation is that the EC does not operate yet a full eIDAS node, which could be 

used by a client application. The eIDAS connectivity is actually built into EU Login. Consequently, 

using the EC eIDAS node would actually mean using EU Login for eID authentication. This has the 

following limitations: 
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¶ EU Login can only be used by systems that are owned and operated by EU institutions. This is 

due to political, legal and financial aspects. 

¶ EU Login cannot be used by external parties without prior registration. 

¶ EU Login is currently not organised to provide authentication services to external 

applications on a large scale. 

¶ EU Login is not capable to limit authentication options to eID only. 

However, this idea could lead to another possible solution, "3 bis": Integration via an embedded 

eIDAS Connector. This solution relies on the usage of the eIDAS network for eID authentication, just 

like solution 3. But instead of using an EC eIDAS node, the integration would happen via an eIDAS 

connector that is embedded in the solution. In other words, the application would use an eIDAS 

connectivity library. An OCS deployment with that solution would behave like a standalone eIDAS 

node, and would be able to consume eID authentications from other nodes. After evaluation, this 

solution 3 bis was discarded because it would require Member States to define a new connector for 

each OCS willing to connect to EU Login. 

Despite these considerations, the solution is fully described in this chapter in order to perform an 

exhaustive analysis as per initial request. 

8.1.2 Functional View 

Use Case 1: Collection of statements of support 

The architecture and dataflows are represented in the following diagram. 

 

Figure 22: Architecture and dataflows for EU Login 

A detailed description of the elements and their interaction is presented in section 17.1. The OCS is 

updated to support the changed navigation, as well as with the inclusion of the EU Login 

connection module.  

Changes in the navigation in the OCS 
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The navigation in the OCS will need some changes, such as the inclusion of a button to connect to the 

EU Login system and receiving the response. These are considered minor changes. 

Inclusion of the modules to connect to the EU Login system 

¢ƘŜ 9¦ [ƻƎƛƴ ƳƻŘǳƭŜ ǎŜƴŘǎ ŀƴ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǊŜǉǳŜǎǘ ǘƘǊƻǳƎƘ ǘƘŜ ǳǎŜǊΩǎ ōǊƻǿǎŜǊ ǘƻ ǘƘŜ 9¦ [ƻƎƛƴ 

system, where the user authenticates via his/her EU Login account. When this module receives a 

response from the EU Login system, the certificate used for signing is extracted and compared with 

the stored certificate of the EU Login system. Thanks to this comparison, the sender of the response 

message is verified.  

The documentation for the connection, as well as the corresponding software modules are available 

at DIGIT. The database does not require any change as the inclusion of the source of the data in the 

database is not considered as a trustworthy contribution to the collection process.  

¢ƘŜ ǳǎŜǊΩǎ t/ ƻǊ ƳƻōƛƭŜ ŘŜǾƛŎŜ ƴŜŜŘǎ ǘƻ ǎǳǇǇƻǊǘ ²Ŝō ƴŀǾƛƎŀǘƛƻƴΦ ¢Ƙƛǎ ǎƻŦǘǿŀǊŜ ƛǎ ǳǎǳŀƭƭȅ ƛƴǎǘŀƭƭŜŘ ōȅ 

default and is already needed in the current version of the OCS. Also the EU Login system will remain 

unaltered. 

Use Case 2: Verification of statements of support 

The business process verification of statements of support is the same as this process described in 

4.1.2, replacing the signed PDF documents with traditional electronic statements of support.  

8.2 DATA PRIVACY OVERVIEW 

The main legal concern that could be raised regarding a possible connection between the OCS and 

9¦ [ƻƎƛƴ ƛǎ ǊŜƎŀǊŘƛƴƎ ǇǊƛǾŀŎȅ ƻŦ ǘƘŜ Řŀǘŀ ǎǘƻǊŜŘ ƛƴ 9¦ [ƻƎƛƴ ŀŎŎƻǳƴǘǎΦ !ŎŎƻǊŘƛƴƎ ǘƻ 9¦ [ƻƎƛƴΩǎ ǇǊƛǾŀŎȅ 

statement, only personal information entered manually by the user or provided by the public 

organisation him/her belongs to when granting access to the system is stored. By opening the 

account, the user authorises the disclosure to any Commission site that is accessed via EU Login 

Regarding the use of such data, the EC will not divulge the information with two exceptions:  

¶ The duly authorised support unit or help desk. 

¶ Duly authorised bodies, on a case by case basis (e.g. Internal Commission Security 

Directorate) 

Passwords are encrypted and stored only in a reversible form. In addition, the details about user 

accounts (date and time of authentication, password changes etc.) are available only to the user and 

the service administrators. 

In light of the information presented, EU Login presents security features that make it a suitable 

solution for a potential integration with the OCS. 

8.3 BUSINESS ANALYSIS 

The complementing solutions aim at providing additional features to the OCS, supporting the online 

submission of statements of support. Solution 5 foresees the possibility of linking both the EU Login 

(formerly ECAS) to the ECI entry point. Users would authenticate themselves and the data stored in 

their accounts would be used for pre-filling the data fields required to submit a statement of support. 
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From a usability point of view, the EU Login solution only has a minor impact on the ECI website. A 

button for the use of EU Login is added on the page where the user has to enter his/her data. The 

use case described in the functional view (see section 8.1.2) details all the steps required to complete 

the process.  

The data stored in external EU Login accounts is very limited. Therefore, although the signatory will 

find a user-friendly procedure, the time devoted to complete the submission of the statement of 

support will increase as he/she introduces the remaining data. Currently, external accounts only 

store the full name of the user and his/her email. Internal accounts (owned by people professionally 

involved with the European Commission) store additional information relevant to the ECI 

requirements, such as date of birth, place of birth and nationality. Consequently, regular citizens who 

hold a valid external EU Login account have to input manually the rest of the personal data 

requirements. 

Given the fact that the creation of EU Login as an integrating access point for all the EU services is 

relatively new, it is not yet used by a significant percentage of the EU population. Besides, only 

internal accounts have a substantial amount of data to be retrieved when supporting an initiative. 

The number of accounts validated can be considered as minimal, as it is mainly restricted to EU 

officials and other internal workers. 

Therefore, the penetration of this complementary solution is not expected to be high, as the EU 

Login account is still in an early stage of growth. 

The following table provides a summarised version of the assessment of this solution regarding the 

selected evaluation criteria: 

 

Figure 23: Summary of the business analysis ς EU Login 

8.4 TECHNICAL ANALYSIS 

The main benefit of this solution is the scalability and maintainability: new eIDs can be integrated 

without any effort, and changes in the existing eIDs are transparent for this solution. Also the ease of 

integration should be highlighted, and as a consequence the expected little cost/efforts. However, no 
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ǎƛƎƴƛŦƛŎŀƴǘ ƛƴŎǊŜŀǎŜ ƻŦ ǘƘŜ ǎŜŎǳǊƛǘȅ Ŏŀƴ ōŜ ŜȄǇŜŎǘŜŘΣ ŀǎ ǘƘŜ ǳǎŜǊΩǎ Řŀǘŀ ŀǎ Ƨǳǎǘ ŀǎ ǊŜƭƛŀōƭŜ ŀǎ ƛƴ ǘƘŜ 

current implementation of the OCS.  

The above-mentioned information is summarised in the following table: 

 

Table 25: Summary of the technical analysis ς EU Login 

8.5 ASSESSMENT 

Solution 5 might be introduced as complement to the current procedure to submit statements of 

support through the OCS. The user would be able to connect to EU Login in order to retrieve the 

relevant data stored in those accounts, which will pre-fill the data fields required by the 

corresponding Member States. The user interface would then be modified, including specific buttons 

that allow for a connection with both platforms. 

Regarding EU Login, the following diagram presents a summary of the evaluation carried out, 

focusing on business and technical criteria. Detailed information about the assessment evaluation 

criteria can be found in Appendix F ς Solution 5: Prefilling ǳǎŜǊΩǎ data with EU Login. 
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Figure 24: Assessment of solution 5 ς EU Login 

As can be seen in the graph, setting aside the current limitation due to the absence of dedicated 

eIDAS node at EU level, this solution obtains high scores regarding its implementation and 

maintenance, given the fact that no interaction with Member State will take place and the retrieval 

of the information can be achieved at a relatively little effort and cause, providing the added value of 

the two-step authentication, an enhance security feature to bypass the CAPTCHA.  

On the other hand, and given the absence of relevant information in the external EU Login accounts, 

the user will need to pre-fill the data requirements manually, as only the full name could be 

retrieved, causing the low scores assigned to the Ease of use and Quantity of data criteria. Moreover, 

EU Login is a relatively new platform, and therefore not much known across the EU. However, as it 

inherits the ECAS database, all these old accounts have been integrated into it. Anyway, the ECAS 

accounts cover people with regular contacts with the EC, which is around 1% of the EU population. 
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9 SOLUTION 6: PREFILLING ¦{9wΩ{ DATA WITH FACEBOOK 

9.1 DESCRIPTION 

9.1.1 Introduction 

This chapter analyses two complementing tools for prefilling a statement of support: Facebook. This 

ǎƻƭǳǘƛƻƴ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ǊŜǘǊƛŜǾŜ Řŀǘŀ ŦǊƻƳ ǘƘŜ ǳǎŜǊΩǎ ŀŎŎƻǳƴǘΣ ŜŀǎƛƴƎ ǘƘŜ ǇǊƻŎŜǎǎ ƻŦ ǎǳǇǇƻǊǘƛƴƎ ŀƴ 9/L 

by reducing the amount of data to be filled manually by the user and possibly by removing the 

Completely Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA).  

As Facebook does not perform any check on authenticity of the data introduced by the user, there is 

no way to certify the accuracy of these data, and the prefilled fields of the statement of support 

should remain editable. This way, the user can still bring modifications and adapt some data if 

necessary. The user then fills in the data not present in the EU Login account manually.  

Besides EU Login and social network integration, a third method of pre-filling exists: most browsers 

allow pre-filling previously typed contents, although their implementations are slightly different: 

¶ Firefox remembers contents typed on the previously visited forms; when visiting the same 

form again and typing the first character it automatically displays a list of previously typed 

contents for the field; and so on for each field on the form. 

¶ Chrome allows remembering the contents typed on the previously visited form, it asks 

whether or not to remember these contents; when visiting the same form again, and it 

automatically fills all fields with the previously typed contents. 

¶ Edge must be configured in order to remember the contents of previously typed contents. 

This pre-filling, also called auto-completion improves the user experience, but has no effects on the 

OCS. Consequently, this feature is not further studied in this document. 

9.1.2 Functional view 

Use Case 1: Collection of statements of support 

The architecture and dataflows of this solution are presented in the following diagram. 

 

Figure 25: Architecture and dataflows for Facebook 
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A detailed description of the elements and their interaction is presented in section 18.1.1. 

Use Case 2: Verification of statements of support 

The business process verification of statements of support is the same as this process described in 

4.1.2, replacing the signed PDF documents with traditional electronic statements of support.  

9.2 DATA PRIVACY OVERVIEW 

The main legal issue to be assessed when attempting to establish a connection between the OCS and 

EU Facebook is regarding privacy of the data stored in Facebook accounts, and the information that 

Facebook might store when a user accesses a Facebook service (like and share buttons, Log in, 

session tracking, etc.). 

!ŎŎƻǊŘƛƴƎ ǘƻ CŀŎŜōƻƻƪΩǎ ǇǊƛǾŀŎȅ ŀƎǊŜŜƳŜƴǘΣ ōȅ ƻǇŜƴƛƴƎ ǘƘŜ ŀŎŎƻǳƴǘΣ ǘƘŜ ǳǎŜǊ ŀǳǘƘƻǊƛǎŜǎ CŀŎŜōƻƻƪ 

to store such data. Nevertheless, the user can choose which personal information he is willing to 

disclose and to modify such parameters at any moment of time. 

In case Facebook services are incorporated into the OCS, when any user accesses them (log in with 

Facebook, or share the content of an initiative) Facebook also stores information regarding the use of 

such services, and the website or application that uses those services. Facebook can, in virtue of 

agreements subscribe with them, share that information with vendors, services providers and other 

partners who support their business. It is inferred that such agreements are based on confidentiality 

obligations that both parties oblige to. 

Moreover, in its data policy, Facebook states that the information collected within the European 

9ŎƻƴƻƳƛŎ !ǊŜŀ όά99!έύ Ƴŀȅ ōŜ ǘǊŀƴǎŦŜǊǊŜŘ ǘƻ ŎƻǳƴǘǊƛŜǎ ƻǳǘǎƛŘŜ ƻŦ ǘƘŜ 99!Φ IƻǿŜǾŜǊΣ ƛǘ ǳǘƛƭƛǎŜǎ 

standard contract clauses ŀǇǇǊƻǾŜŘ ōȅ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴ ŀƴŘ ƻōǘŀƛƴ ǘƘŜ ǳǎŜǊΩǎ ŎƻƴǎŜƴǘ ǘƻ 

legitimise data transfers from the EEA to the United States and other countries33. 

This may pose a concern regarding what specific information would Facebook have access to, and 

where this would be stored, regarding citizens and also organisers of any given initiative. 

9.3 BUSINESS ANALYSIS 

With, more than 1.86 billion users worldwide34, Facebook is one of the most widely used social 

networks. It had 247,070,000 users in the EU in June 2016, and is used by a wide variety of citizens 

from all ages.  

The process for retrieving the data is very simple, as the user only has to authorise the retrieval of 

information from his/her Facebook profile. Once this step is completed, the data fields will be 

prefilled with the information stored in the Facebook account. The user will have to complete and 

correct this information in order to comply with the data requirements established by each Member 

State. 

Since the user interface is not impacted by important modifications (only a button to connect with 

Facebook will be added), and the data will be easily retrieved, this solution will certainly reduce the 

complexity of the current procedure and the time devoted to finalise it. 

                                                           
33

 https://www.facebook.com/policy.php 
34

 http://www.internetworldstats.com/stats9.htm 



Final Assessment Report 

Page 87 of 210 
 

As of today, Facebook users can store the following personal data fields relevant for the ECI 

requirements:  

¶ Name 

¶ Surname 

¶ Date of birth 

¶ Address 

Taking into consideration these pieces of data and putting them in contrast with the different 

personal data currently required by each Member States (as stated in Annex III of the Regulation), 

the results are diverse, depending on the Member State. The following table shows a comparison 

between the personal data requirements and the data stored in Facebook accounts. 
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Table 26: Comparison of the personal data requirements and the data stored in Facebook 
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This comparison table shows that, for some countries, the amount of data to be added is minimal 

whereas for others that quantity is higher. 

For instance, citizens from Finland will only need to type in their nationality, as the rest of the data 

required by those countries could be retrieved from ǘƘŜ ǎƛƎƴŀǘƻǊȅΩǎ CŀŎŜōƻƻƪ ŀŎŎƻǳƴǘΦ IƻǿŜǾŜǊΣ  

citizens from countries that require additional data such as Identification number (Austria, France, 

Spain, Sweden, etc.), place or birth (e.g. Belgium, Denmark, Estonia or Slovakia), name at birth 

(Latvia, the NŜǘƘŜǊƭŀƴŘǎ ŀƴŘ {ƭƻǾŜƴƛŀύ ƻǊ ŦŀǘƘŜǊΩǎ ƴŀƳŜ ό.ǳƭƎŀǊƛŀ ŀƴŘ DǊŜŜŎŜύ ƘŀǾŜ ǘƻ ǇǊƻǾƛŘŜ 

additional of data in order to complete the submission. 

When analysing the data that will be covered by the information stored in Facebook profiles, it is 

important to note that all the data stored in Facebook is optional. As a result, the data to be inserted 

will ultimately depend on what amount of data each citizen has stored in his/her Facebook account.  

In cases the information is not accurate, the user has to correct the fields not properly filled, 

increasing the final amount of data to be inserted. 

When analysing the Facebook complement for the OCS, the penetration rate seems more promising. 

According to Eurostat, 52% of the EU population aged from 16 to 74 was engaged in the use of social 

networks in 201635. Specifically, Facebook has penetration rate of 39.5%36 in Europe, meaning that 

over 307 million people have a Facebook account37. Therefore, implementing a solution that links 

Facebook, as the main representative of social networks, to the OCS has a significant effect on 

penetration and will become an excellent tool to campaign for an initiative and raise awareness of 

the ECI tool in general. 

In light of the information presented, an overview of the assessment carried out regarding this 

solution is presented below: 

 

Table 27: Summary of the business analysis ς Facebook 

                                                           
35 http://ec.europa.eu/eurostat/tgm/table.do?tab=table&init=1&language=en&pcode=tin00127&plugin=1 
36 http://www.internetworldstats.com/facebook.htm 
37 https://zephoria.com/top-15-valuable-facebook-statistics/ 

Evaluation Criteria Score Description

Ease of use Å Oncethe userauthorisedthe retrievingof hispersonalinformation
from his Facebook account, the statement of support is
automaticallyprefilled. Then, the user just need to correct and
complete the missingdata to complywith the data requirements
of eachMemberState.

Quantity of data Å The quantity of data to be input by the user dependson each
Member State requirements. The relevant data available on
Facebookare: Name,Surname,Dateof birth andAddress.

Penetration Å Facebookhasa penetrationrate of 39.5% in Europe,meaningthat
over307million peoplehavea Facebookaccount
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9.4 TECHNICAL ANALYSIS 

The main benefit of this solution is the scalability and maintainability: new eIDs can be integrated 

without any effort, and changes in the existing eIDs are transparent for this solution. Also the ease of 

integration should be highlighted, and as a consequence the expected little cost/efforts. However, no 

significant increase of the security can be expected, as the uǎŜǊΩǎ Řŀǘŀ ŀǎ Ƨǳǎǘ ŀǎ ǊŜƭƛŀōƭŜ ŀǎ ƛƴ ǘƘŜ 

current implementation of the OCS.  

The above-mentioned information is summarised in the following table: 

 

Table 28: Summary of the technical analysis ς Facebook 

  


















































































































































































































































